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NL FOCUS - PRIVACY (LOSS OF)

SOME WEBSITES  
Here’s Why iOS 13 Makes Me 
Want an iPhone. If you don’t 
yet have an iPhone, this article 
should convince you it will be 
terrific with iOS 13. bit.ly/
2NjFJYh. 

How to Get Free Stuff on 
Amazon.It's actually pretty 
easy to get free stuff on 
Amazon; you just need to know 
where to look. bit.ly/2NmOK2N. 
CleanMyMac X review.  Latest 
version of MacPaw’s catch-all 
so f twa re c rud and gunk 
remover for the Mac. Lots of 
new features. bit.ly/2NlCsrs. 
The Best 8 TV Streaming 
Apps Of 2019. These TV 
streaming services allow you to 
stream live TV right in your 
internet browser, and more. 
Provides likes, dislikes and 
prices. bit.ly/2NfJf5F.

What Is an iPad Widget? How 
Do I Install One? Handy little 
apps. bit.ly/2NjgjKh.

Restore Smart Searches to 
OS X Finder's Sidebar.  Uses 
Smart Folders so great way to 
save your searches. bit.ly/
2NvvM9Y

MLMUG ON VACATION! 
No meeting this month. Enjoy a vacation, but try to keep current on technology.
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Membership Information 
Membership dues are $25 for individuals and $35 for 
families. Memberships are based on your anniversary 

date, which is the month you joined. You will be e-
mailed reminders when membership fee is due.  
If you’re just visiting to check us out, or if you’ve 
been visiting for some time, but haven’t joined, 
consider these BENEFITS OF MEMBERSHIP:


• Monthly meetings, where you can learn, share, 
and meet everyone from working Mac 

professionals to new Mac users from all 
backgrounds.


• Monthly newsletter, which is full of interesting 
Mac news, tips, and information.


• Useful free items at the monthly Raffles. 

• Discounts. Vendors offer special prices to User 

Group members.

• Web Site with 2-3 years of MLMUG 

newsletters, meeting information, a member 
directory, directions to our meetings, and much 

more! Our web site is www.mlmug.org.

• MLMUG Mailing List, to post technical 

questions or comments to each other and the 
experts within the group. 


• Reviewers keep items reviewed.

Are you ready to join? Please make a check 
payable to MLMUG and bring it to a monthly 

meeting or mail it to:

Treasurer, MLMUG


P.O. Box 1374

Southeastern, PA 19399


Multimedia SIG Co-Chair 
Nicholas Iacona


nick@nickiacona.com

Newer Users SIG Co-Chair & 

Webmaster 
Bob Barton


barton@bee.net

Newsletter Graphics Editor 

Sally Bazrod

sallybazrod@mac.com


OS/iOS SIG Chair 
Adam Rice


adam@adamrice.org

Picnic Coordinator 

Tony DiPiano

tony@dipiano.net


Raffle Chair 
Susan Czarnecki


sparsefur@yahoo.com 
Social Secretary 
Gail Montgomery


gailemontgomery@comcast.net


President, Program Director & 
Vendor Liaison 

Maria O. Arguello

mariarguello@mac.com


Vice President & Multimedia SIG 
Co-Chair 

Larry Campbell

lcampbell9@me.com


Treasurer, Membership & 
Facilities Coordinator 

Elliott Cobin

eicobin@gmail.com


Secretary & Newsletter Editor 
Mark Bazrod


msb@lpilease.com 
Educational Liaison 

Linda McNeil

mcneil.linda@gmail.com


Member-at-Large, Newsletter 
Copy Editor & Apple User Group 

Ambassador 
Deane Lappin


deanezl@verizon.net
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Typical Meeting Agenda


9:00 - 9:05: 	 Call to order in main meeting 
room.


9:05 - 10:05: Two Concurrent Special 
Interest Groups (SIGs) convene in 
separate rooms. The two current SIGs 
are:


	 Multimedia - We discuss using your 
Mac/iDevices and applications for 
photo, video, audio, and print media.


	 OS - We go beyond basics to discuss 
Apple’s current operating systems, 
using your Macs & iDevices, & various 
applications, & have Q&A.


10:05 - 10:15: Continuation of Q&A for all 
attendees.


10:15 - 10:30: Welcome and other business.


10:30 - 11:50: Main Presentation (by a 
member or guest)


11:50 - Noon: Raffles and silent auctions.


Come join some fellow MLMUG members 
for lunch after the meeting at a nearby 
restaurant. 

MLMUG Email list


The Main Line Macintosh Users 
Group has its own email list, 
hosted at Groups.io. Compose 
your letter and email it to 
MLMUG@groups.io  and your 
message will be sent to everyone 
on the mailing list. Contact Bob 
Barton (barton@bee.net) if you 
are a member and you are not on 
the list.

Please observe good email 
etiquette. If your message is 
humor or not Apple-related (off-
topic), please include "Humor" or 
"OT" in the subject line. The 
Groups.io Terms of Service are at 
groups.io/static/tos. Look for the 
section on "Conditions of Use"  

The MLMUG list may be used to 
post Apple-related items for sale, 
but any solicitation of members 
through the list is forbidden 
without the written consent of a 
MLMUG officer. Violation of the 
Groups.io terms of service or 
good email etiquette may result 
in removal from the list.

New Users SIG


You don’t have to wait a whole 
month to get answers to your basic 
Mac questions! Get together with 
other members on the fourth 
Saturday (i.e., two weeks after each 
regular meeting) for the Startup 
Folder Lite.


Many new users have said that they 
can learn much more from face-to-
face meetings than they do from 
manuals or other sources. That’s 
what this meeting is all about. Go 
to www.mlmug.org/nusfl.html for 
details.


http://www.mlmug.org/nusfl.html
http://groups.io
mailto:%20MLMUG@groups.io%20
mailto:barton@bee.net
http://groups.io/
https://groups.io/static/tos
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http://groups.io
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mailto:barton@bee.net
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https://groups.io/static/tos
http://groups.io/
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Bookmarks  
By Mark Bazrod 
5G Mobile Communications 

5G (5th generation) mobile communication networks for phones, 
tablets, etc. are 3-200 times faster than current 4G. We soon will 
see how much.

WHY DO WE NEED 5G FAST NETWORKS?  
Home internet needs 5G because 5G has huge capacity and 
increasing amounts of data (movies, etc.) are being downloaded. 
5G is also much easier for carriers to install fiber optics to a cell 
site every few blocks or miles rather than house-by-house fiber 
optic lines needed for 4G.

Speedy communication in almost real time is needed for self-
driving cars, remote control, robot sent into hazardous areas, 
health care (remote surgery, telemedicine, precision surgery), 
game streaming, & surveillance.

Industry analysts estimate there will be nearly 21 billion internet-
connected devices (phones, tablets, computers, self-driving cars, 
home appliances, etc.) by the year 2020, more than 3 times as 
many as 2016.

They will provide for a smarter and more connected world, but 
will also generate huge amounts of data. 5G will meet the need 
for additional data transmission capability.

Self-driving cars will need 5G. 2019 and 2020 self-driving cars 
will not, but future generations will communicate with other cars 
and smart roads to improve safety and manage the car.

To do this, you need extremely small delays (latencies). The cars 
exchange very small packets of data, but need to do so almost 

instantly. 5G's sub-one-millisecond latency will permit packets of 
data shooting directly between two cars or bouncing from a car 
to a small cell to another car.

HOW FAST IS 5G? 
It depends who you ask. 

Verizon has said that its 5G will likely deliver speeds 200 times 
faster than 4G. One expert said 10 to 100 times faster. Gizmodo 
says 5G will be 10 times faster. Some say 5G will initially be 
about 3 times faster.

One big reason for those discrepancies is that 5G hardware 
standards haven't yet been totally agreed upon. 

Expected download times for a typical webpage are 4 seconds 
for 3G and 0.5 seconds for 4G. For downloading an application, 
times are 2 minute and 8 seconds, respectively. In 5G, times 
would be near instantaneously.

Latency (initial delay before the server on the other end starts to 
respond) affects smartphone performance. High latency can 
cause web pages to load slowly and affect the applications that 
require real-time connectivity (voice calling, video calling, gaming 
applications, & self-driving cars). Typical latency for 3G, 4G, and 
5G runs .1, .05, and .001 seconds.

SO WHAT IS 5G? 
5G brings 3 advantages: greater speed, faster response, and  
massive capacity (connect a lot more devices simultaneously).

5G can support up to a million devices per square kilometer; 4G 
only up to 100,000 devices.

Each phone will have multiple antennas for better reception and 
have 4G capability to initiate the connection and use when 5G 
cells not available.

To work best, 5G needs low-frequency wireless bands (below 
6GHz) that allow signals to travel farther than high-frequency 
wireless bands. The farther the signal can travel, the less 
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infrastructure has to be deployed. Low-frequency 5G networks 
can cover the same distances as existing cellular networks and 
generally won't need additional cell sites.

High-frequency bands require many more smaller antennas 
spaced closer together.

U.S. carriers are turning to higher frequencies to get multi-gigabit 
speeds. In the existing cellular bands, only relatively narrow 
channels are available because that spectrum is so busy and 
heavily used. But at 28 GHz and 39 GHz, there are broad areas 
of spectrum available to create big channels for 5G speeds.

In China and parts of Europe, governments have reserved low-
band spectrum for 5G, making it efficient and less costly to 
blanket their countries with high-speed 5G.

The Defense Innovation Board (business leaders and academics 
that advise the Pentagon) said the bands needed to create a 
successful 5G network are reserved for the military, not for 
commercial purposes.

HOW WILL 5G WORK? 
No American company makes the devices that transmit 5G 
wireless signals. Huawei is the clear the leader in the field; 
Ericsson is a distant second; and Nokia is third. 

The Board wrote “The country that owns 5G will own many of 5G 
innovations and set the standards for the rest of the world”. It 
added in no uncertain terms: “That country is currently not likely 
to be the United States.”

The difference between frequencies is stark. Google placed 5G 
transmitters on 72,735 towers and rooftops. Using high-band 
spectrum, the transmitters covered only 12% of the U.S. 
population at a speed of 100 Mbits/s and only 4% at 1 Gbits/s. If 
the same transmitters could use low-band spectrum, 57% of the 
population would be covered at 100 Mbits/s and 21% at  1 
Gbits/s.


WHEN WILL 5G LAUNCH? 
5G networks will probably launch by 2020, working alongside 3G 
and 4G technology.

AT&T, Verizon, Sprint, and T-Mobile are testing their 5G networks 
in very limited trials. 5G will require billions in investment in new 
networks, plus new tech inside the phone. It will be a few more 
years before 5G becomes widely available.

Verizon 5G is only available in limited parts of Chicago and a few 
other cities, and there are just two available phones.

AT&T 5G is in 19 cities, but the only option is a 5G Netgear 
Nitehawk mobile hotspot.

Six companies sell 5G radio hardware and 5G systems for 
carriers, including Huawei, Nokia, Samsung, and Ericsson. There 
are only two cellphones so far - the Moto Z3 and the Samsung 
Galaxy S10 5G. Some expect a 5G iPhone in 2020.

Don’t expect big 5G applications until 2021 or 2022. Until then, 
expect confusion as wireless carriers jockey for customers & 
mind share.

CONCLUSIONS 
5G networks are much faster than current 4G.

2020 will really be the first year for generally available 5G phones.

Don’t buy a 4G phone now if you can wait.

Don’t buy a 5G phone until you do research and beware of 
confusing or hyped telecom company statements.

5G will be great for self-driving cars …

…and other uses where almost instantaneous transmission is 
necessary. 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Geoffrey A. Fowler posted the fo l lowing art ic le to 
washingtonpost.com on June 21, 2019. bit.ly/31TdnY8. © The 
Washington Post. He is a technology consultant 

Goodbye, Chrome: Google’s Web 
Browser Has Become Spy Software 
Our latest privacy experiment found Chrome ushered more than 
11,000 tracker cookies into our browser — in a single week. 
Here’s why Firefox is better. 
Chrome has become like spyware for the company, allowing 
more tracker cookies than any other browser. The Post's 
Geoffrey A. Fowler imagines how that might feel in real life, and 
gives advice for more privacy-conscious web browsing.


By Geoffrey A. Fowler  
You open your browser to look at the Web. Do you know who is 
looking back at you?

Over a recent week of Web surfing, I peered under the hood of 
Google Chrome and found it brought along a few thousand 
friends. Shopping, news and even government sites quietly 
tagged my browser to let ad and data companies ride shotgun 
while I clicked around the Web.

This was made possible by the Web’s biggest snoop of all: 
Google. Seen from the inside, its Chrome browser looks a lot like 
surveillance software.

Lately I’ve been investigating the secret life of my data, running 
experiments to see what technology really gets up to under the 
cover of privacy policies that nobody reads. It turns out, having 
the world’s biggest advertising company make the most popular 
Web browser was about as smart as letting kids run a candy 
shop.


It made me decide to ditch Chrome for a new version of nonprofit 
Mozilla’s Firefox, which has default privacy protections. 
Switching involved less inconvenience than you might imagine.

My tests of Chrome vs. Firefox unearthed a personal data caper 
of absurd proportions. In a week of Web surfing on my desktop, I 
discovered 11,189 requests for tracker “cookies” that Chrome 
would have ushered right onto my computer but were 
automatically blocked by Firefox. These little files are the hooks 
that data firms, including Google itself, use to follow what 
websites you visit so they can build profiles of your interests, 
income and personality.

Chrome welcomed trackers even at websites you would think 
would be private. I watched Aetna and the Federal Student Aid 
website set cookies for Facebook and Google. They 
surreptitiously told the data giants every time I pulled up the 
insurance and loan service’s log-in pages.

And that’s not the half of it.

Look in the upper right corner of your Chrome browser. See a 
picture or a name in the circle? If so, you’re logged in to the 
browser, and Google might be tapping into your Web activity to 
target ads. Don’t recall signing in? I didn’t, either. Chrome 
recently started doing that automatically when you use Gmail.

It’s the middle of the night. Do you know who your iPhone is 
talking to?

Chrome is even sneakier on your phone. If you use Android, 
Chrome sends Google your location every time you conduct a 
search. (If you turn off location sharing it still sends your 
coordinates out, just with less accuracy.)

Firefox isn’t perfect — it still defaults searches to Google and 
permits some other tracking. But it doesn’t share browsing data 
with Mozilla, which isn’t in the data-collection business.

At a minimum, Web snooping can be annoying. Cookies are how 
a pair of pants you look at in one site end up following you 
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around in ads elsewhere. More fundamentally, your Web history 
— like the color of your underpants — ain’t nobody’s business 
but your own. Letting anyone collect that data leaves it ripe for 
abuse by bullies, spies and hackers.

Google’s product managers told me in an interview that Chrome 
prioritizes privacy choices and controls, and they’re working on 
new ones for cookies. But they also said they have to get the 
right balance with a “healthy Web ecosystem” (read: ad 
business).

Firefox’s product managers told me they don’t see privacy as an 
“option” relegated to controls. They’ve launched a war on 
surveillance, starting this month with “enhanced tracking 
protection” that blocks nosy cookies by default on new Firefox 
installations. But to succeed, first Firefox has to persuade people 
to care enough to overcome the inertia of switching.

It’s a tale of two browsers — and the diverging interests of the 
companies that make them.

The Firefox Web browser gives users the option to sign in to sync 
bookmarks and login information, but doesn't send browsing 
data to maker Mozilla. 


The cookie fight 
A decade ago, Chrome and Firefox were taking on Microsoft’s 
lumbering giant Internet Explorer. The upstart Chrome solved real 
problems for consumers, making the Web safer and faster. Today 
it dominates more than half the market.

Lately, however, many of us have realized that our privacy is also 
a major concern on the Web — and Chrome’s interests no longer 
always seem aligned with our own.

That’s most visible in the fight over cookies. These code snippets 
can do helpful things, like remembering the contents of your 
shopping cart. But now many cookies belong to data companies, 
which use them to tag your browser so they can follow your path 
like crumbs in the proverbial forest.


They’re everywhere — one study found third-party tracking 
cookies on 92 percent of websites. The Washington Post website 
has about 40 tracker cookies, average for a news site, which the 
company said in a statement are used to deliver better-targeted 
ads and track ad performance.

Alexa has been eavesdropping on you this whole time

You’ll also find them on sites without ads: Both Aetna and the 
FSA service said the cookies on their sites help measure their 
own external marketing campaigns.

The blame for this mess belongs to the entire advertising, 
publishing and tech industries. But what responsibility does a 
browser have in protecting us from code that isn’t doing much 
more than spying?

To see what cookies Firefox has blocked for a Web page, tap the 
shield icon, then "Blocking Tracker Cookies" to pull up a list.


In 2015, Mozilla debuted a version of Firefox that included anti-
tracking tech, turned on only in its “private” browsing mode. 
After years of testing and tweaking, that’s what it activated this 
month on all websites. This isn’t about blocking ads — those still 
come through. Rather, Firefox is parsing cookies to decide which 
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ones to keep for critical site functions and which ones to block 
for spying.

Apple’s Safari browser, used on iPhones, also began applying 
“intelligent tracking protection” to cookies in 2017, using an 
algorithm to decide which ones were bad.

Chrome, so far, remains open to all cookies by default. Last 
month, Google announced a new effort to force third-party 
cookies to better self-identify, and said we can expect new 
controls for them after it rolls out. But it wouldn’t offer a timeline 
or say whether it would default to stopping trackers.

I’m not holding my breath. Google itself, through its Doubleclick 
and other ad businesses, is the No. 1 cookie maker — the Mrs. 
Fields of the Web. It’s hard to imagine Chrome ever cutting off 
Google’s moneymaker.

“Cookies play a role in user privacy, but a narrow focus on 
cookies obscures the broader privacy discussion because it’s 
just one way in which users can be tracked across sites,” said 
Ben Galbraith, Chrome’s director of product management. “This 
is a complex problem, and simple, blunt cookie blocking 
solutions force tracking into more opaque practices.”

There are other tracking techniques — and the privacy arms race 
will get harder. But saying things are too complicated is also a 
way of not doing anything.

“Our viewpoint is to deal with the biggest problem first, but 
anticipate where the ecosystem will shift and work on protecting 
against those things as well,” said Peter Dolanjski, Firefox’s 
product lead.

Both Google and Mozilla said they’re working on fighting 
“fingerprinting,” a way to sniff out other markers in your 
computer. Firefox is already testing its capabilities and plans to 
activate them soon.

Google CEO Sundar Pichai led product management of the 
Chrome browser earlier in his career. 


Making the switch 
Choosing a browser is no longer just about speed and 
convenience — it’s also about data defaults.

It’s true that Google usually obtains consent before gathering 
data, and offers a lot of knobs you can adjust to opt out of 
tracking and targeted advertising. But its controls often feel like a 
shell game that results in us sharing more personal data.

I felt hoodwinked when Google quietly began signing Gmail 
users into Chrome last fall. Google says the Chrome shift didn’t 
cause anybody’s browsing history to be “synced” unless they 
specifically opted in — but I found mine was being sent to 
Google and don’t recall ever asking for extra surveillance. (You 
can turn off the Gmail auto-login by searching “Gmail” in Chrome 
settings and switching off “Allow Chrome sign-in.”)

After the sign-in shift, Johns Hopkins associate professor 
Matthew Green made waves in the computer science world 
when he blogged he was done with Chrome. “I lost faith,” he told 
me. “It only takes a few tiny changes to make it very privacy 
unfriendly.”

When you use Chrome, signing into Gmail automatically logs 
in the browser to your Google account. When “sync” is also 
on, Google receives your browsing history.  [Editor bolding] 
There are ways to defang Chrome, which is much more 
complicated than just using “Incognito Mode.” But it’s much 
easier to switch to a browser not owned by an advertising 
company.

Like Green, I’ve chosen Firefox, which works across phones, 
tablets, PCs and Macs. Apple’s Safari is also a good option on 
Macs, iPhones and iPads, and the niche Brave browser goes 
even further in trying to jam the ad-tech industry.

What does switching to Firefox cost you? It’s free, and 
downloading a different browser is much simpler than changing 
phones.
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In 2017, Mozilla launched a new version of Firefox called 
Quantum that made it considerably faster. In my tests, it has felt 
almost as fast as Chrome, though benchmark tests have found it 
can be slower in some contexts. Firefox says it’s better about 
managing memory if you use lots and lots of tabs.

Switching means you’ll have to move your bookmarks, and 
Firefox offers tools to help. Shifting passwords is easy if you use 
a password manager. And most browser add-ons are available, 
though it’s possible you won’t find your favorite.

Mozilla has challenges to overcome. Among privacy advocates, 
the nonprofit is known for caution. It took a year longer than 
Apple to make cookie blocking a default.

When tax prep is free, you may be paying with your privacy

And as a nonprofit, it earns money when people make searches 
in the browser and click on ads — which means its biggest 
source of income is Google. Mozilla’s chief executive says the 
company is exploring new paid privacy services to diversify its 
income.

Its biggest risk is that Firefox might someday run out of steam in 
its battle with the Chrome behemoth. Even though it’s the No. 2 
desktop browser, with about 10 percent of the market, major 
sites could decide to drop support, leaving Firefox scrambling.

If you care about privacy, let’s hope for another David and 
Goliath outcome.


Geoffrey A. Fowler posted the fo l lowing art ic le to 
washingtonpost.com on May 6, 2019. wapo.st/31SM2VV. © The 
Washington Post. He is a technology consultant 

Alexa Has Been Eavesdropping on You 
This Whole Time 
When Alexa runs your home, Amazon tracks you in more ways 
than you might want. 
Most people don't realize that Alexa records everything you say 
to it. The Post's Geoffrey A. Fowler went through his recordings 
and made a song out of them. 


By Geoffrey A. Fowler  
Wou ld you l e t a s t r ange r 
eavesdrop in your home and 
keep the recordings? For most 
people, the answer is, “Are you 
crazy?”

Yet that ’s essent ia l ly what 
Amazon has been doing to 
millions of us with its assistant 
Alexa in microphone-equipped 
Echo speakers. And it’s hardly 
alone: Bugging our homes is 
Silicon Valley’s next frontier.

Many smart-speaker owners 
don’t realize it, but Amazon keeps 
a copy of everything Alexa 
records after it hears its name. 
Apple’s Siri, and until recently 
Google’s Assistant, by default 
also keep recordings to help train 
their artificial intelligences.


�10

Type to enter text Aside from 
muting Echo’s microphone, 
you cannot stop Amazon 
from making recordings of 
your conversations with 
Alexa.

https://www.washingtonpost.com/technology/2019/03/07/when-tax-prep-is-free-you-may-be-paying-with-your-privacy/?utm_term=.ded3ad2f9279
https://wapo.st/31SM2VV
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So come with me on an unwelcome walk down memory lane. I 
listened to four years of my Alexa archive and found thousands 
of fragments of my life: spaghetti-timer requests, joking 
houseguests and random snippets of “Downton Abbey.” There 
were even sensitive conversations that somehow triggered 
Alexa’s “wake word” to start recording, including my family 
discussing medication and a friend conducting a business deal.

You can listen to your own Alexa archive here. Let me know what 
you unearth. 

For as much as we fret about snooping apps on our computers 
and phones, our homes are where the rubber really hits the road 
for privacy. It’s easy to rationalize away concerns by thinking a 
single smart speaker or appliance couldn’t know enough to 
matter. But across the increasingly connected home, there’s a 
brazen data grab going on, and there are few regulations, 
watchdogs or common-sense practices to keep it in check.

Let’s not repeat the mistakes of Facebook in our smart homes. 
Any personal data that’s collected can and will be used against 
us. An obvious place to begin: Alexa, stop recording us.

Here are the eight steps to delete Amazon’s recordings from your 
Echo speaker in the Alexa app. wapo.st/31Si6sX.


The spy in your speaker 
“Eavesdropping” is a sensitive word for Amazon, which has 
battled lots of consumer confusion about when, how and even 
who is listening to us when we use an Alexa device. But much of 
this problem is of its own making.

Alexa keeps a record of what it hears every time an Echo speaker 
activates. It’s supposed to record only with a “wake word” — 
“Alexa!” — but anyone with one of these devices knows they go 
rogue. I counted dozens of times when mine recorded without a 
legitimate prompt. (Amazon says it has improved the accuracy of 
“Alexa” as a wake word by 50 percent over the past year.)


What can you do to stop Alexa from recording? Amazon’s 
answer is straight out of the Facebook playbook: “Customers 
have control,” it says — but the product’s design clearly isn’t 
meeting our needs. You can manually delete past recordings if 
you know exactly where to look and remember to keep going 
back. You cannot stop Amazon from making these recordings, 
aside from muting the Echo’s microphone (defeating its main 
purpose) or unplugging the darned thing. 

Amazon founder and chief executive Jeff Bezos owns The 
Washington Post, but I review all tech with the same critical eye.

Amazon says it keeps our recordings to improve products, not to 
sell them. (That’s also a Facebook line.) But anytime personal 
data sticks around, it’s at risk. Remember the family that had 
Alexa accidentally send a recording of a conversation to a 
random contact? We’ve also seen judges issue warrants for 
Alexa recordings. 

Alexa’s voice archive made headlines most recently when 
Bloomberg discovered Amazon employees listen to recordings to 
train its artificial intelligence. Amazon acknowledged that some 
of those employees also have access to location information for 
the devices that made the recordings. 

Saving our voices is not just an Amazon phenomenon. Apple, 
which is much more privacy-minded in other aspects of the 
smart home, also keeps copies of conversations with Siri. Apple 
says voice data is assigned a “random identifier and is not linked 
to individuals” — but exactly how anonymous can a recording of 
your voice be? I don’t understand why Apple doesn’t give us the 
ability to say not to store our recordings.

To stop Google Assistant from recording you, set Voice & Audio 
Act iv i ty to “paused” under myaccount.google.com/
activitycontrols.

The unexpected leader on this issue is Google. It also used to 
record all conversations with its Assistant but last year quietly 
changed its defaults to not record what it hears after the prompt 
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“Hey, Google.” But if you’re among the people who previously 
set up Assistant, you probably need to readjust your settings 
(check here) to “pause” recordings.

I’m not the only one who thinks saving recordings is too close to 
bugging. Last week, the California State Assembly’s privacy 
committee advanced an Anti-Eavesdropping Act that would 
require makers of smart speakers to get consent from customers 
before storing recordings. The Illinois Senate recently passed a 
bill on the same issue. Neither is much of a stretch: Requiring 
permission to record someone in private is enshrined in many 
state laws. 

“They are giving us false choices. We can have these devices 
and enjoy their functionality and how they enhance our lives 
without compromising our privacy,” Assemblyman Jordan 
Cunningham (R), the bill’s sponsor, told me. “Welcome to the age 
of surveillance capitalism.”

If you use Sonos speakers with Alexa, Sonos keeps track of what 
albums, playlists or stations you listen to — and shares that 
information with Amazon. (


The spy in your thermostat 
Inspired by what I found in my Alexa voice archive, I wondered: 
What other activities in my smart home are tech companies 
recording?

I found enough personal data to make even the East German 
secret police blush.

When I’m up for a midnight snack, Google knows. My Nest 
thermostat, made by Google, reports back to its servers’ data in 
15-minute increments about not only the climate in my house but 
also whether there’s anyone moving around (as determined by a 
presence sensor used to trigger the heat). You can delete your 
account, but otherwise Nest saves it indefinitely.

Then there are lights, which can reveal what time you go to bed 
and do almost anything else. My Philips Hue-connected lights 

track every time they’re switched on and off — data the company 
keeps forever if you connect to its cloud service (which is 
required to operate them with Alexa or Assistant).

Every kind of appliance now is becoming a data-collection 
device. My Chamberlain MyQ garage opener lets the company 
keep — again, indefinitely — a record of every time my door 
opens or closes. My Sonos speakers, by default, track what 
albums, playlists or stations I’ve listened to, and when I press 
play, pause, skip or pump up the volume. At least they hold on to 
my sonic history for only six months.

And now the craziest part: After quizzing these companies about 
data practices, I learned that most are sharing what’s happening 
in my home with Amazon, too. Our data is the price of entry for 
devices that want to integrate with Alexa. Amazon’s not only 
eavesdropping — it’s tracking everything happening in your 
home.


You can't stop Amazon from collecting data about smart home 
devices connected to Alexa, but you can tell Amazon to delete 
the data it already has collected at amazon.com/alexaprivacy. 

Amazon acknowledges it collects data about third-party devices 
even when you don’t use Alexa to operate them. It says Alexa 
needs to know the “state” of your devices “to enable a great 
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smart home experience.” But keeping a record of this data is 
more useful to them than to us. (A feature called “hunches” lets 
you know when a connected device isn’t in its usual state, such 
as a door that’s not locked at bedtime, but I’ve never found it 
helpful.) You can tell Amazon to delete everything it has learned 
about your home, but you can’t look at it or stop Amazon from 
continuing to collect it.

Google Assistant also collects data about the state of connected 
devices. But the company says it doesn’t store the history of 
these devices, even though there doesn’t seem to be much 
stopping it.

Apple does the most admirable job operating home devices by 
collecting as little data as possible. Its HomeKit software doesn’t 
report to Apple any info about what’s going on in your smart 
home. Instead, compatible devices talk directly, via encryption, 
with your iPhone, where the data stays.

Amazon and other tech companies say they need our voice data 
to train their artificial intelligence. Why is this happening?

Why do tech companies want to hold on to information from our 
homes? Sometimes they do it just because there’s little stopping 
them — and they hope it might be useful in the future.

Ask the companies why, and the answer usually involves AI.

“Any data that is saved is used to improve Siri,” Apple said.

“Alexa is always getting smarter, which is only possible by 
training her with voice recordings to better understand requests, 
provide more accurate responses, and personalize the customer 
experience,” Beatrice Geoffrin, director of Alexa privacy, said in a 
statement. The recordings also help Alexa learn different accents 
and understand queries about recurring events such as the 
Olympics, she said. 


Noah Goodman, an associate professor of computer science and 
psychology at Stanford University, told me it’s true that AI needs 
data to get smarter.

“Technically, it is not unreasonable what they are saying,” 
Goodman said. Today’s natural language-processing systems 
need to rerun their algorithms over old data to learn. Without the 
easy access to data, their progress might slow — unless the 
computer scientists make their systems more efficient.

But then he takes his scientist hat off. “As a human, I agree with 
you. I don’t have one of these speakers in my house,” Goodman 
said.

Amazon says its Echo Dot is the best-selling speaker of all time.

We want to benefit from AI that can set a timer or save energy 
when we don’t need the lights on. But that doesn’t mean we’re 
also opening our homes to tech companies as a lucrative source 
of data to train their algorithms, mine our lives and maybe lose in 
the next big breach. This data should belong to us.

What we lack is a way to understand the transformation that data 
and AI are bringing to our homes.

Think of “Downton Abbey”: In those days, rich families could 
have human helpers who were using their intelligence to observe 
and learn their habits, and make their lives easier. Breakfast was 
always served exactly at the specified time. But the residents 
knew to be careful about what they let the staff see and hear.

Fast-forward to today. We haven’t come to terms that we’re filling 
our homes with even nosier digital helpers. Said Goodman: “We 
don’t think of Alexa or the Nest quite that way, but we should.”
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Ina Fried posted the following article to axios.com on June 11, 
2019. bit.ly/31To4tK. © Axios. She is Chief Technology 
Correspondent for Axios and avid sports fan. 

What Apple Knows About You  
By Ina Fried 

Apple pitches itself as the most privacy-minded of the big tech 
companies, and indeed it goes to great lengths to collect less 
data than its rivals. Nonetheless, the iPhone maker will still know 
plenty about you if you use many of its services: In particular, 
Apple knows your billing information and all the digital and 
physical goods you have bought from it, including music, movie 
and app purchases. 

A different approach: But even for heavy users, Apple uses a 
number of techniques to either minimize how much data it has or 
encrypt it so that Apple doesn't have access to iMessages and 
similar personal communications. 

Between the lines: Apple is able to do this, in part, because it 
makes its money from selling hardware, and increasingly from 
selling services, rather than through advertising. (It does have 
some advertising business, and it also gets billions of dollars per 

year from Google in exchange for being Apple's default search 
provider.) 


But Apple maintains that its commitment to privacy is based 
not just on its business model but on core values. 


How it works: In order to collect less data, Apple tries to do as 
much work on its devices as possible, even if that sometimes 
means algorithms aren't as well tuned, processing is slower, or 
the same work gets done on multiple devices. 


Photos are a case in point. Even if you store your images in 
Apple's iCloud, Apple does the work of facial identification, 
grouping, labeling and tagging images on the Mac or iOS 
device, rather than on the service's own computers. 

Some of the most sensitive data that your device collects, 
including your fingerprint or Face ID, stay on the device. 


Maps  
While Apple does need to do some processing in the cloud, it 
takes a number of steps to protect privacy beyond its 
competitors. First, the identification and management of 
significant locations like your home and work is done on the 
device. And the location information that does get sent up to the 
cloud is tied to a unique identifier code rather than a specific 
individual's identity — and that identifier changes over time. 


Location information  
Beyond Apple's Maps program, other applications, including 
some from Apple, can make use of location data with user 
permission. Apple is adding new options with iOS 13, due this 
coming fall, including: 


The ability for users to share their location with an app just 
once, rather than giving ongoing access. 

For apps that are making routine background use of location, 
Apple is also letting users review a map of the locations these 
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apps are seeing, so they can decide if that is information they 
really want to be sharing. 


Email  
If you get your mail provided by Apple (via icloud.com, mac.com, 
etc.), the company will store your email and will scan it for spam, 
viruses and child pornography, as is common in the industry. 
Email will also be made available to law enforcement when Apple 
is presented with a lawful warrant. 


iCloud  
This is the area where Apple stores potentially the most personal 
information, although it doesn't make use of it for advertising or 
other business purposes. iCloud backups can include messages, 
photos and Apple email, though Apple stresses it won't look at 
the information and will only hand it over to others if forced by a 
court to do so. 


Messages  
Apple messages, the ones with the blue bubble, are encrypted 
end-to-end, so that only the sender and recipient can see them 
— not Apple, nor a carrier or any other intermediary. However, if 
you back up your messages to iCloud, a copy is kept on Apple's 
servers so if you lose your device and need to replace it, Apple 
you can restore them. Users can make an encrypted back up 
using iTunes on a Mac or PC, or keep no backup at all. 


Safari  
If you use Apple's Safari browser, Apple stores your bookmarks 
tied to your Apple ID; they're encrypted, but Apple holds a key. 
Beginning in iOS 13 and Catalina, the next MacOS, Safari 
browsing history will be fully encrypted and Apple will have no 
access. 

There's also data that goes to Apple's search partners. Google is 
the default, but you can also choose Yahoo, Bing or 
DuckDuckGo. You can also choose whether to send each 

keystroke as you type in the search bar, enabling autocomplete, 
or just to send the data when you hit "enter." 


Siri  
Many Apple devices have a chip that is listening for the "Hey Siri" 
wake word, but it's only at that point that Apple starts recording 
audio. Some commands, like what's next on your schedule, can 
be processed locally, while others do get sent to Apple's servers. 
Apple doesn't tie this data directly to a person's Apple ID, but 
uses a unique identifier. A user can reset that identifier, but then 
Siri will lose the personalization it has gained. 

Per Apple, "User voice recordings are saved for a six-month 
period so that the recognition system can utilize them to better 
understand the user’s voice. After six months, another copy is 
saved, without its identifier, for use by Apple in improving  
and developing Siri for up to two years." 


Apple Pay  
Apple doesn't store your payment information or purchase record 
as part of Apple Pay (It does have history and payment 
information for your Apple purchases). Apple Pay merchants get 
a token, not your actual credit card information. 


TV and Music  
Apple knows the music, shows and apps you purchase. In 
addition, in order to deliver on the feature of the TV App that 
allows users to pick up where they left off across multiple shows, 
multiple apps, and multiple devices, and to make personalized 
recommendations, Apple does capture and store viewing history. 
But it says it notifies users, stores as little data as possible for as 
little time as possible, and allows users to opt out (although this 
prevents some features from fully working). 


What you can do  
• Users have a number of choices to further minimize what 

Apple knows, though there are often downsides. You can 
choose to download an encrypted iCloud backup only to your 
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Mac or PC rather than keep it on Apple's server, but if you lose 
that device or forget the password for the backup file, Apple 
won't be able to help recover lost data. 


• You can also download the information Apple has on you at 
privacy.apple.com. 


• You can delete data stored on your device, such as email, 
messages, photos, and Safari data like history and 
bookmarks. 


• You can delete your data stored on iCloud. 

• You can reset your Siri identifier by turning Siri and Dictation 

off and back on, which effectively restarts your relationship 
with Siri and Dictation. 


Go deeper: Read the rest of the series. 

• What Google knows about you

• What Facebook knows about you

• What Amazon knows about you

• What Tesla knows about you

• What Internet people finders know about you

• What your hospital knows about you

• What Intuit knows about you

• What Axios knows about you
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FOR 
MLMUG'S 2019 MEETINGS 

January 12  Nick Iacona - Mojave & iOS 12 
    Walkthrough 
February 9 Jeff Porten - Productivity
March 9 Mark Bazrod - Search Strategies and 

Resources
April 13 Dave Comeau - 3D Projectors & New

Technology
May 11 Dave Hamilton - Backup Strategies
June 9   Picnic 
July   Recess - Summer 
August  Recess - Summer 
September 14  Jeff Gorman - TBA 
October 12 Fran Rabuck - Internet of Things

For additional information, read Geoffrey A. 
Fowler’s May 28, 2019 Washington Post 
article, It’s the Middle of the Night. Do You 
Know Who Your iPhone Is Talking to? at 
wapo.st/324aZOi. or the June Newsletter.


https://wapo.st/324aZOi
https://www.axios.com/what-google-knows-about-you-3f6c9b20-4406-4bda-8344-d324f1ee0816.html
https://www.axios.com/facebook-personal-data-scope-suer-privacy-de15c860-9153-45b6-95e8-ddac8cd47c34.html
https://www.axios.com/what-amazon-knows-about-you-2df28404-b975-4bc8-b2da-ac702e601cf8.html
https://www.axios.com/what-tesla-knows-about-you-1f21d287-a204-4a6e-8b4a-0786b0afac45.html
https://www.axios.com/what-the-internet-knows-about-you-c2e282d2-27af-468f-aa65-38cd40c89a76.html
https://www.axios.com/hospitals-doctors-privacy-records-hacks-data-5cb5d8c1-27de-4cc1-94d8-634015efc04a.html
https://www.axios.com/what-intuit-knows-about-you-d4ea9f53-c116-48e1-948f-e204c3767b54.html
https://www.axios.com/what-axios-knows-about-you-d941dee9-c496-407e-8e63-9cb18541fcf5.html
https://wapo.st/324aZOi
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Suzanne Kantra posted the following article to techlicious.com on 
June 24, 2019. bit.ly/31TXErv. © Techlicious LLC. She is Co-
Founder and Editor of Techlicious LLC. Suzanne has been writing 
about science and technology issues for the past 22 years. 

7 iPhone Privacy Settings You Should 
Check Today 

By Suzanne Kantra 
We all know that smartphones contain a lot of personal data. 

Unfortunately, it's all too easy to share some of that information 
unintentionally. 

iPhones have a lot of privacy measures baked in, but you're only 
protected if you know about them and how turn them on. To 
ensure you're limiting your risks of oversharing, check these 
seven privacy settings on your iPhone. 


1. Limit or turn off location tracking for non-
essential services 
If you want to use a navigation app, track your run or find your 
iPhone, you need to have Location Services turned on. But what 
about all of those other apps that want to access your location? 
And even if you do want Uber to see your location when you 
need a car (Note that you don't have to have Location Services 

turned on to call a car), do you want the company to always 
know where you are? 

Head over to Settings > Privacy > Location Services and scroll 
down to see which apps are accessing your location information. 
App by app, you can choose to enable access "Always," "While 
Using the App," or "Never." 


2. Limit apps that access your camera and 
microphone 
When you install an app and open it for the first time, you may be 
prompted to allow access to your phone's camera and/or 
microphone. And like with Location Services, there are legitimate 
reasons for an app to want that access. For instance, I take 
pictures of coupons with the SnipSnap app, so I can use my 
phone instead of paper coupons in the store. And I use the 
microphone to indentify songs with the SoundHound app. If it 
doesn't make sense for an app to have access to your camera or 
microphone, you can turn it off. And don't worry about turning off 
access. When you try to access a feature that requires your 
microphone or camera, the app will prompt you for access, so 
there's really no downside to turning off access. 

Head over to Settings > Privacy > Camera and Settings > 
Privacy > Microphone to toggle off access app by app. 


3. Prevent advertisers from targeting you 
Just like Google and Facebook, Apple has an ad platform that is 
able to serve ads based on the information it knows about you, 
including your name, address, age, gender, and location. You can 
choose to opt out of these targeted ads. Just know that you 
won't see fewer ads, they'll just potentially be less relevant.

Head over to Settings > Privacy > Advertising and toggle on 
"Limit Ad Tracking." And if you want to delete Apple's profile, 
you can also choose to "Reset Advertising Identifier." 
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While you're at it, you may want to prevent Apple from sending 
you ads based on your location. To turn off Location-Based 
Apple Ads, head over to  Settings > Privacy > Location 
Services > System Services and toggle off  Location-Based 
Apple Ads. 


4. Turn off Cross-Site Tracking 
Do you hate being followed by those ads for shoes you were 
considering purchasing? You can curtail that by turning on 
"Prevent Cross-Site Tracking." Head over to Settings > Safari 
and toggle on "Ask Websites Not to Track Me" and "Prevent 
Cross-Site Tracking."


5. Prevent sensitive information from appearing on 
your lock screen 
These days you can do a lot from your locked iPhone. You can 
return calls, read and respond to text messages, control your 
smart home devices, and more. If you want to bar access to this 
type of personal information from appearing, you'll want to 
restrict Lock Screen access. 

Head over to Settings > Face ID (Touch ID) & Passcode, and 
you'll see a list entitled "Allow Access When Locked."  


6. Prevent unathorized UBS connections from 
stealing your data 
When USB Restricted Mode is enabled, your iPhone will limit the 
Lightning port to charging (no data transfer) if you haven't 
unlocked your phone in the last hour. This charge-only mode 
prevents unathorized individuals from hacking into your device 
should you lose it. Of course, with people on average checking 
their phone 52 times daily, most likely an hour won't have 
passed, but it doesn't hurt to turn it on. 

Head over to Settings > Face ID (Touch ID) & Passcode, enter 
your passcode and then toggle on USB Restricted Mode. 


7. Turn on Erase Data after failed passcode 
attempts 
Unless you have small children who will inevitably try to unlock 
your phone a multitude of times (remember the  guy who was 
locked out of his iPad for 25.5 million minutes?), it's a no brainer 
to turn on the option to Erase Data after ten failed attempts. This 
will secure your data from a brute force attempt to hack your 
phone if it's stolen. Just remember to make sure you have 
automatic backup turned on (Go to Settings > Apple ID > 
iCloud > iCloud Backup and toggle it on.) Your phone will 
backup once a day when it's connected to power and a WiFi 
network.  

To turn on Erase Data, head to Settings > Face ID (Touch ID) & 
Passcode and toggle on Erase Data. 
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Sandy Writtenhouse posted the fol lowing art icle to 
idownloadblog.com on March 8, 2019. bit.ly/2YoQ3yY. © 
iDownloadBlog.com. She worked for many years in the IT 
industry and now writes about technology full-time. 

How To Encrypt and Password Protect 
Folders on Mac 

By Sandy Writtenhouse 
Even if you’re the only user on your Mac, there’s nothing wrong 
with adding an extra layer of security. You may have files within 
folders that contain sensitive information. Or maybe you do share 
your Mac with others in your household and have private items 
that you don’t want anyone to accidentally come across.

With this in mind, you can encrypt and password protect folders 
like this on your Mac and here’s how.


Password protect a folder on Mac 
In order to encrypt and password protect your folders on Mac, 
you’ll need to open the Disk Utility and create a disk image of the 
folder. You can do this using Spotlight Search or opening 
Applications > Utilities > Disk Utility. Then, follow these steps.

1) Once you open Disk Utility, select File > New Image > Image 
from Folder from your menu bar.


2) Browse for, select the folder you want to protect, and click 
Choose.

3) In the next window, choose the location for the new folder 
image and optionally give it a different name or add a tag.

4) Then, select your Encryption from the two options. 128-bit 
AES encryption is a little faster for the encryption/decryption 
process, but 256-bit is more secure.


5) You will then be prompted to create and verify the password 
you want to set for the folder image. Make sure this is a 
password that you will remember or jot down somewhere. If you 
forget it, you won’t be able to access the folder image.
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6) Next, select the Image Format. If you only want to view the 
folder, you can pick Read-Only. But if you want to make changes 
to the folder, such as adding more items to it, then choose Read/
Write.


7) Click Save. You will see the progress of the operation in the 
Disk Utility window. Depending on how many items you have in 
the folder, it could take a few minutes. Click Done when it 
finishes.

8) Navigate to the location where you saved the folder image and 
double-click on it. It will have the file format DMG.

9) Enter the password you created for the folder image when 
prompted and click OK. You can optionally check the box to 
remember your password in your keychain. However, checking 
this box sort of defeats the purpose of requiring a password to 
open it.

10) You will now see the mounted disk image of your folder. 
Double-click to open it and from there you add, access, or 
remove items, just like normal.

When you finish using the folder, you’ll want to password protect 
it again by unmounting it. Right-click on it and select Eject 
“folder name”.


The next time you want to access the folder, just double-click 
that DMG file, enter your password, and that’s it.


Notes on password protecting a folder on Mac 
You’ll notice that your original folder is untouched. The process 
you go through with the above steps creates a disk image of your 
folder. So, nothing happens to your original. You can move it or 
delete it if you like and just use the password protected DMG file 
moving forward.

As noted earlier, just be sure to remember that password or have 
it saved somewhere!

Also, if you do not unmount the disk image by ejecting it as 
described above, and simply close it, you won’t be asked for 
the password if you reopen it. Unmounting the disk image is 
what keeps it safe and requires the password each time 
using the DMG file. [Editor Bolding] 

Wrapping it up 
Has there been a time that you wanted to password protect a 
folder on your Mac and weren’t sure how to do it? Hopefully this 
tutorial will help you to keep your private items away from prying 
eyes.


P.S. The unprotected folder is still in Time Machine. Not easy 
to delete and a bit scary. Does it matter? Editor. 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The following article was posted to osxdaily.com on May 29, 
2019. tinyurl.com/gp3gq5a. © OSXDaily. 

How to Disable Background App 
Refresh on iPhone & iPad 

Don’t want iPhone or iPad apps to update or transmit data in the 
background when not in use? You can turn that feature off easily 
in iOS. 

If you’re concerned about iPhone and iPad apps tracking you or 
transmitting data when they’re not in use, as discussed in a 
recently popularized Washington Post article [Also in the June 
Newsletter], an easy way to prevent much of that type of activity 
is to disable a feature on iOS called Background App Refresh. 
With Background App Refresh turned off, iOS apps won’t update 
or run in the background, instead they’ll stay paused until they’re 
directly active again on screen. And as an added bonus of 
disabling the same feature, you might notice a bit longer of 
battery life too. Whatever your motivation, we’ll show you how to 
disable Background App Refresh on iPhone or iPad.

Apple says that Background App Refresh “allows apps to refresh 
their content when on Wi-Fi or cellular in the background”, 
meaning when the app is not in use but still connected to an 
internet connection. Disabling this feature on the iPhone or iPad 

is easy, and most users probably won’t even notice the difference 
of having it off versus having it on.


How to Turn Off Background App Refresh on iPhone 
and iPad  
If you wish to turn off Background App Refresh on iOS, here is 
the setting to disable:

1. Open the “Settings” app in iOS

2. Go to “General” 

3. Tap on “Background App Refresh” 

4. Set “Background App Refresh” to be OFF to disable the 

feature completely

5. Exit Settings

As mentioned before, most users won’t notice the difference 
when turning this feature off. If anything, you might notice an app 
refreshes upon opening or returning to an app on an iPhone or 
iPad, which is not much of an inconvenience. 

On the plus side, you may notice that your device battery lasts 
longer however, which is why it’s a frequent battery life tip for iOS 
12 and many prior iOS versions too since the Background App 
Refresh feature debuted some time ago in iOS.

If you’re doing this out of privacy concerns to prevent 
background activity that is sharing data about you or your 
device, like what is discussed in the aforementioned Washington 
Post article, then you might want to go a step further and audit 
your Privacy settings in iOS too, particularly the Location 
Services section. Many apps will request permissions they do not 
actually need, but use common sense and fair judgment when 
making decisions on app permissions (for example, does a 
drawing app need your location to function? Unlikely. Does a 
maps and directions application need you’re location to work? 
Almost certainly.). Most users should not turn Location Services 
off completely however as doing so will disable some of the more 
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convenient features of an iPhone (or iPad), like Maps, directions 
from your current location, location aware reminders, and similar 
capabilities which require location data to function. You can also 
audit and control what apps have access to your Photos on iOS 
too, as well as other personal information and data on your 
device, all through the Settings app > Privacy section.

Note: Turning on Low Power Mode on iPhone temporarily 
disabled Background App Refresh as well, so if you’re trying to 
adjust the feature off or on and you can not do so, it may be 
because Low Power Mode is enabled.


How to Enable Background App Refresh in iOS  
If you turned the feature off and decide you want background 
activity to be on again, here’s how to toggle it back on easily:

1. Open the “Settings” app

2. Go to “General” 

3. Choose “Background App Refresh” 

4. Set “Background App Refresh” to be ON

5. Optionally, manually adjust apps you want to disable 

Background App Refresh for specifically

6. Exit Settings when finished

However you use or don’t use Background App Refresh is 
entirely up to you. If you’re concerned about battery life 
reductions, or some theoretical background data transfer going 
on when apps aren’t in use, turn it off. If you want your iOS apps 
to be updating when they’re not in use, leave it on. You can 
adjust this feature at any time on an iPhone or iPad. 


The following article was posted to osxdaily.com on May 30, 
2019. bit.ly/320llOX. © OSXDaily. 

How to Automatically Update Apps in 
MacOS Mojave 
If you would like a Mac to automatically 
update apps from the Mac App Store, 
you can easily do so in MacOS Mojave 
10.14 or newer. This can be a helpful 
setting to use if you like to keep your 
Mac apps up to date, but you regularly 
forget to update them manually, or if 
simply want the app update process to 
be automated.

This tutorial will show you how to enable automatic app updates 
in MacOS Mojave or later, and we’ll also show you how to 
disable the automatic updates feature for Mac App Store apps.

For some quick background, the ability to automatically update 
Mac apps that were originally downloaded from the App Store 
has been around for a while, but the latest versions of MacOS 
have changed how the setting works and where it is located. This 
article is intended for modern macOS versions including Mojave 
and beyond, if you have an earlier version of system software 
you want to enable this feature on then you can do so with these 
instructions. 


How to Enable Automatic App Updates in macOS 
Mojave 
Here is how you can turn on automatic App Store updates in 
modern macOS versions:

1. Go to the  Apple menu and choose “App Store” to open the 

App Store application on the Mac

2. Next, pull down the “App Store” menu and select 

“Preferences”
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3. In App Store Preferences, check the box for “Automatic 
Updates” to enable automatic App Store updates


4. Close Preferences

Now any apps that were downloaded from the Mac App Store 
will update themselves automatically when updates for those 
apps become available.

Apps that were downloaded or installed from other locations 
aside from the Mac App Store will not update automatically with 
this setting.

If you like the idea of automated software updates, you might 
also want to enable automatic update for macOS system 
software, which will keep the core Mac OS system software up to 
date as well. 

Be sure you have a good backup solution enabled like Time 
Machine and in regular use if you plan on using automatic 
updates for apps and for system software. 

This obviously applies to Mac OS and Mac apps, but you can 
also enable automatic app updates on iPhone and iPad if 
desired. Likewise, iPhone and iPad users can also enable 
automatic iOS system software updates for those devices too. 


How to Disable Automatic App Updates in macOS 
You can turn off automatic App Store updates in modern macOS 
versions at any time by doing the following:

1. Go to the  Apple menu and choose “App Store”

2. Pull down the “App Store” menu and select “Preferences”

3. Uncheck the box for “Automatic Updates” to disable 

automatic App Store updates in macOS

With the setting disabled, App Store apps will no longer updates 
themselves automatically, and instead you must update Mac App 
Store apps manually through the App Store Updates tab.

Remember, the walkthrough above is aimed at modern macOS 
releases, including macOS Mojave 10.14 and newer. Older Mac 
systems can still use the automatic updating features however, 
and if you want to use automatic Mac App Store updates in High 
Sierra, Sierra, El Capitan, and Yosemite or automatic OS X 
system software updates in High Sierra, Sierra, El Capitan, 
Yosemite, and Mavericks then those are options as well, but the 
enabling and disabling process is different on older system 
software releases. 
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Lance Ulanoff posted the following article to lifewire.com on June 
24, 2019 bit.ly/2YflJH3. © about.com. He is Editor-in-Chief of 
Lifewire. 

Apple WWDC19: All the Stuff That 
Matters to You 
All the exciting highlights from the Keynote 

By Lance Ulanoff  

Whether you were sitting at your desk watching on your 
computer or sitting inside the cavernous Hall2 of the San Jose 
McEnery Convention Center, following Apple’s Word Wide 
Developers Conference 2019 keynote probably felt like drinking 
from a firehose. 

It’s a lot to digest in a very short period of time. As Apple CEO 
Tim Cook, and a parade of top-tier Apple executives cruised 
through five different platforms and one major hardware 
announcement, figuring out which changes matters to you at 
home, in the office, and on the road, isn’t easy. 


Apple’s years-in-the-making Mac Pro reveal was exciting, but the 
nearly $6,000 system (not even including that remarkable Pro 
Display XDR) is for a relatively small set of high-end professional 
creators with very deep pockets. As is often the case, it’s a 
disparate collection of platform enhancements that will change 
your iPhone, Apple Watch, iPad, and Mac experience. 


Apple Takes the Sign-in Wheel 
Throughout the two-hour, twenty-minute presentation, Cook and 
company repeatedly beat the privacy drum, reminding attendees 
that it cares more about your data and privacy than most other 
tech companies.

In this case, Apple starts from a position of strength. It doesn’t 
sell ads and, as a result, doesn’t need your data or demographic 
profile to drive ad targeting. In short, Apple doesn’t care about 
your data, though its systems will use it locally (often encrypted) 
to drive local system artificial intelligence and machine learning 
to help you. However, up to now, there was only so much Apple 
could do when it came to its third-party partners and how they 
use, for instance, your email address and location. 

With iOS 13, which goes into public beta in July, Apple has a pair 
of impressive privacy updates that, while maintaining developers’ 
ability to build relationships with their customers, takes 
customers privacy to a whole new level. 

Sign in with Apple, which, as the name suggests, lets you create 
an app ID through Apple’s iCloud sign-on system as opposed to 
the apps, means that you no longer have to give out your email 
to every single app you download, or, as is often the case, use 
your social media platform as a way to create an ID with the app 
or service.

App developers offer social sign on not as a way to access, say, 
your Facebook info, but because it’s a low-friction way of 
onboarding new users. The problem is that social and search 
platforms may not do as good a job managing your privacy and 
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could use the extra information provided by the new app sign up 
as another way of targeting ads.

Sign in with Apple will basically create a disposable Apple email 
address for each service, which means you can block emails 
individually and, if you want, stop the app or service from using 
your address — one you never have to know (it’s basically 
unintelligible) — simply by removing that one email. This email 
also connects to your iPhone’s integrate biometric authentication 
systems: Face ID and Touch ID. Overall, it’s a smart, impactful 
update. 

Secondarily, Apple will now give you crucial control over how 
Apps access your location. Typically, you turn on or turn off 
location services for an app, and it's not unusual to turn them on 
and forget. iOS 13 will let you activate location services per app 
on a temporary basis ("Allow just once"); they won't stay on 
unless you say so. In addition, iOS 13 will now block back-door 
tracking methods like using Wi-Fi and Bluetooth beacon 
triangulation.


Going Dark 
I’m going to be honest with you; I struggle to understand the 
fascination with dark mode on various platforms. I grew up with 
the original, DOS-based computers, staring at glowing green text 
on a sea of black. It was not pretty. Still, when Apple Senior Vice 
President of Software Engineering Craig Federighi announced 

iOS 13 Dark Mode, the roar in the convention hall was almost 
deafening.

Dark Mode converts all Apple system and app screens from 
white backgrounds to black and the text from black to white. 
Dark Mode looks cool but can also help reduce eye fatigue; as a 
result, Apple added the ability to set a schedule for implementing 
Dark Mode at, say, bedtime. It also, potentially, extends battery 
life because the system lights up fewer pixels.

Apple’s done a bit more work than simply reversing some 
screens. There are tools for third-party app developers to 'dark 
mode' their own apps. In some cases, this will be easy since the 
app developers already have their own dark modes, and they 
simply need the right system call from Apple.

There will be more nuances in iOS 13 Dark Mode than you might 
realize. Essentially, it’s not all black and white. Since iOS is a 
layered system, where one screen often overlaps another, the 
screens can’t all, always be all black. So, the system will subtly 
lighten one screen as it moves so it’s distinct from the one 
appearing below it. Trust me, the best kind of programming is the 
stuff you barely notice.


iPad Gets Its Own OS 
Apple finally codified the work it’s been doing to differentiate the 
iPad iOS experience from the one you get on the iPhone. Things 
like the dock and multitasking have made Apple’s iPads like a 
hybrid between the Mac and a mobile touch device. Now the 
iPad has its own OS, sort of. iPadOS is still built on the 
foundation of iOS 13, but as Apple has been doing for years, it 
adds a variety of tablet-specific features, all of which lean hard 
into productivity. 

iPadOS 13 (yes, 13) optimizes apps to take advantage of — even 
on the iPad Mini — the larger screen. It also lets you pin a Today 
View in place, which shows you a tight synopsis of the day’s 
activities, but with a gesture, lets you scroll through the whole 
list.
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Gestures and screen management make up the core of iPadOS 
changes. The current iPad iOS variation already offers split 
screen and even a slide-over third app screen, but now iPadOS 
can remember all the apps you’ve used in slide over and let you 
scroll through all of them. It will also, with App Exposé, let you 
view all instances of a single opened app, which means you can 
now have two instances of one  app, like Microsoft Word or 
Notes, opened up, side-by-side.

iPadOS also updates Files, so they work a lot more like a file 
manager on a desktop system, opening zip files and, yes, even 
letting you mount a thumb drive and open it like an external hard 
drive.

With iPadOS, Apple’s iPad may be the first tablet to self-identify 
as a desktop for Web sites, which means Safari on iPadOS will 
automatically load full-blown desktop versions of websites. 

Since all current versions of the iPad now support the Apple 
Pencil, iPadOS now adds gestures specific to the Bluetooth 
stylus, including one that lets you grab a screenshot by dragging 
the pencil tip in from the lower left-hand corner. 


Watch This 
Aside from some excellent new watch faces, there weren’t a lot 
of wholesale changes to your Apple Watch experience. 


The major updates range from impactful to simply useful (a 
calculator with a tip calculator is a highlight). I can’t think of 
another major hardware and software manufacturer that’s used 
such a public stage to introduce a Menstrual Cycle tracking app. 
It’s an important moment for more inclusive software 
development.


Remember the Mac 
Poor MacOS Catalina, it got squeezed between the eye-popping 
Mac Pro and Mojang’s mind-bending “woman inside Minecraft” 
augmented reality demo. Still, there were a few important 
updates that stand to improve your Mac experience. 

The most important of these is Voice Control. It’s by no means a 
new idea, but Apple’s video demonstration of how this will work 
for a quadriplegic was impressive and moving. Apple is smartly 
bringing this feature to iOS 13, as well.

Catalina also brings something called Sidecar, which lets you use 
your iPad (running iPadOS, I assume) to extend your Mac screen 
and control it through the iPad using the Apple Pencil.

Obviously, I’m only scratching the surface of All Apple introduced 
on Monday.
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I didn’t even talk about the Photo app update in iOS 13 (it’s 
better organized and more active) or Maps’ new street view 
(activated by clicking a pair of binoculars) that honestly looks 
richer and smoother than Google’s Street View.

However, it’s also worth noting what Apple didn’t discuss. It 
spent almost no time on iMessage, aside from the ability to 
choose to share your real name and a photo of yourself through 
the system. It added Screen Time to the Mac but didn’t offer any 
specific news about updates for the iOS.

Plus, after introducing a number of battery management features 
in previous iOS updates, battery performance didn’t even warrant 
a keynote mention. This is, though, simply evidence that Apple 
itself only scratched the surface of all the changes you can 
expect across its OS updates. Apparently, iOS 13 includes an 
important battery optimization feature that can watch usage 
habits and use that information to manage battery recharge 
routines and, ultimately, extend battery life. 

My point is, when you do start updating your own systems, you’ll 
probably be discovering new tools and features for months to 
come.

P.S. iTunes is dead. Send condolences to your iPod.
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SOME SPEAKER ROSTER DETAILS 
February 9 - Jeff Porten  - An author of several Take  
 Control eBooks. 

March 9 - Mark Bazrod - Long time MLMUG member,
presenter, and Newsletter Editor.

April 13 - Dave Comeau - Long time MLMUG member and 
entrepreneur.

May 11 - Dave Hamilton - Co-founder of The Mac 
Observer and publisher and co-host of the Mac Geek 
Gab Podcast 

June 9- Picnic - Valley Creek Park, Route 29, East  
 Whiteland 

September 14 - .Jeff Gorman - Apple Specialist , PMUG  
 member; and owner of Creative Computing in New  
 Hope, NJ. 

October 12 - Fran Rabuck - Technology/Strategy Research 
Analyst, Visionary Communicator and Futurist

November 9 - Bob "Dr. Mac" LeVitus - a leading expert on 
 Apple products and software. Has written or co- 
 written more than 85 popular computer books. Known 
 for his trademark humorous style and unerring ability  
 to translate "techie" jargon into usable and fun advice 
 for regular folks. 
December 14 - Pot Luck Buffet, Member's Show and  
 Tell, and Election of Officers for 2020 - An   
 opportunity to enjoy friends, and good food, A "Show  
 and Tell” session.  
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The following article was posted to osxdaily.com on June 3, 
2019. bit.ly/2Ni6jRD. © OSXDaily. 

MacOS Catalina Features & Screenshots 
MacOS Catalina will be the next major version of the Mac 
operating system. Versioned as MacOS 10.15, Catalina includes 
a variety of new features, improvements to bundled apps like 
Safari, Photos, Reminders, and Notes, the splitting of iTunes into 
several new apps, and some intriguing new features and 
capabilities that bundle well with iOS 13 on iPad (now called 
iPadOS). 

You can check out some of the features of MacOS Catalina along 
with screenshots below:


iTunes Gets Split Into 3: Music, Podcasts, TV 
In MacOS Catalina, iTunes will be split into three different apps 
for different purposes: Apple Music, Podcasts, and TV.


Syncing and device management features for iPhone and iPad 
will now be handled directly in the Finder of MacOS, including 
the ability to create iOS device backups.


Sidecar Makes iPad a Secondary Display for Mac 
The all new SideCar feature allows an iPad to be used as a 
secondary display for a Mac.


Additionally, Sidecar supports Apple Pencil, which allows for the 
iPad to be used as a precision drawing tool for Mac apps which 
support the feature.


Find My 
Find My is a new app which combines Find My iPhone with Find 
My Friends, allowing you to track your iOS devices and Macs, 
and friends and family who share their locations, all from one 
app.

Find My iPhone also gains new capabilities that allows lost 
devices to be found even if they are offline.


Activation Lock 
Activation Lock is coming to the Mac, which should make the 
computers less desirable to thieves as the Macs can be locked 
down and become unusable without the users Apple ID 
authentication. This is similar to what’s long been available on 
iOS devices like iPhone and iPad.


Screen Time 
Screen Time, the iOS feature that allows users to see what apps 
are being used and for how long, and to set limits on that app 
usage, is coming to the Mac.
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iPad Apps on the Mac with Catalyst 
Using a feature called Project Catalyst, iPad apps will become 
available for use on the Mac if the app developer supports the 
ability.

This could mean popular iPad games and apps could arrive on 
the Mac.


Accessibility Features: Zoom Display & VoiceControl 
Zoom Display allows Mac users with multiple displays to set one 
display to be zoomed in close-up while the other remains at 
standard resolution.

VoiceControl allows for MacOS to be navigated by voice 
commands alone. (iOS 13 and iPadOS also gain this feature). 
Embedded below is the video Apple used at WWDC 2019 to 
demonstrate the powerful VoiceControl feature:


Introducing Voice Control on Mac and iOS — Apple

NEED TO GET URL FOR YOUTUBE 
You can check a list of MacOS Catalina compatible Macs to 
confirm if a particular machine can run MacOS 10.15. 

Of course MacOS Catalina has many other smaller features and 
improvements too, you can check out a full list here on 
apple.com. And while you’re at it, you might want to check out 
some iOS 13 features and screenshots too. 

MacOS Catalina beta 1 download is available for developers 
now, while the public beta will be released in July. The final 
version of MacOS Catalina will be released this fall.
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The following article was posted to osxdaily.com on June 3, 
2019. bit.ly/31TL6At © OSXDaily.  

iOS 13 Features & Screenshots 
Apple has announced iOS 13 for iPhone and iPod touch, along 
with iPadOS 13 for iPad models. iOS 13 includes the snazzy new 
dark appearance options, performance improvements, and many 
new features and updates to the mobile operating system.

Some of the most noteworthy iOS 13 features and improvements 
include the following, complete with screenshots and images:

Performance Enhancements 
Apple has said that notable performance enhancements are 
coming to iOS 13, with apps launching up to twice as fast, faster 
Face ID unlocking, and app downloads and updates to apps will 
be smaller leading to faster download times.

Dark Mode 
Dark Mode re-themes the operating system interface into dark 
blacks and grays, moving away from the all-white bright interface 
of the last several iOS releases.

Dark Mode can turn on manually or automatically on a schedule, 
much like Night Shift.


Of course Dark Mode is optional and you can continue to use the 
bright white user interface too if desired. 

QuickPath Swiping Keyboard 
iOS 13 includes an all new swiping keyboard option, allowing you 
to swipe around on the onscreen keyboard to type and complete 
words.


This is similar to some third party keyboard options on iOS and 
to the swipe keyboards on Android devices.


iPadOS is iOS for iPad 
iPadOS is the new name for iOS for iPad, and it gains all of the 
iOS 13 features plus some new features specific to iPad.


The iPad home screen is slightly tighter on iPadOS, and you can 
quickly glance at widgets from the Home Screen of the iPad.
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iPadOS 13 includes all new gestures for copying, pasting, 
modifying and selecting text, undo and redo, and much more.

Additionally, iPadOS allows for iPad apps to be split into two 
windows of the same app, allowing for something like two 
Notes windows to be open side-by-side at the same time. 
[Editor bold] 

Improvements to Mail, Reminders, Maps, and More 
Apple has added new features and capabilities to the core 
application suite in iOS.

In Mail for iOS, there will be new text formatting and rich font 
support.

In Reminders for iOS, there is support for file attachments, 
tagging, and for easier text-based entry of reminders into the app 
using natural language.

Maps has more details on the various map views, and an all new 
a Favorites feature lets you favorite locations for quick access 
and directions in the Maps app.


Messages 
Messages for iOS gains a new profile feature that allows users to 
assign a profile picture or Animoji to their iMessage ID. This 

profile is then automatically shared with other iMessage users 
you communicate with.

There are also new Memoji features, Memoji customizations, and 
support for Memoji stickers.


Photos 
The Photos app for iOS gets a facelift that makes browsing 
through pictures even easier, with automatic organizing for years 
and months and days. Live Photos and Videos will auto-play as 
you scroll through the Photos feeds, making the entire 
experience more interactive.


Additionally, Photos for iOS gains new and improved editing 
features, including the ability to adjust typical image editing 
aspects like saturation and colors, but also the ability to add a 
vignette to photos, adjust white balance, sharpen, increase 
definition, reduce noise, rotate videos, and more.


Files 
Files app gets two great new features for power users; the ability 
to access and manage files found on external storage devices, 
and the ability to connect to file sharing networks.
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AirPods 
AirPods synced with iOS 13 gains a handy new capability to let 
Siri automatically read inbound messages to you, and you can 
then immediately reply and have Siri instantly reply for you too – 
even if you’re currently listening to music or a podcast.

Big Accessibility Features: Mouse Support & 
VoiceControl 
Two of the most interesting and powerful new features to iOS 13 
are Accessibility features.

The first interesting Accessibility feature is part of AssistiveTouch 
and it allows for USB mouse support for interacting with an 
iPhone or iPad, with an onscreen circular blob functioning as a 
cursor. Presumably trackpad support will arrive down the road, 
as iOS 13 remains in active development.

The other is called VoiceControl, which allows for the entire iOS 
device experience to be used and navigated entirely by voice 
commands alone, and with optional audio descriptions. (MacOS 
and iPadOS also gain this feature). This is one of those features 
that is best demoed by video, and embedded below is the video 
Apple used at WWDC 2019 to demonstrate this powerful feature:

Introducing Voice Control on Mac and iOS — Apple LINK

Misc iOS 13 Features 
• iOS 13 for iPad has been rebranded as iPadOS 13, which 

includes all of the iOS 13 features along with all new gestures 
for iPad users to select text, copy, paste, undo and re s and 
supply those random email addresses to specific apps, 
making it easier to unsubscribe from emails from those apps


• Siri has an improved more natural voice 

Laura Williams posted the following article to sheknows.com on 
May 1, 20111. bit.ly/2NfE1qI. © SheKnows Media, LLC.. She is a 
personal trainer, freelance writer and entrepreneur. She's the 
founder of the popular website, - Girls Gone Sporty,. 

How To Read Your Modem & Router 
Lights 
By Laura Williams  
Let’s face it — experiencing an 
i n t e r n e t o u t a g e c a n b e 
frustrating, especially if you don’t 
know wha t ’s caus ing t he 
problem. Instead of staring at all 
those blinking modem and router 
lights with confusion, learn how 
to interpret the problem and get 
your service up and running as 
quickly as possible.


Modems and routers – The 
basics 
If you subscribe to a cable or DSL internet service, your modem 
will act as a bridge to connect your cable service directly to your 
computer or your wireless router. 

Your router, on the other hand, works to connect one computer 
network to another. The most common router for the casual 
consumer is the wireless router. The wireless router basically 
functions as a connection point to transmit your wired computer 
network to your wireless network. 

All modems and routers have a series of lights that are designed 
to provide you with information regarding your internet 
connection. While most brands provide lights for similar 
purposes, every device will have a slightly different lighting 
configuration.
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When your internet is working properly, take a minute to jot down 
exactly what your modem and router lights are doing. Write down 
the color of the lights, whether or not they’re flashing, how fast 
they’re flashing and if any of the lights are off. With this 
information on hand, the instant your internet stops working, 
you’ll be able to tell if there’s something amiss that the router or 
modem is trying to communicate. When writing this information 
down, make sure you check the back of the device as well to see 
if there are lights that display in the back.


Understanding the lights 
Whether you’re using a modem, a router or a combination of the 
two, the lights will provide you with certain information regarding 
your internet connection. Most devices will communicate the 
following information, although it’s important to check your user 
manual to verify how the lights are supposed to display on your 
device:

Power — the power light simply lets you know that the modem 
or router is plugged into a power source. When working properly, 
your power light should display a steady light. 

PC (USB or eNet) — In addition to a power source, your modem 
needs to be connected to a PC or a wireless router to be able to 
transmit data. Similarly, your wireless router needs to be 
connected to a modem. The PC light will remain on and steady 
when this connection is established. 

Receive & send (Sync) — These lights will flash as the modem 
or router tries to lock into an internet source or frequency. When 
a viable frequency has been found, the light or lights will usually 
stop flashing and remain on. 

Online (Ready) — After confirming upstream and downstream 
frequencies, the online light will begin to flash as the modem 
acquires an IP address. When this occurs, you’re officially online. 
Depending on your device, the light may emit a steady or 
flashing light when working properly. 


Activity (Data) — The activity light will flash as your network 
sends or receives data. 

If you have different lights than the ones listed here, make sure 
you consult with your manual or an online resource to confirm 
their purpose.
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Bradley Mitchell posted the following article to lifewire.com on 
November 07, 2018. bit.ly/31Yvg7Q  © about.com. He is a 
computer professional who has covered wireless and computer 
networking topics for About.com since 1999. 

Troubleshooting Home Network Router 
Problems 
Guidelines to follow 

Where to Position Your Router. 

By Bradley Mitchell  
You've carefully followed all the instructions in your  network 
router's setup guide, but for whatever reason, your connections 
aren't working as they should. Perhaps everything functioned 
before and just started failing suddenly, or maybe you've spent 
days or weeks trying to get through the initial installation. Use 
these troubleshooting guidelines to isolate and solve network 
problems related to your router: Keep in mind there may be more 
than one issue involved.


Mismatched Wi-Fi Security Settings 
Seemingly the most common cause of wireless network setup 
issues, incompatibility in settings between two Wi-Fi devices 
(such as the router and a PC) will prevent them from being able 

to make a network connection. Check the following settings on 
all Wi-Fi devices to ensure they are compatible: 

Network mode: A router must be enabled to support all versions 
of Wi-Fi used by the network clients. For example, routers 
configured to run in "802.11g only" mode will not support 
802.11n or old 802.11b devices. To fix this kind of network 
failure, change the router to run in "mixed mode." 

Security mode: Most Wi-Fi devices support multiple network 
security protocols (typically different variations of WPA and WEP). 
All Wi-Fi devices including routers belonging to the same local 
network must use the same security mode. 

Security key: Wi-Fi security keys are passphrases or sequences 
of letters and digits. All devices joining a network must be 
programmed to use a Wi-Fi key recognized by the router (or 
wireless access point). Many home network routers (access 
points) support only one key that all devices must share in 
common. Some newer routers can store multiple Wi-Fi security 
keys instead of one, however, technically allowing local devices 
to have different key settings (although keeping their keys all the 
same can simply setup and troubleshooting). 


MAC Address Restrictions 
Many network routers support a feature called MAC address 
filtering. Although disabled by default, router administrators can 
turn this feature on and restrict connections to only certain 
devices according to their MAC address number. If having 
difficulty getting a specific device to join the local network 
(particularly if it is new), check the router to ensure either (a) MAC 
address filtering is "off" or (b) the device's MAC address is 
included in the list of allowed connections. 


Loose or Disconnected Cables 
Sometimes the router is turned off, or someone in the family 
accidentally unplugs power to it. Ensure power strips are 
switched on and receiving electricity from the outlet, and if 
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applicable, that any Ethernet cables are firmly seated — the 
connectors should make a clicking sound when snapping into 
position. If the router can't connect to the internet but is 
otherwise operating normally, ensure any modem cables are 
connected properly. 


Overheating or Overloading 
Downloading large files or streaming data for long periods 
causes a home network router to generate heat. In some cases, 
routers will overheat due to the sustained heavy load. An 
overheated router will behave unpredictably, eventually 
disconnecting devices from the local network and crashing. 
Shutting down the router and allowing it to cool down solves the 
problem temporarily, but if this issue occurs often, ensure the 
router has proper ventilation (no vents blocked) and consider 
moving it to a cooler location. 

Home routers can typically handle ten or more connected clients, 
although if too many devices actively use the network at once, 
similar overloading problems can result. Even when not 
physically overheating, the high network activity can cause 
outages. Consider adding a second router to the network in 
these cases to better handle the load. 


Wireless Signal Limitations 
Because the range of Wi-Fi radio signals is limited, home 
network connections sometimes fail because a device's radio 
cannot reach the router's. 

Some people also have had their functioning wireless network go 
offline as soon as anyone in the house turned on the microwave 
oven. Garage door openers and other consumer gadgets inside 
homes also can interfere with the signals of Wi-Fi networks, 
particularly those that use the 2.4 GHz radio bands. 

It's also common in cities for the signals of several home Wi-Fi 
networks to intermingle with each other. Even inside their own 

home, a person may discover one or more of their neighbor's 
wireless networks when trying to connect to their own.

To work around these wireless radio interference and range 
limitations, change the Wi-Fi channel number on the router, or re-
position the router. Finally, consider changing your router's name 
(SSID) if a neighbor is using the same one. 


Defective or Outdated Hardware or Firmware 
It's not uncommon for routers to fail after years of regular use. 
Lightning strikes or other electrical power surges can also 
damage the circuitry of network equipment. Because they have 
few moving parts, trying to repair network routers rarely is 
practical. Set aside some budget for periodically replacing your 
router (and any other essential network equipment). Also, 
consider keeping some spare cables and a cheap backup router 
to help with emergency troubleshooting.

Before finally giving up a router, try updating the router's firmware 
first. Sometimes no firmware update will be available, but in other 
cases, newer firmware may contain fixes for overloading or 
signaling issues. 


Bradley Mitchell posted the following article to lifewire.com on 
March 21, 2019. bit.ly/320IPU3 © about.com. He is a computer 
professional who has covered wireless and computer networking 
topics for About.com since 1999.


Surprising Facts About Home Network 
Routers 
By Bradley Mitchell  
Since the introduction of broadband routers in 1999, home 
networking has continued to grow and has become a critical 
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function for many families. Besides sharing access to Web sites, 
many households rely on routers and home networks to stream 
Netflix, Youtube and other video services. Some have replaced 
their landline phones with VoIP service. Wireless routers have 
also become essential connection points for smartphones that 
take advantage of Wi-Fi to avoid chewing up their Internet data 
plan allowance. 

Despite their popularity and long history, some aspects of home 
routers still remain a mystery to most people. Here are some 
facts to consider.


Routers Are Not Just for Techies 
Some still think that only techies use routers, when in fact they 
are mainstream equipment. In April 2015, Linksys announced it 
had achieved 100 million units of router sales. Add to that all the 
routers sold by the many other vendors, the total number of 
home routers produced will eventually be measured in billions. 
The reputation broadband routers had in the early years for being 
difficult to set up was well deserved. Home routers today still 
require some effort to set up, but the skills required are well 
within reach of the average person. 


Home Networks Can Use Old Routers With Good 
(Not Great) Results 
One of the first home router models produced in 1999 was the 
Linksys BEFSR41. Variations of that product continue to be sold 
more than 15 years after its introduction. Where high-tech 

gadgets are concerned, anything older than 2 or 3 years is 
usually obsolete, but routers hold their age very well. While the 
original 802.11b products can’t be recommended for use on 
home networks anymore, many networks can still have a good 
experience with cheap 802.11g models. 


Home Networks Can Use (And Benefit From) 
Multiple Routers 
Home networks aren’t limited to using just one router. Wireless 
networks in particular can benefit from adding a second (or even 
a third) router to help distribute signal throughout the residence 
and better balance network traffic. 


Some Wireless Routers Do Not Allow Wi-Fi to Be 
Switched Off 
Wireless routers support both Wi-Fi and wired Ethernet 
connections. If a network only uses the wired connections, it’s 
logical to expect the wireless can be turned off. Router owners 
may want to do that to save (a small amount of) electricity or to 
feel more confident that their network won’t be hacked. Some 
wireless routers do not allow their Wi-Fi to be switched off 
without powering down the whole unit, however. Manufacturers 
sometimes omit this feature due to the extra cost of supporting 
it. Those who need the option to turn Wi-Fi on their router should 
research models carefully to ensure they get one that supports it. 


It Can Be Illegal to Share Your Router's Wi-Fi With 
Neighbors 
Opening up Wi-Fi connections on a wireless router for neighbors 
to use - the practice sometimes called “piggybacking” - might 
sound like a harmless and friendly gesture, but some Internet 
providers forbid it as part of their service contracts. Depending 
on local laws, router owners may also be liable for any illegal 
activity others engage in while piggybacking, even if they are 
uninvited guests.  

�36



                 VOLUME 30, NUMBER 7                   MAIN LINE MACINTOSH USERS GROUP                      JULY 2019 

The following article was posted to osxdaily.com on March 3, 
2019. tinyurl.com/gp3gq5a. © OSXDaily. Try the site. Lots of tips 
and good info. 

How To Install Intel Power Gadget on 
MacOS Mojave 

Intel Power Gadget for Mac is a 
processor monitoring tool that allows 
c o m p u t e r u s e r s t o m o n i t o r t h e 
performance of an Intel processor in real-
time. Intel Power Gadget will show you 
power and energy information in watts, 
the clock speed frequency of the CPU in 
GHz, the temperature of the CPU, and 
CPU utilization. It’s a handy utility for 
many reasons, and some Mac users may 

even use it as an alternative system monitor sort of like Activity 
Monitor.

Newer versions of MacOS can sometimes have trouble installing 
Intel Power Gadget, and many MacOS Mojave users have 
discovered the installation fails or the app doesn’t work. This 
installation failure is usually due to a default security setting in 
MacOS, and is easy to resolve.


How to Install Intel Power Gadget on MacOS 
Installing Intel Power Gadget on the Mac is easy, though you may 
run into a Gatekeeper security block that can cause installation 
trouble. Here’s how to successfully install the tool in modern 
macOS releases:

1.  Download Intel Power Gadget from intel.com for Mac, it’s free 
(also available for Windows) 

2.  Launch the “Install Intel Power Gadget.pkg” from the 
mounted disk image as usual and start the installation process


3. If you see a ‘System Extension Blocked’ message, click on 
“Open Security Preferences”, otherwise go to the  Apple menu 
and choose ‘System Preferences’ followed by ‘Security’


4.  Under the ‘General’ section of the Security preference panel, 
click the button to “Allow” the ‘system software from developer 
Intel corporation apps’ which was blocked by Gatekeeper *


5.  The Intel Power Gadget installer should proceed as usual and 
successfully install, if it fails then just run the “Install Intel Power 
Gadget.pkg” package installer again

6. When finished, launch Intel Power Gadget from the /
Applications folder as usual
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If you run Intel Power Gadget while you’re using the Mac, you 
may notice that processor performance can change around quite 
a bit depending on what you’re doing and what sort of apps 
you’re using.


It is completely normal for the processor charts to be changing 
constantly, and you’ll find that the processor clock speed may go 
up or down, as will both CPU temperature and power, typically 
correlated with processor utilization – this makes sense as more 
processing utilization requires more power to have a higher clock 
speed, which raises the temperature of the CPU, and of course 
the opposite can happen as well with CPU speed lowering along 
with lower power and lower temperature and utilization when the 
Mac is less busy. If you’re interested in doing so, you can see this 
directly and test it yourself by running any CPU intensive task, 
like the Terminal command ‘yes’, which is often used for stress 
testing a Mac (or any Linux PC): 


As you can see the graphs for power, frequency, temperature, 
and utilization suddenly shoot way up as the ‘yes’ command runs 
in the adjacent Terminal window as a stress test, which is normal 
and expected behavior for the processor. 


Uninstalling Intel Power Gadget on Mac 
Decide you don’t need Intel Power Gadget? Uninstalling Intel 
Power Gadget is quite simple. Simply navigate to the /
Applications folder and open the Intel Power Gadget directory, 
then run the included ‘Uninstaller.pkg’ package file. This will 
remove the Intel Power Gadget application and the associated 
kernel extension from the Mac.

* If you’re a truly advanced Mac user and you’re bothered by 
these type of security measures causing installation issues, you 
can choose to allow apps from anywhere in macOS by disabling 
Gatekeeper, though that is strongly not recommended for the 
vast majority of Mac users. There are quite a few apps that can 
fail to install because of the stricter security standards that are in 
place in modern macOS releases, and if you’re the type of 
person running Intel Power Gadget then you may encounter also 
a similar issue with installing VirtualBox in MacOS where the 
kernel driver fails to install, thereby preventing that app to work 
as well. Typically you can bypass Gatekeeper on a one-off basis 
as discussed here, which is arguably the best approach, but you 
can also just turn it off completely if needed.  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AI and Humans 
Mind Medicine 

By Kathy Garges 
ELIZA, invented in the early 1960s at MIT by Joseph 
Weizenbaum, was an early artificial intelligence program that 
allowed humans to interact by text with an AI that simulated a 
psychotherapist. Weizenbaum was surprised and concerned that 
this early natural language processing program, which was 
clunky and prone to give nonsensical responses, engaged many 
humans into confiding their deep feelings and problems. (You 
can try ELIZA at the link at the end of this column.)

Considering the early effectiveness of ELIZA in eliciting human 
confidences to promote improved mental health, it’s surprising 
that the field of psychology and psychiatry only slowly started to 
investigate the usefulness of AI. One reason for the recent 
increased interest in AI in this field is the prevalence of 
smartphone use.

Smartphones can analyze speech, which, it turns out, is a big 
indicator of some mental illnesses. Analysis can either be 
passive, analyzing whatever speech the user makes, or an app 
can ask the user to speak certain words or answer questions. 
Smartphones also generate huge amounts of data about a 
person’s daily life that can help diagnose and treat mental illness, 
promote mental health, and, combined with the data of many 
others, be used for research. Data from smartphones is usually 
only going to be reliable enough for initial screening, not actual 
diagnosis, for possible individual mental health issues.

The recent 2019 American Psychiatric Association (APA) Annual 
Meeting highlighted innovation in digital mental health. 

Presentations by Julien Epps, a professor of electrical 
engineering at the University of New South Wales, Australia, and 
Abishek Pratap, Principal Scientist at Digital Health at Sage 
Bionetworks in the U.S., discussed the potential for smartphone 
use in screening, diagnostics and treatment. Smartphone data is 
inexpensive to gather.

One obstacle to effectively using voice data is the high variability 
of language use among subcultures and individuals. People in 
different geographic regions, areas, cities and towns have 
different speech patterns, and individuals have their own speech 
habits and quirks. If the AI is trained on speech data from one 
demographic group, it could generate incorrect results for other 
groups.

In addition to voice data, however, smartphones can show 
physical activity and location patterns that might correlate with 
depression or suicidal behavior. An app can record whether 
someone is at a coffee shop, a sports event, or a residence, for 
example. Privacy is maintained by not recording actual location. 
Over time, the app can show whether someone is less sociable. 
This could be because of a bout with the flu or because it’s the 
week before final school exams. But another possible reason is a 
mental health issue.

The APA earlier recognized NeuroLex, a U.S. company founded 
by engineer and entrepreneur Jim Schwoebel, for its prototype of 
a machine learning program to screen for the development of 
schizophrenia. The program analyzes speech transcripts for tell-
tale verbal features like short sentences and frequent, confusing 
use of words like “this” and “that.”  NeuroLex is currently 
curating datasets, working on various preliminary projects, and 
looking for commercial pathways in mental health and other 
areas that can benefit from voice-based applications. 

AI algorithms to flag possible gambling addiction have been 
available for several years, and demonstrate the usefulness of AI 
for behavioral problems. The algorithms used to predict problem 
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gambling vary, but typically include data you might expect, such 
as increase in number of bets placed, chasing losses (trying to 
recoup losses by increasing size of each bet), and more late-
night gambling. This data is readily available because it is 
tracked by casinos, which gather it from their loyalty-card 
gamblers for marketing and other business purposes, and by 
operators of online gambling sites, including fantasy sports 
programs.

Gambling houses have mixed views of these efforts. Problem 
gamblers can represent a significant source of their profits, but 
they are also a big public relations problem. They fear they could 
be required to intervene to warn or cut off a gambler, and 
perhaps held legally liable for failure to do so. If the intervention 
is limited to suggestions of counseling or if participation in the 
warning program is at the option of the gambler, the program 
may be ineffective.

Concerns about privacy and effectiveness of smartphone apps 
that involve psychology are of special importance, even when 
they are used only for initial screening.  As one psychiatrist 
opined in connection with the gambling addiction programs, an 
80% accuracy and 20% error rate is just not good enough when 
mental health care is involved.

At the recent APA meeting, Mark Larsen, Research Fellow at the 
Black Dog Institute, University of New South Wales, Australia, 
reported study results that show the woeful inadequacy of 
privacy claims and evidence of effectiveness for mental health-
related apps. In over 50% of the app traffic studied, data was 
sent to a destination not disclosed in the privacy policy. Fewer 
than 2% of the apps studied could back up claims of 
effectiveness with peer-reviewed evidence using that app. Apps 
that claim they are based on Cognitive Behavioral Therapy often 
do not explain how that translates directly to the app program.

Computational psychiatry or psychology is a sub-field that uses 
data and AI for mental health scientific research. For example, a 

team at Yale University is using the online computer game 
Cyberball in its research on borderline personality disorder, which 
is characterized by unstable emotions, sense of self and 
relationships, and which can affect as much as 2% of the 
population. 

Cyberball is a bare-bones animation of a backyard ball-tossing 
game that is, however, remarkably effective in rapidly evoking 
feelings of social acceptance or rejection in a human player, even 
one who knows the other players are computer-controlled. Are 
the other players throwing the ball to you the same number of 
times they throw to other players?

The team’s study shows that humans diagnosed with borderline 
personality disorder who play this game tend to experience 
feelings of rejection more intensely compared with those who 
don’t have such a diagnosis. Unexpectedly, many continue to 
feel somewhat rejected even when they receive the same 
number, or more, ball tosses than each of the other players 
averages.

Scientists at the Technical University of Munich School of 
Medicine recently sounded an alert for ethical guidelines for AI 
mental health software programs and robots that directly 
interface with humans. They conducted the first systematic study 
of what they categorize as “embodied AI” applications for mental 
health, in which they include AI such as chatbots for helping with 
depression, robots that teach autistic children to communicate 
better, and online avatars that help patients cope with 
hallucinations.

Their report argues that embodied AI should be subject to 
approval processes before use. An embodied AI app should also 
follow the same protocols as a human therapist when, for 
example, it detects suicidal thoughts in the human user. The 
researchers also advocate intensive study into the effects on 
humans of interaction with embodied AI for mental health 
therapy. 
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Human mental health is a sensitive area for privacy issues. 
Theory, diagnosis, and treatment are often controversial. But just 
as mental health is an area of great vulnerability for humans, it is 
also an area of great potential benefit. AI might work well, for 
example, in the relatively-new subfield of positive psychology, 
the study of positive human functioning and flourishing, by 
providing support and reminders to individual humans via 
smartphone app. In retrospect, the early popularity of ELIZA was 
a harbinger for the potential benefits of AI for human mental 
health.  


Sources and additional information: 
Try ELIZA, the Rogerian therapist (based on the original version), 
tinyurl.com/blst733 

Joseph Frankel, “How Artificial Intelligence Could Help Diagnose 
Mental Disorders,” The Atlantic, August 23, 2016, tinyurl.com/
y2ccth6b 


2019 APA Annual Meeting: Mark Larsen, “Is That Mental Health 
App Safe and Effective?”; Julien Epps, “Can We Diagnose Mental 
Illnesses Using Voice Data Collected From Phones?”; Abhishek 
Pratap, “Can the Digital Data From Smartphone and Online Web 
Searches Indicate Early Signs of Severe Mental Health Issues, 
Including Suicide?”, Digital Mental Health, (includes link to part 
2), tinyurl.com/y6ln36p5 

Alexandra Berzon and Mark Maremont, “Researchers Bet Casino 
Data Can Identify Gambling Addicts,” The Wall Street Journal, 
August 3, 2013, tinyurl.com/mgfvblk 

Emerging Technology from the arXiv, “The Emerging Science of 
Computational Psychiatry,” MIT Technology Review, July 21, 
2017, tinyurl.com/y8bzw6nt


“Robot Therapists Need Rules,” Science Daily, May 15, 2019, 
(with link to journal article), tinyurl.com/yxvpnlfm
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