EDITOR COMMENTS
iPhone X Review. techradar.com
provides a multi-page review of the
iPhone X with at least 10
embedded videos. Great reading if
you’re interested in the X or want
to know what’s coming in future
iPhones.tinyurl.com/yad6myb8.
Apple Pay Cash. Jeﬀ Gamet wrote
an article, too long for this
Newsletter, detailing how to use
Apple Pay Cash. App can be very
useful. tinyurl.com/ybnvdwbe.
Apple Pay Cash. For another long
article on Apple Pay Cash, this
one’s on how to add new cards to
Apple Pay, go to tinyurl.com/
y7j5cn5x.
Microsof Edge. You can now get
Microsoft’s Edge browser for your
iPhone and iPad. It’s useful in
some instances. tinyurl.com/
ya6ro3xy.
BaBaMail Websites. Here’s a list
of the 12 most useful websites
ever. How’s listen to radio stations
across the planet, recipes for
ingredients in your fridge, and how
long it takes to read any book?
tinyurl.com/y9g2jxdc.
AT TIMES IMAGES MAY BE A BIT
FUZZY IF ORIGINAL IMAGES WERE
FUZZY. IF YOU NEED TO READ
THEM, PLEASE GO TO THE
ORIGINAL ARTICLE.

FOUNDED MAY 1989
MEETINGS - SECOND
SATURDAY OF THE MONTH

SECURITY, iOS 11 AND HARDWARE FOCUS
EAT, SWAP, LEARN, & ELECT
This Saturday MLMUG will hold its delayed 14th Annual Holiday Brunch with
many of us bringing in all sorts of good food to share.
MLMUG will provide paper goods and hot beverages.
We’ll also have our Swap Meet and have tables set up for sellers. Bring your
used but in good working condition hardware, software, books, or periodicals to
sell or swap. All items that don't find a new owner will need to go home with their
original owner.
Bob "Dr. Mac" LeVitus will make an appearance as a special guest via Skype or
FaceTime and some of our members will share their favorite tips during the
meeting. Look for presentations by Stan Horwitz (Libby and Audible Apps), Bob
Barton (Interesting iPad apps), Dennis McKay (Sound Settings), Nick Iacona
(Nick’s Tips To A Better Mac), Adam Rice (Augmented Reality Apps in iOS 11),
and Maria Arguello (My Favorite Things).
In addition, we will finally hold our delayed elections for Board oﬃcers for 2018.
MLMUG DECEMBER

We meet at the Community Center in Hershey’s Mill in West Chester Take
Greenhill to the Hershey’s Drive entry and go up the hill to the Community
Center. Map is at tinyurl.com/mrmtnd7.
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Typical Meeting Agenda

MLMUG Email list

New Users SIG

9:00 - 9:05: Call to order in main meeting
room.

The Main Line Macintosh Users
Group has its own email list,
hosted at Yahoo Groups. Compose
your letter and email it to
mlmug@yahoogroups.com and
your message will be sent to
everyone on the mailing list..
Contact Bob Barton if you are a
member and you are not on the
list.
Please observe rules of etiquette.
in Yahoo Groups Terms of Service.
The MLMUG list may be used to
post Apple/Macintosh-related
items for sale, but any solicitation
of members through the list is
forbidden without the written
consent of a MLMUG oﬃcer.

You don’t have to wait a whole month to
get answers to your basic Mac questions!
Get together with other members on the
fourth Saturday (i.e., two weeks after each
regular meeting) for the Startup Folder Lite.

9:05 - 10:05: Three Concurrent Special
Interest Groups (SIGs) convene in
separate rooms. The three current
SIGs are:
Newer Users- We cover the most
basic questions you may have about
your Mac/iDevices and how to use
them.
Multimedia - We discuss using your
Mac/iDevices and applications for
photo, video, audio, and print media.
OS - We go beyond basics to discuss
Apple’s current operating systems,
using your Macs & iDevices, & various
applications, & have Q&A.
10:05 - 10:15: Continuation of Q&A for all
attendees.
10:15 - 10:30: Welcome and other business.
10:30 - 11:50: Main Presentation (by a
member or guest)
11:50 - Noon: Raﬄes and silent auctions.
Come join some fellow MLMUG members
for lunch after the meeting at a nearby
restaurant.
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Many new users have said that they can
learn much more from face-to-face
meetings than they do from manuals or
other sources. That’s what this meeting is
all about. Go to www.mlmug.org/nusfl.html
for details.
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Membership Information
Membership dues are $25 for individuals and $35
for families. Memberships are based on your
anniversary date, which is the month you joined.
You will be e-mailed reminders when membership
fee is due.
If you’re just visiting to check us out, or if you’ve
been visiting for some time, but haven’t joined,
consider these BENEFITS OF MEMBERSHIP:
• Monthly meetings, where you can learn, share,
a n d m e e t e v e r y o n e f ro m w o r k i n g M a c
professionals to new Mac users from all
backgrounds.
• Monthly newsletter, which is full of interesting
Mac news, tips, and information.
• Useful free items at the monthly Raﬄes.
• Discounts. Vendors oﬀer special prices to User
Group members.
• We b S i t e w i t h 2 - 3 y e a r s o f M L M U G
newsletters, meeting information, a member
directory, directions to our meetings, and much
more! Our web site is www.mlmug.org.
• MLMUG Mailing List, to post technical
questions or comments to each other and the
experts within the group.
• Reviewers keep items reviewed.
Are you ready to join? Please make a check
payable to MLMUG and bring it to a monthly
meeting or mail it to:
Treasurer, MLMUG
P.O. Box 1374
Southeastern, PA 19399
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It is no longer necessary to train the system to your voice,
although I have the impression that accuracy improves as the
system gets more experience with your voice. Apple’s Siri
doesn’t require training, nor does Microsoft’s Cortina, Amazon’s
Alexa, or Google’s Assistant.

Bookmarks
By Mark Bazrod

Some Voice Recognition
Experiences

Colds, sinus problems, and hoarseness doesn’t seem to have
any eﬀect.
I can dictate at pretty much the same speed as I talk. Yes, I have
to put in punctuation, but that’s not even an impediment once
you get used to it. And the words appear on the screen almost as
quickly as I dictate.

A noted tech commentator said in 2014 that voice input has
been a pipe dream since Star Trek, with crew members talking
into the air and the computer understanding every spoken word.
He said we aren’t much closer to that scenario now than we were
a decade ago.

I am using Dragon Dictate and I haven’t seen any errors in what
I’ve dictated for this column so far. A year or so ago I noticed that
Dragon Dictate was a little better than the voice recognition that
came with Apple’s operating system, but the diﬀerence was
minimal.

He was wrong. Boy, was he wrong.
But first, why use voice recognition system? There are many
reasons:

I now find that Dragon Dictate works in all the applications I tend
to use - Pages, Keynote, Numbers, Excel, various mail
applications, TextEdit, Word, Evernote, all the browsers, Notes,
and Reminders.

It’s often easier than typing.
It’s faster than typing for many of us. I read dictating a search
query is three times faster than typing it.
It’s more accurate than typing.
There is little need for correct spelling. The system will
provide it.
It’s the entry method of the future - so you might as well learn
it now.

In the beginning I used the special microphone which came with
the voice recognition system and I think it cost about $150. It
was an over the head microphone and you had to carefully
position the microphone near the side of your mouth. When that
broke after a number of years, I used a cheap microphone that
worked pretty well. I recently purchased a Logitech USB
microphone for $30 and have found that speed and accuracy
appears to have increased.

I’ve been using voice recognition for at least 10 years and have
seen monumental improvements since the beginning. We used to
have to train the system to our voice and that could take 10 to 15
minutes. Having a cold had a major eﬀect on the eﬃciency of the
system. Words had to be spoken slowly and the accuracy,
whatever it was, left a lot to be desired. I seem to recall that the
result appeared only in the system’s files and not in any other
application.

So how do I use voice recognition?
Pages – I dictate this column and most of the Editor’s Comments
on the first page of the newsletter.

5
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Numbers and Excel - Voice recognition handles numbers as well
as alphabetical text. I dictate the numbers on many spreadsheets
and on the returns,. It’s much faster than typing them.

The next step for 2018? Start using voice recognition to control
the computer. My impression is it will be a lot faster and simpler
than typing shortcuts or making gestures. We shall see

Mail - I try to dictate both long and short emails, but I often forget
to do so. So I just have to be more conscientious of getting in the
habit of dictating emails.

Conclusion - Using dictation has made my use of my Mac much
simpler and more enjoyable. I feel well on my way to starting to
approach the Star Trek experience. I highly recommend using
voice recognition systems to everyone and find its very usable on
whatever device you use.

Texting - Dictation is great for all the short text messages. Again,
it’s a matter of getting in the habit of doing so.
Keynote - I tend to dictate the bulk of the presentation once I
figured out what the contents should be and the order of the
contents. It is surprising how much time I save by so doing.
When I’m done dictating, I then manually handle the formatting,
although at times I handle the formatting of the page once I’m
done dictating the contents of the page.
Notes and Reminders - Sometimes I dictate; sometimes I type. A
good bit of the time I am entering data into my iPad or iPhone so
I use the internal dictation system of the device. I have yet to
come with consistent reasons when to use dictation.

January 13
February 10
March 10
April 14
May 12
June 9
July
August
September 8
October 13
November 10
December 18

Searches - it’s much faster to dictate search, particularly on the
iPhone where I find dictation many times faster than typing
because of my much slower typing speed. Dictation is very
handy when you’re with a group of people and a question arises.
It’s very easy to cup your hand around the microphone and state
the question. What’s hard is getting over the feeling that you’re
being impolite when you’re doing that in a group. However, when
you have the answer, that concern vanishes.
If you want to see a demonstration of voice recognition go to
nuance.com and watch a couple of the videos. It’s a little scary
how a sophisticated user can use dictation to accomplish so
much of our normal word-processing I don’t use anywhere near
all the functionality, but with what I use, it is very eﬃcient.
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SPEAKER ROSTER FOR
MLMUG'S 2018 MEETINGS

Pot Luck Brunch, Swap Meet, Members’
Show & Tell, & Election of Oﬃcers
Bob Barton – Drones and Their Future
Stan Horwitz – the Basics of Social Media
Dave Hamilton - TBD
Lisa Rysinger - TBD
Picnic
Recess - Summer
Recess - Summer
Joe Kissel - TBD
Joe Myshko - TBD
Bob "Dr. Mac" LeVitus - TBD
Pot Luck Brunch, Swap Meet, Members’
Show & Tell, & Election of Oﬃcers
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she’s great at keeping secrets, while a plush Furby Connect doll
can smile back and laugh when tickled.
But once anything is online, it is potentially exposed to hackers,
who look for weaknesses to gain access to digitally connected
devices. Then once hackers are in, they can use the toys’
cameras and microphones to potentially see and hear whatever
the toy sees and hears. As a result, according to cybersecurity
experts, the toys can be turned to spy on little ones or to track
their location.

A Cute Toy Just Brought A Hacker Into
Your Home
By SHEERA FRENKEL

“Parents need to be aware of what they are buying and bringing
home to their children,” said Javvad Malik, a researcher with
cybersecurity company AlienVault. “Many of these internetconnected devices have trivial ways to bypass security, so
people have to be aware of what they’re buying and how secure
it is.”

Researchers recently found
t h e F u r b y C o n n e c t ’s
Bluetooth connection could
be hijacked by hackers,
letting them turn on the
doll’s microphone and
speak to children.

The problem isn’t new, but it’s growing as manufacturers
introduce a wider range of toys that can connect online, part of
an overall trend of “smart” electronics. About 8.4 billion
“connected things” will be in use worldwide this year, according
to estimates from research firm Gartner, up 31 percent from
2016, with the number projected to rise to 20.4 billion by 2020.

SAN FRANCISCO — My Friend Cayla, a doll with nearly waistlength golden hair that talks and responds to children’s
questions, was designed to bring delight to households. But
there’s something else that Cayla might bring into homes as well:
hackers and identity thieves.
Earlier this year, Germany’s Federal Network Agency, the
country’s regulatory oﬃce, labeled Cayla “an illegal espionage
apparatus” and recommended that parents destroy it. Retailers
there were told they could sell the doll only if they disconnected
its ability to connect to the internet, the feature that also allows in
hackers. And the Norwegian Consumer Council called Cayla a
“failed toy.”

Sarah Jamie Lewis, an independent cybersecurity researcher
who tested toys ahead of the holiday season, said many of the
products did not take basic steps to ensure their
communications were secure and that a child’s information
would be protected. She said the toys acted as “uncontrolled
spy devices” because manufacturers failed to include a process
that would allow the gadget to connect to the internet only
through certain trusted devices.

The doll is not alone. As the holiday shopping season enters its
frantic last days, many manufacturers are promoting “connected”
toys to keep children engaged. There’s also a smart watch for
kids, a droid from the recent “Star Wars” movies and a furry little
Furby. These gadgets can all connect with the internet to interact
— a Cayla doll can whisper to children in several languages that

Consider the Furby Connect doll made by Hasbro, a furry eggshaped gadget that comes in teal, pink and purple. Researchers
from Which?, a British charity, and the German consumer group
Stiftung Warentest recently found that the Bluetooth feature of
the Furby Connect could enable anyone within 100 feet of the
doll to hijack the connection and use it to turn on the microphone
7
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The My Friend Cayla doll, for example, uses speech recognition
software coupled with Google Translate. The doll’s microphone
records speech and then transmits it over the internet, a function
that leaves it open to hackers, according to cybersecurity
researchers. If the doll’s owner does not designate a specific
cellphone or tablet with which the doll should have an internet
connection, anyone within 50 feet of the toy can use the
Bluetooth connection to gain access to it. Security researchers
have also raised concerns over what type of data the doll
collects, and how the data is used.

Earlier this year, Germany’s Federal
Network Agency, the country’s
regulatory oﬃce, said the My Friend
Cayla doll was “an illegal espionage
apparatus.”

In 2015, a cyberattack on VTech Holdings, a digital toymaker,
exposed the data of over 6.4 million people, including names,
date of birth and gender, in what experts said was the largest
known breach to date that targeted children.

Then there’s the Q50, a smart watch for children. Marketed as a
way to help parents easily communicate with and keep track of
their kids, bugs in the watch would allow hackers to “intercept all
communications, remotely listen to the child’s surroundings and
spoof the child’s location,” according to a report by Top10VPN, a
consumer research company this month.

For parents looking to fulfill their holiday wish-lists, the first step
is knowing about the risks involved with internet-connected toys.
Earlier this year, the F.B.I. issued a broad warning about such
toys, advising parents to pay particular attention to how a toy
connected to the internet. If a toy connects wirelessly through
Bluetooth, it should require some type of unique pin or
password, to make sure that connection is secure.

And the BB-8 droid, which was released with “The Last Jedi” this
month, also had an insecure Bluetooth connection, according to
Ms. Lewis’s tests.
SinoPro, the Chinese manufacturer of the Q50 watch, and
Genesis, the maker of the Cayla doll, did not respond to requests
for comment. Sphero, the maker of the BB-8 connected droid,
said the toy is “adequately secure.” Hasbro said the Furby
Connect complies with the United States Children’s Online
Privacy Protection Act, and that it hired third-party testers to
perform security testing on the toy and app.

The F.B.I. also recommended that connected toys be able to
receive updates from the manufacturers so they are kept up-todate. And if the toy stores data, parents should investigate where
that data is stored and how securely the company guards the
data of its customers.
At a Target store this month in Emeryville, Calif., Sarah Lee, a 37year-old mother of three, said she was rethinking her choices of
presents for her children after hearing about the risks of
connected toys.

Toy manufacturers have long searched for ways to bring toys
alive for children. While microphones and cameras introduced
some level of responsiveness, those interactions were generally
limited to a canned response preset by a manufacturer. Internet
connections opened up a new wealth of possibilities; now the
toys can be paired with a computer or cellphone to allow children
to constantly update their toys with new features.

“That’s so scary, I had no idea that was possible,” she said.
“What’s the worst hackers can do? Wait, no, don’t tell me. I’d just
rather get my kids an old-fashioned doll.”
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it's just more diﬃcult than with Windows, because of the nature
of OS X and its security model.
The trap that many Mac users fall into is believing that because
there are currently no known viruses targeting the Mac, it's safe
from attack. In reality, the Mac OS, its included applications, and
third-party applications have and will continue to have security
issues that can allow some form of attack; it's just that the attack
isn't likely to be from a virus. But if something erases your data,
gains access to your personal information, blocks the use of your
Mac holding it ransom, or manipulates web pages to generate ad
revenue, you're not likely to care whether it was a virus, an attack
launched through a web site, or a Trojan horse you allowed to be
installed; however it happened, your Mac is still infected with a
nasty bit of malware or adware.

Do I Need An Anti-Virus Program For My
Mac?
Being Security-Conscious May Be the Best Defense

Using Anti-Virus Apps on Your Mac
Which brings us back to your original question, about using an
anti-virus program on your Mac. The answer is maybe; it really
depends on how and where you're using your Mac. Let's start
with why you should use an anti-virus program.
I'm using the generic term anti-virus to cover a wide range of
malware that could be targeting to your Mac.

By Tom Nelson
Question: Do I need an anti-virus program for my Mac?

Actually a virus may be the least of your concerns, but the name
anti-virus as been the term most often used to describe these
anti-malware applications.

I’ve read that Macs are immune to viruses and other nasty things
that are common in the Windows world, but my Windows-using
friends say I should run an anti-virus program on my Mac. Are
they right, or can I get along without one?

The Mac isn't immune to viruses, Trojans, backdoors, adware,
spyware, ransomware, and other nefarious applications.

Anti-virus programs don't just provide protection against known
viruses; they also include anti-phishing, anti-adware, antispyware, anti-ransomeware and other tools that can keep your
Mac from picking up debris as you browse the web, open email
attachments, or download apps, extensions, and other items that
could be bearers of malware.

The main diﬀerence between Macs and Windows is that no
successful viruses written for OS X have shown up in the wild,
that is, outside of a security research organization. That's not to
say it's impossible to create a virus that could bring down a Mac;

Are you thinking now that using a Mac security app sounds like a
good idea? The downside is that many of the Mac security apps
available are historically poor performers. They may be nothing
more than badly ported Windows security apps that have a long

Answer:
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scanning your Mac for the signature files left behind by malware
installations. AdwareMedic has no active component, that is, it
doesn't scan your Mac in the background. Instead, you run the
app any time you think you may have a malware issue.

There's also the issue of a performance penalty, especially with
security apps that run in the background, and consume a great
deal of your Mac's resources to operate.

So, why do I recommend a passive anti-malware app, and not an
active malware detection system? Because for the time being,
adware is the most likely type of malware you’re going to come
across. Using active scanning malware apps just don’t make
sense to me, even more so when you take into account the
performance penalty they impose, as well as the poor history of
how these security apps interact with the Mac, causing stability
issues or preventing some apps from working correctly

However, there are a couple of good reasons to make use of the
security apps with a Windows bent to them. They can help
protect your Windows-using colleagues in an oﬃce or home
environment that uses mixed computing platforms.
This is especially important if you share files and emails with
others on a network.
Even though it's unlikely that a virus or other malware will
successfully attack your Mac, there's a good chance you'll
unwittingly forward a malware-laden email or Excel spreadsheet
to Windows-using colleagues who may not have anti-virus
software on their computers. It's better to be prepared for an
attack than to try to clean up after one. (It's also wise not to
alienate your colleagues.)

Be Security Conscious

Why You May Not Need to Use Anti-Virus Apps on
Your Mac

Lastly, you should realize that malware threats against any
computing platform, including the Mac, can dynamically change
from day to day. So while I don’t see a need for an active antimalware app for my Mac today, tomorrow may be another story.

Being security conscious is probably the best defense against
any of the threats that may develop to target the Mac. This
doesn't mean loading your Mac up with security apps, but
instead understanding the type of actions that put your Mac, and
you, at risk. Avoiding these types of risky behaviors is likely to be
the best defense against malware.

I’ve been asked if I use any Mac security apps, and while I can
tell you that I have tested many such applications, I don’t use any
that have an active component to them; that is, they don’t run in
the background and scan my every move to see if I'm being
infected by something.
I have on occasion used apps such as EtreCheck, which is
mainly a diagnostic tool for figuring out what's causing a Mac to
behave strangely. It has no ability to remove malware or adware,
but it can help you discover if any are present.
The other app I've used is AdwareMedic, which was recently
purchased by Malwarebytes, and is now known as Malwarebytes
Anti-Malware for Mac. AdwareMedic is currently the only antimalware app I recommend for the Mac. It focuses on malware by
10
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what you're up against.

2. Reusing The Same Password on Multiple
Websites
You should never reuse the same password across multiple
websites because if it is cracked once, chances are it will be tried
on other sites by the person who cracked it. Always use unique
passwords for each site where you have an account.

7 Bad Habits That Are Killing Your
Security

3. Not Updating Your Security Software
If you didn’t purchase your annual antivirus update subscription
(or move to a product that doesn’t charge for updates) then your
system is going unprotected against the CURRENT batch of
threats that are in the wild.
You should ALWAYS use the auto-update feature oﬀered by your
anti-malware solution and check it periodically to make sure that
it’s actually working and receiving updates

4. Using the Default Settings on Everything

By Andy O'Donnell

Using out-of-the-box passwords for anything is usually not a
good idea, especially when it comes to wireless networks.

Bad habits, everybody has them. Whether it’s convenience,
laziness, security fatigue, or just apathy, we all develop bad
computing habits over the years, which could be detrimental to
our security posture. Here are 7 of the most common securityrelated bad habits that can be the most harmful to your overall
security:

If you are using a default non-unique wireless network name then
you may have increased the odds that your wireless network can
be hacked. Learn why this might be the case in our article: Is
Your Network Name a Security Risk?
Defaults settings are not always the most secure setting

1. Simple Passwords and Passcodes

The default setting on pretty much anything is not necessarily the
most secure setting, a lot of time, default settings are the most
compatible but this does not equal the most secure.

Is “password” your password? Maybe you got really clever and
made it “password1”.
Guess what? A hacker will likely crack even your most brilliantly
crafted simple password within seconds if it contains any
dictionary words at all.

A good example of this principle would be if you had an older
router that had the default wireless security setting of WEP
encryption. WEP was hacked many years ago and now WPA2 is
the standard for newer routers. WPA2 may be an available option
on older routers, but it may not have been the default, because a
manufacturer could have set it to what it thought was the most

Create a strong password that is long, complex, and random.
Check out our article on How to Craft a Strong Password for
some details on how you can make a robust password. Check
out this article on password cracking to help you understand
11
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5 New Year’s Resolutions To Protect
Your Technology

5. Oversharing on Social Media

The cybersecurity nightmares of 2017 highlight the need to
protect yourself. Here are some resolutions for living a safer
digital life this new year.

Many people seem to throw common sense out the window
when it comes to sharing personal information on social media
sites such as Facebook. It’s become such a phenomena that we
have given it its own term: “oversharing”. Read The Dangers of
Facebook Oversharing, for an in-depth look at this topic.

By Brian X. Chen
If 2017 taught you anything about personal technology, it’s that
the onus is on you to protect your personal data and devices.

6. Sharing Too Much as “Public”
A lot of us probably haven’t checked our Facebook privacy
settings to see what they are set to in many years. Everything
you post could be set as shared with 'Public' and you might not
even realize it until you review your Facebook privacy settings.
You should revisit these settings periodically and use the tools
that Facebook provides for securing content that you have
posted in the past.

Tech companies aren’t going to do that for you. (In fact, they are
generally the ones failing you.) So why not make protecting
yourself your New Year’s resolution?
Last year, I recommended some resolutions for making your tech
less frustrating, like doing regular maintenance on your devices,
being a strategic shopper and purging the e-waste sitting around
your home.

Facebook has a tool that allows you to change all your previously
shared content and makes it all “Friends Only” (or something
more restrictive if you prefer). Check out our Facebook Privacy
Makeover article for some other Facebook privacy housekeeping
tips.

But this year’s cybersecurity nightmares, from the ransomware
attack to the Equifax hack, underscored the need to protect
yourself. Here are some recommendations for living a safer
digital life this new year.

7. Location Sharing

Update Your Software

We share our location a lot on social media without thinking
twice. Check out our article on Why Location Privacy Is
Important to find out why you probably shouldn’t share this
information with others.

One of the most damaging cyberattacks
this year involved ransomware, a form of
malicious software that locks up people’s
data and threatens to destroy it if a
r a n s o m i s n o t p a i d . I n M a y, t h e
ransomware known as WannaCry aﬀected
more than 200,000 Windows computers in
150 countries. Security experts believe the
malware spread through machines by
getting people to download it via email.

Brian X. Chen posted the following article to nytimes.com on
December 27, 2017. tinyurl.com/y7gzbd6w © The New York
Times Company. He is the lead consumer technology reporter at
The New York Times, and has been a technology commentator
on a number of radio and television programs.

Here’s the kicker: Microsoft had already released a security
update that would have prevented the WannaCry malware from
12
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infecting machines. But the hacked computers were behind on
downloading the updates. The cybercriminals generally targeted
hospitals, academic institutions, blue-chip companies and
businesses like movie theater chains. But this episode was an
important reminder that keeping your software up to date is
crucial.

sell and disclose non-personal information for any purpose” and
that data can be used “to build anonymous market research
products and services.” Still, people were understandably
outraged by the misleading nature of Unroll.me. A company that
promised to rid you of spam mail scanned your inbox and sold
information about you to other companies, including marketers.

This rule of thumb applies to anything that touches your
information security:
operating systems, antivirus
software, your internet router,
your password management
app and your web browsers.
Keep these important
components up to date with
the latest security
enhancements, and you will
be better oﬀ than most.

So make it a habit to read a company’s privacy policy. As boring
as it sounds, a bit of reading will go a long way. I recently
considered using a free internet service for sending a fax, and
upon reading the privacy policy I learned that the company
collects sensitive information like Social Security numbers and
driver’s license numbers. (I went out and found a traditional fax
machine instead.)

Delete Unnecessary Apps
The Unroll.me episode also raised
awareness of the sheer number of
third-party apps that may be
leeching oﬀ your personal
information. There are probably
apps and web services you don’t
remember downloading or
subscribing to, and they could still
have access to your data.

Read Privacy Policies
Amid Uber’s laundry list of
scandals, which included
sexual harassment
accusations and an
undisclosed security breach,
there was an important
revelation that everyone can learn from. It involved Unroll.me, a
free service that unsubscribes you from junk mail.

A t l e a s t o n c e a y e a r, i t ’s
worthwhile to do an audit on your
third-party apps. On your
smartphone, delete apps that you
have not touched in several months. For a clean break, in some
cases you will also have to visit the company’s website and
request that your account be deleted entirely.

To gather intelligence about its competition, Uber bought
information about its main rival, Lyft, from Unroll.me. How did
Uber do that, exactly? Unroll.me scanned the contents of its
users’ inboxes and sold anonymized data, information that did
not have individuals’ names attached to it — in this case,
emailed Lyft receipts — to Uber.

Also check your primary online accounts, like Facebook, Twitter
or Google, to see which apps are hooked into them. Chances are
you have used those accounts to quickly sign up for a web tool
or app. The ones you never use may still be leeching oﬀ your
personal data, so you should disable them.

Many were shocked to learn about Unroll.me’s business model.
But the truth was always there in the fine print: the company’s
privacy policy clearly stated that “we may collect, use, transfer,
13
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On Facebook, go to the settings page and click on the Apps tab
to see which apps are connected to the account. On your Google
account page, you can find a similar apps list labeled
“Connected apps & sites.” And on Twitter, go to the Apps page
under “Settings and privacy.”
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service.
VPNs aren’t perfect. They often slow down internet speeds
significantly, and some apps or services don’t work properly
when you are connected to a VPN. But everybody can benefit
from using a private network, especially in certain situations, like
connecting to an open Wi-Fi network at a cafe or an airport.

On my neglected Facebook
account, for example, I had 82
connected apps. After removing
many unused or defunct apps, like
LivingSocial, Words With Friends
and Draw Something, I had 32 left.

Protect Your Hardware
Smartphones like Apple’s iPhone X and Samsung’s Galaxy Note
8 reached several milestones this year. Their screens look terrific,
and they are incredibly
fast — and they are
pricier than past
smartphones. The iPhone
X costs upward of $999,
and the Galaxy Note 8
costs around $950. The
downside is they are not
more durable than
previous phones.

Use a VPN
In April, Congress voted to overturn
privacy rules that would have made
it more diﬃcult for broadband
providers like Comcast and Charter
to track and sell information about
your browsing history to advertisers.
The stronger privacy rules never went into eﬀect, meaning
nothing changed. But the privacy repeal underlined the sheer
magnitude of data that internet service providers can collect and
share about you. Subscribing to a virtual private network, or
VPN, is a meaningful safeguard for your online privacy.

The trend with these
fancy new smartphones
is to make the display
take up as much of the face as possible. That means that a larger
part of the body is composed of glass, which is susceptible to
shattering. (The iPhone X even has a glass back so it can be
charged wirelessly.) This trend is likely to continue, because
people love having more screen.

When you browse the web, a broadband provider helps route
your device’s internet traﬃc to each destination website. Every
device you use has an identifier consisting of a string of
numbers, also known as an IP address. When you are on the
internet, a service provider can see which devices you use and
which sites you visit.

So now is a good time to start investing in protecting your
smartphone. Get a case or a screen protector — or both. Screen
protectors help protect screens from scratches, which weaken
the structural integrity of a display and may eventually lead to
large cracks. A good case will protect your phone from scratches
and absorb impact in those areas when your device is dropped.

VPNs help cloak your browsing information from your internet
provider. When you use VPN software, your device connects to a
VPN provider’s servers. That way, all your web traﬃc passes
through the VPN provider’s internet connection. So if your
internet provider was trying to listen in on your web traﬃc, all it
would see is the VPN server’s IP address connected to the VPN
14
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J. D. Biersdorfer posted the following article to the nytimes.com
on July 7, 2017. tinyurl.com/y8fv38jj © The New York Times
Company. She has been answering technology questions for The
New York Times since 1998 and is the author or co-author of
eight books on consumer-technology topics.
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LastPass as the best passwordmanager app. LastPass and
Dashlane both have free
versions to download, but they
oﬀer premium plans with perks
like technical support and
expanded syncing. LastPass
Premium costs $1 a month,
while Dashlane Premium is a
monthly $3.33.

Taking Your Passwords With You
Anywhere
By J. D. Biersdorfer
Q. I went on a trip without my logins and passwords, which I
keep in a paper notebook at home. Is there a way to keep such
information protected in my laptop or iPhone?

The 1Password app also got
good marks for those who
primarily use Apple hardware,
thanks to its wide range of
features for iPhones, Macs and
the like. 1Password has a free
30-day trial period, and its basic
plan costs $2.99 a month.

A. The password manager app is an electronic equivalent of the
paper notebook stuﬀed with user names and passwords, and
there are several of these programs to consider for your next trip.
LastPass, Dashlane and 1Password are three apps that routinely
get good reviews and work on Android, iOS, Windows and Mac
systems.
A password manager program serves as an encrypted vault for
the login credentials you use for the various sites and services in
your online life. Once you set up the program, you need only to
remember one password to unlock the vault; fingerprint
recognition and PIN codes are also used in many cases. The app
can serve as a digital notebook where you jot down your
preferred passwords; some apps even nudge you to create
stronger passwords if the ones you use are deemed too easy to
crack.

The 1Password app is one
of several well-reviewed
password manager apps
for mobile and desktop
systems that let you keep
your library of login
information locked up until
it is needed.

Most good apps in this category can also do the hard part for
you by creating and saving a unique, complex password for each
login that it automatically uses when you visit that site. In
addition to passwords, many apps can also store information
(like insurance cards and credit card numbers) and issue security
alerts when you need to change a password.
The Wirecutter, a product recommendation site owned by The
15

If you want to have a look at
each app and how it works
before you make a decision,
each company has made videos
to demonstrate the software —
LastPass, Dashlane and
1Password all have YouTube
channels of their own. In addition
to viewing promotional material,
you can watch tip clips and
tutorials for each app.
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J. D. Biersdorfer posted the following article to the nytimes.com
on July 27, 2017. tinyurl.com/ydego23v. © The New York Times
Company.
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Should the common methods of evading aggressive web pages
fail you — like quitting the program or closing the tab — move up
to the system utilities for shutting down misbehaving apps. Press
the Control, Alt and Delete keys (or the Control, Shift and Escape
keys) to get to the Task Manager on a Windows PC or press the
Command, Option and Escape keys on a Mac to open the Force
Quit Applications box so you can exit the browser.

Escaping A Malware Trap
By J. D. Biersdorfer
Q. How do you get out of a fake tech-support scam page without
having to reboot the whole computer?

If you find the malware is interfering with your ability to use those
system management tools, shut down the whole computer
(holding down the power button often works), but disable your
internet connection before you restart the computer. You can do
this by temporarily turning oﬀ your wireless router or unplugging
your Ethernet cable. When you start up your system again
without an internet connection, the browser should not be able to
reload the malicious page.

A. Depending on the malware powering the fraudulent page and
your browser settings, you have a few escape routes. Some
malicious pages can be particularly persistent in trying to scam
you, by repeating audio loops about “infections” and interfering
with shortcuts for closing page tabs. If you have your browser set
to automatically reopen page tabs, you may also be back where
you started with the unwanted page even after you quit the
program and open it again.

Now, close the oﬀending tabs and adjust your browser’s settings
so the program does not reopen the same pages when you start
it again. When you have done that, restore your internet
connection. As a general precaution after the encounter, scan
your computer with your system’s antivirus program. Some
poisoned sites can download malicious software before you
realize it, so an up-to-date security solution is essential for
modern web browsing.
Fraudulent technical-support pages have become increasingly
sophisticated and assertive, and most use realistic graphics and
social engineering to trap nontechnical users. To help educate
the public, Microsoft has created a Tech Support Scams page
with videos, examples and advice on how to recognize and
report these types of sites.

Browser-based technical support scams like this one are all over
the web. Genuine system alerts from Microsoft do not instruct
you to call “help desk” telephone numbers. C
16
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Jeﬀ Gamet posted the following article to macobserver.com on
December 5, 2017. http://tinyurl.com/ybwbo7uk. © The Mac
Observer Inc. He is the Mac Observer’s Managing Editor, and cohost of the Apple Context Machine podcast.

Here’s How To Add Money To Apple Pay
Cash Or Change Linked Bank Card
By Jeﬀ Gamet
Want to add money to your Apple Pay Cash account, or change
the card it uses for payments? Read on to learn how to do both.
Apple Pay Cash is Apple’s new electronic payment system
introduced in iOS 11.2. You can use it to send and receive money
in the Messages app. The service links to your bank debit to
cover charges that exceed whatever is in your Apple Pay Cash
account. During beta testing you could link a credit card, too, but
that doesn’t seem to be possible in the public release.

Tap the Info button (left) to add cash to your card (right)
How to Change the Bank Card Linked to Apple Pay Cash

You can load money into your Apple Pay Cash account to use for
payments when sending money in the Messages app. Here’s
what to do:

If there isn’t enough money in your Apple Pay Cash account to
cover a transaction your bank card kicks in to cover the rest.
You’re better oﬀ using a debit card to avoid the standard 3% fee
you’ll pay with a credit card. Right now debit cards appear to be
the only option. Here’s how to see, and change, which bank card
is linked to your Apple Pay Cash card:

•
Open the Wallet app on your iPhone, or go to
Settings > Wallet & Apple Pay on your iPad

•
Cash card

•
Tap your Apple Pay Cash card. iPhone users need
to tap the Info button after tapping on their card.

Add

Add Money to Apple Pay Cash Account

•

Choose Add Money

•

Tap Add

•

Start as if you’re adding money to your Apple Pay
After you set an amount to add to your card tap

•
Now you’ll see which card is linked to your Apple
Pay Cash card. If that isn’t the card you want to use, tap it to see
a list of available cards.

•
Choose how much money you want to add to your
card. The minimun amount is US$10.

•
Select the card you want to use from the cards
linked to your Apple Pay account
•
17
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Jeﬀ Gamet posted the following article to macobserver.com on
December 21, 2017. tinyurl.com/yckgu9b5. © The Mac Observer
Inc. He is the Mac Observer’s Managing Editor, and co-host of
the Apple Context Machine podcast.

Here’s How To Monitor Your iPhone
Battery Health From Your Phone Or Mac
By Jeﬀ Gamet
Now that we know Apple controls device performance on older
iPhones to avoid battery-related issues, maybe it’s time to pay
closer attention to your battery’s health. You can do that easily
from your iPhone or your Mac. Read on to learn how.
Wallet showing your default Apple Pay Cash card (left) and
alternate card choices (right)

iPhones with older batteries were shutting oﬀ without warning, so
Apple addressed the problem by essentially slowing down the
processor. The issue was that the occasional peak power spike
the processor needed over taxed batteries that couldn’t hold a
full charge any longer. By spreading the processor requests over
more cycles the battery strain was reduced and the phones
stopped randomly shutting oﬀ.

Just because you have more than one card linked to Apple Pay
doesn’t mean you can use any of them with Apple Pay Cash. My
debit card, for example, showed up as a valid Apple Pay Cash
option, but none of my credit cards did. I also didn’t see my
Apple Store gift card as an option, so it looks like buying gift
cards at a discount to get free money is right out.

If you want to track your battery’s overall health so you know
what to expect from your iPhone’s performance you can do that
from your phone or your Mac, and it doesn’t have to cost any
money.

Want to learn more about setting up and using Apple Pay Cash?
Check out TMO’s in depth how-to.

Checking Your iPhone Battery Health on Your Phone
If you want to monitor your iPhone’s overall battery health from
your phone check out Battery Life. The app shows your current
charge, wear level, and run time. You can see your charge
history, too. If you don’t want to see adds and think additional
data in the Today widget and Apple Watch app would be handy,
that’s a US$1.99 in-app purchase.
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coconutBattery monitors your
Mac and iPhone battery health

Checking Your iPhone Battery Health on Your Mac
You can monitor your iPhone’s battery health from your Mac with
coconutBattery. The app is popular staying on top of your Mac’s
battery and it’s also great for seeing how your iPhone and iPad
battery is holding up. You’ll need to connect your iPhone to your
Mac’s USB port to see your phone’s charge and overall capacity,
plus you can see details like model number, serial number, and
manufacture date. coconutBattery is free and you can upgrade to
coconutBattery Plus with additional device data for $9.95.

Apple isn’t saying what it’s threshold is for reducing performance
for weak batteries, but anecdotally it looks like when your battery
won’t charge beyond 80% of original capacity you’ll see the
change. That number comes from several Reddit users saying
that’s when they noticed their iPhone got slower, so if nothing
else it’s a nice marker point for watching to see if your
performance degrades.
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bottom of iPad to make sure there’s nothing stuck in there.

iPad Says Not Charging” When Plugged
Into Computer? Here’s The Fix

This probably sounds silly, but it’s more common than you might
think to find some kind of stuﬀ jammed into the lighting port on
the bottom of iPad, particularly if the iPad gets placed into bags
often, or gets used frequently by kids. Mystery lint, play dough,
food particles, a grain of rice, dirt, rocks, you’d be surprised at
the strange things that can end up jammed into the little charging
ports which will prevent the thing from charging at all, so be sure
you thoroughly check it and make sure it is clear of obstruction.
Anything that interferes with a connection can prevent the device
from charging, and while crud prevents iPhone from charging far
more often than it might on an iPad, it can still happen to the
tablets too.

You may have noticed that iPad can be charged not only with the
included iPad charger, but also by using an iPhone charger, or by
connecting an iPad to a computer via USB cable to charge.
While all of these methods will charge an iPad battery, though
some slower than others, sometimes you may encounter an error
message with certain charging methods, where the iPad says it is
“Not Charging”. The “Not charging” message usually shows up
when iPad is plugged into a computer via USB, but sometimes it
will show up when plugged into an iPhone charger as well.
While there are many reasons an iPad may report it is “Not
Charging”, a particularly common reason relates to the power
source, and thus here oﬀers a simple solution. But there are a
few other possible issues that can cause an iPad not to charge
as well, so lets cover the most common reasons an iPad will
show “not charging” message in the top bar of the device, and
what you can do to fix it.

2: iPad Says “Not Charging” When Plugged Into a
Computer with USB? Try This
I frequently see the “Not charging” message on my iPad when it
is plugged into a particular USB port on a particular Mac. This
suggests that given USB port isn’t sending enough power to be
able to suﬃciently charge the iPad, so despite being plugged in it
may continue to run down the battery, or the very least not
actually charge the battery and just show the ‘not charging’
message. Two possible solutions to this are as follows:

1: Wait! Check the iPad Port for Obstructions
Before going any further and tweaking with power cables and
iPad chargers, check the iPad charging port for any potential
gunk, dust, lint, debris, or another obstruction.

• Try connecting the charger cable to a diﬀerent USB port
on the computer

Use a wooden or plastic toothpick and clean out the port on the
20
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• Try a diﬀerent USB cable completely*
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Note you want to use the iPad 12w charger, and not a 5w iPhone
charger, because while the iPhone charger should technically
charge the iPad, it will do so much more slowly simply because
the power output is dramatically less (5w vs 12w). You may also
experience that if a game or something power hungry is running
on iPad while connected to a 5w iPhone charger, the battery may
still drain despite being connected, simply because the charger
power output is dramatically less than what is intended for iPad.
Thus, use the 12w iPad charger, and it should charge just fine.

* You can always buy a Lighting USB cable from Amazon for a
reasonable price here if need be.
Important: if the USB cable is frayed, torn, or otherwise
damaged, you will want to get a new USB cable and use that one
instead. A damaged charging cable will be unreliable at best and
should be replaced as soon as possible, you can get a new
Lighting to USB cable from Amazon for a reasonable price here.
Be sure you get a certified charging cable, since cables that are
not certified often won’t work.

If you somehow lost the iPad 12w charger you can buy a new
one on Amazon for a reasonable price here, some of them are
third party chargers so pay attention to who you order from on
Amazon.

That alone may resolve the issue, but not always.
3: Next, Try Connecting iPad to the iPad 12w Wall Charger

If you’re still having problems you can also see some tips on how
to fix an iPhone that won’t charge here, most of those
suggestions apply to an iPad as well.

A solution that almost always resolves
the iPad “Not Charging” message if it
relates to power insuﬃcient is plugging
the iPad directly into a dedicated iPad
12w charger from a wall outlet. These
come with every iPad sold and look like
a little square block that plugs into an
outlet.

Those three major tips should solve your iPad charging problems
if you see the “Not charging” message in the top bar of the iPad.
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internet connection, and an AirPrint compatible printer.

How to Print Articles Without Ads from Safari in iOS

How To Print Webpage Articles Without
Ads From iPhone Or iPad, And Safari

This method works to strip down a web page or article in Safari
to just focus on the content (text and pictures in the article),
which you can then print out as a simplified clutter free version of
an article. This process works the same on iPhone and iPad,
here’s all you need to do:
1.
Open Safari and head to the web page article you
want to print out (test it out with this very article you’re reading!)
2.
Tap the Safari Reader button in the link URL bar at
the top of Safari, it looks like a series of lines atop one another,
this will enter into Reader mode in Safari for iOS

If you like to print out articles from the web via an iPhone or iPad
you may appreciate this tip, which allows you to strip down a
webpage or any web article so that the primary focus is on the
article text content and photos. Essentially this lets you print out
webpage articles without any of the typical web experience,
removing all razzle-dazzle, ads, social sharing buttons, styling,
widgets, or any of the other elements commonly found on
webpages that are helpful on the web web but not particularly
useful when printed out on paper. The end result will be printed
out articles from an iPhone or iPad that are stripped of anything
other than the article content itself, which makes them more
pleasant to read on printed paper and also should reduce ink
usage as well.
This particular tutorial is focusing on printing articles from Safari
in iOS with an iPhone or iPad, but if you’re a Mac user then you
may want to check out this walkthrough about printing
webpages and articles without ads and styling from a Mac. The
process is a bit diﬀerent, but the end result is the same; you’re
printing out material from the web without any clutter.

3.
Once in Reader mode, tap the Sharing action
button, it looks like a little box with an arrow flying out of it

To try this out you’ll obviously need an iOS device with an
22
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4. From the Sharing action
options, choose “Print”

That’s all there is to it, the resulting printed web pages or articles
should simply include the article text, and related article images –
nothing else.
This works because Safari mode strips out webpage data that is
not directly related to the core content of the web page in
question, and by printing from there rather than the regular
webpage view, you can print out a simplified version of the
article.
By the way, you can also use this trick to save simplified
webpages as PDF files.

5.
Adjust your printer options as necessary and choose the
“Print” button to print the article or web page from Reader Mode,
stripped of any ads or other content

Modern webpages are fairly complex, and printing them out
directly can lead to pages of documents printed out that contain
data that is not really helpful once it’s on paper. The complexity
of modern webpages and articles may be appropriate for the
web, but once it’s printed out most of that styling and splendor
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results in waste of paper. Things like social buttons and poll
widgets may be fun on the web but are useless when printed out,
likewise advertising funds most of the web and allows websites
to serve up great content without users paying directly, but
printing out a banner ad is rather pointless and will just waste ink,
just like printing out any other wildly styled webpage or a bunch
of complex design which is unrelated to the core article. So, save
yourself some paper and printer ink, and print out simplified
versions stripped of any of the clutter, social buttons, widgets,
ads, polls, and other stuﬀ found on the web.

JANUARY 2018

And for Mac users, you can perform the same webpage
simplification process for printing articles without ads in Mac
Safari too. We mentioned that earlier, but it’s worth reminding
everyone again.
You may already know this, but Reader Mode has a lot of other
great uses as well. You can use Reader Mode on iPhone to make
a webpage mobile friendly or easier to read, you can use it to
change the appearance of articles and make text bigger, change
font faces, adjust colors, and much more.
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The case is described as “scratch-resistant.” I believe that
because, unlike some very hard plastic cases, this one is soft to
the touch. And mIne remains scratch free.
Based on my experience with dozens of iPhone cases over the
years, this is one of my favorites. The OtterBox logo is printed on
the side so it doesn’t mar the beauty of the space gray or silver
back.

A Special Otterbox Clear Case For That
Special iPhone X
By John Martellaro

This one-piece design fits very snuggly, and it does require an
adult with strong fingers to remove it from the iPhone. But, as a
reviewer, I admit that my need to install and remove happens
much more often than the normal user. Nevertheless, I quibble
with the product page that says “One-piece slips on and oﬀ in a
flash.”

The Good Stuﬀ
The tight fit may be the only negative of this otherwise excellent
case. The Lighting port is large enough to support slightly
oversize charger plugs. The same goes for the mute button’s
aperture: room for a larger finger to get in there.

The iPhone X is a very special smartphone and deserves a very
special case.
I’ve been using the OtterBox Symmetry Clear Case for several
weeks, and it’s a joy. This case is totally clear polycarbonate and
synthetic rubber on the edges and around the buttons. It has a
soft, warm, but solid feel that protects the iPhone X from
accidental drops. (But no MILSTD is cited.)

I love soft, clear cases that let the iPhone shine through.
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Tim Boyle posted the following article to lifewire.com on
December 9, 2017. tinyurl.com/ybecebgp. © about.com.

The edges wrap around safely without impacting the glorious
edge-to-edge display of the iPhone X. Like any good case, it has
a slightly raised edge that keeps the display from touching the
surface of, say, a desk when you place the iPhone face down.

The 7 Best TV Antennas To Buy In 2017

Cut cords with cable and still get reception with these
top antennas

The bare, glassy iPhone X can be a bit thin and slippery. This
cases adds some heft and some softness that both strengthens
the iPhone X and gives it a good nonslip feel. Plus the raised side
button cover helps you orient the iPhone as there’s no Home
button to provide a visual cue on how to orient it when picked
up.
By the way, it comes into two color choices: Clear and Stardust.
There’s a limited, lifetime warranty. This might seem like technobabble except that OtterBox has a great reputation for standing
behind its products.
All in all, if you want the beauty of the iPhone X to shine through
but need that extra little bit of peace of mind that a fumble won’t
destroy your investment, this is clearly, (yes I did that) a great
choice for US$39.95. (Free shipping.)

Product: Symmetry Clear Case
Company: OtterBox

By Tim Boyle

List Price: US$39.95

If you have a cable subscription you may think TV antennas are a
relic of the past, but did you know broadcast stations (CBS,
ABC, PBS, NBC, FOX) continue to send out their TV signals for
anyone to pick up — for free? All you need is an antenna. For
cord-cutters — folks who have decided to ditch cable in favor of
streaming and Internet-based media—antennas are increasingly
popular because they deliver the few remaining advantages of
cable TV over streaming media — namely, live television. If
you’ve already cut the cord or are considering doing so, take a
look at these antennas and make the transition with ease.

Rating: Outstanding Product. Get It Now!
Pros:
Clear everywhere, soft edges, great button covers and generous
apertures, no obnoxious branding markings, scratch-resistant.
Cons:
Tight-fitting. Requires some strength and patience to remove.
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and sturdy (and it can potentially reach out beyond the promised
50-mile range, up to 60 miles). It will also filter out cellular and
FM signals that could reduce image quality.

Best Overall Antenna: Winegard FlatWave FL-5000
$37
When it comes to finding the perfect TV
antenna for 21st century needs, there’s
very little room for nuance and stylistic
preference. Most people just want the
darn thing to work, right? Well that’s
exactly what makes the Winegard
FlatWave FL-5000 such a competitive
option for the best TV antenna for modern
digital entertainment systems. Aside from
boasting a simple but modest design, it
oﬀers some of the strongest signal
reception you can find for the money.
Specifically, it’s built to pick up signals
from towers broadcasting 35 miles away.
It comes with a 15-inch coaxial cable,
allowing you to position the antenna from a variety of optimal
locations. And there’s no assembly required — just plug it and
and start searching for that optimal signal. The Winegard
FlatWave shows some of the best performance for the category,
and it only costs a little over $30. If you’re a cable-cutter looking
to hold onto some of those broadcast stations, this is your best
bet.

The included 13.2-foot coaxial cable makes it easy to place the
Skytv against a window for the best possible signal and have
enough cord length left over to go directly into a television.
Support for channels such as ABC, NBC, FOX and PBS are
available. Telemundo and Univision are also available for foreign
language speakers who reside in a metropolitan area.

Best Indoor Antenna for Areas w/Poor Reception:
Winegard FlatWave Amped FL5500A
$57
If you live in an area with poor signal
reception but don’t have the will or
means to install an outdoor antenna
— and you want to spend as little
money as possible — you should
look into the Winegard FlatWave
Amped FL5500A. This is more or
less the same antenna as our top
pick, only it includes a signal
amplifier that broadens the reception
range to 50 miles. This also
increases the price tag by a few
bucks.

Best New Release: SKYTV Indoor Amplified Digital
TV Antenna, 50-Mile Range
$100

The FlatWave Amped features Clear
Circuit Technology, which helps cut
out unwanted signal intrusions from
cell phones and radio stations,
ensuring an optimal broadcast signal
at very long distances. It comes with an extra long 18.5-foot
coaxial cable and a USB power supply, delivering a variety of
connectivity options for your entertainment setup.

With more than 50 miles of range, the
Skytv Digital TV Indoor Antenna oﬀers
terrific picture results up to 4K (most
shows are 1080p). Once installed, Skytv
oﬀers access to free channels that
include news, weather, sitcoms, kids
programming and more. The aluminum
foil material construction feels durable
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Best Budget Antenna: HDTV Antenna, 1byone
Indoor Amplified TV Antenna (50-Mile)

JANUARY 2018

Best Outdoor Antenna for Areas with Poor
Reception: Mohu Sky 60 TV Antenna

$47
Not only is the 1byone indoor
antenna one of the best
budget antennas on the
market, but it’s one of the best
on Amazon, period. It’s super
easy to set up (just connect
the antenna to 'ANT IN' on the
back of any HDTV and place it
in an optimal position) and will
score you all your local
channels for free. The antenna
is lightweight, so it can be
hidden and hung easily, but
it’s also white and sleek so that
if you don’t tuck it away, it’s not obnoxiously obtrusive.
The antenna comes in four diﬀerent models, ranging from 25
miles for $12.99 to 50 miles for $29.99, with 50 miles being the
strongest and thus picking up the most channels. Not confident
buying a budget product? It’s 30-day return policy and 12-month
warranty should calm your worries.
$150
If your nearest broadcast tower is between 35 and 60 miles
away, don’t panic — you can still capture those distant vestiges
of urban civilization. You just need a signal amplifier. Most of
these devices come equipped with the antenna; they’ll just cost
you a bit more. If price is no concern, the Mohu Sky 60 TV
Antenna is worth looking into. It delivers free broadcast television
from a range of up to 60 miles — all of it boosted through an
internal 15 dB amplifier. It features something called CleanPeak
Filter technology, which filters out cellular and FM signals and
limits noise. This provides a clearer picture, as well as access to
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free HD (1080p) channels. A note, however: this thing is intended
for outdoor use. While you can install it in an attic and receive
optimal signal, it is not exactly plug-and-play. It includes a 30foot high performance cable, as well as dual power options: USB
or power cube.
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Runner-Up, Best Overall: RCA Ultra-Thin, Indoor
Amplified HDTV Antenna
$70
If you live in a remote area with
poor broadcast signal
reception, and you don't want
to install an outdoor antenna—
and, for whatever reason, the
Wineguard FlatWave Amped is
unavailable—then we would
recommend picking up the
RCA Ultra-Thin, MultiDirectional, Indoor Amplified
HDTV Antenna. Through the inl i n e s i g n a l a m p l i fi e r w i t h
SmartBoost technology, this
thing is designed to deliver a
clear television signal from up
to 60 miles out. It includes a
12-foot coaxial cable and can
be found for around $60. The
price tag and some so-so online reviews led us to believe the
RCA is not as reliable of an antenna as the Winegard FlatWave
Amped, but sometimes your options are limited—especially
when you’re talking about antiquated broadcast technology. One
of the good things about analog tech, however, is that its pretty
much reached its limit—you don’t have to worry about anything
being outmoded within a few years. Just plug it in and forget it.

Best Design: Mohu Curve 30 TV Antenna
$50
If you’re in the market
for an indoor antenna
but you want to make
sure the thing won’t be
an eyesore for you and
your guests, consider
the Mohu Curve. This
thing oﬀers an elegant,
curved design that not
only looks sleek and
modern, but may
actually help conserve
space.
The
antenna oﬀers signal
reception of up to 30
miles. It also includes a
10-foot coaxial cable.
Like any other modern TV antenna, it’s super easy to install: All
you need to do is plug it in and begin searching for an ideal
signal location. But, most importantly, this thing evokes the feel
of a modern home, with a design that may even make guests
wonder what it is. If you want, you can lie and tell them it’s a
work of modern art.
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John Martellaro posted the following article to macobserver.com
on December 15, 2017. tinyurl.com/yakygwuq. © The Mac
Observer, Inc. A scientist and author, he has worked for NASA,
the Oak Ridge National Laboratory, & Apple.
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many consumers on a budget are going to anguish between a
$5K and a $7K decision?
While many observers lament that this Mac can’t be tinkered
with, because of its “pro” moniker, it’s important to remember
those users who appreciate this kind of equipment. Over at
TechCrunch, Matthew Panzarino properly and smartly points out
in this great article:

New iMac Pro Launches A New Wave Of
Macs
By John Martellaro

The [Apple] messaging was interesting to me. It was absolutely,
clearly, a love letter to developers. Most of the Mac and iOS
developers I know use iMacs or MacBook Pro machines –
especially given the limited nature of the Mac Pro as it exists
now.

There’s been some fuss about the new iMac Pro not being
upgradable, but I think that misses the point. It is, after all, an
iMac in essence. Albeit a fast one. And so the real question is
not, why isn’t it upgradable for the pro? Rather, the question is,
who is this kind of Mac aimed at and what signal does it
send about Macs of the future? [Editor bolding]

It certainly feels to me that the criticism about the iMac Pro’s lack
of upgradability is a conceit that overlooks the focus of a
powerful Mac, the promise that it presents and the assuredness
that the coming Mac Pro will be the machine directed towards
the tinkerers. “Apple Continues to Work on All-New Mac Pro With
Upgradeable Design.”
Another conceit that’s easy to float is that Apple doesn’t
understand it’s customers and uses marketing hype to make up
for defects in the design of a new Mac. Nonsense. Again, the
Matthew Panzarino article (above) clearly lays out the case that
Apple knows exactly the kind of customer who needs and will
love a machine like this.

The Giant is Awake
This Mac suggests that the sleeping giant is awake. The strides
made by Apple’s competitors during the Dark Mac Years
(2015-16) suggest that Apple is just getting started with a new
era of Mac thinking. The Mac Pro, which is likely to appear in
2018, is probably not the end of the story. Most assuredly, the
2018 Mac Pro will be expensive. However, the Mac revolution
won’t end there.

iMac Pro available now with delivery on December 27th
The first thing to know about this new Mac is that it’s designed
for users who require great performance out of the box. It’s not
aimed at engineering users who, at first glance, want to go after
it with a screw driver. Those institutional and small business
users are likely to appreciate the convenience and sheer power
and will likely buy it in the configuration they need. After all, how

The bigger story is that Apple now feels that the role of the Mac
can’t be fulfilled without a focus on sheer computational power.
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Enterprise, government and military users got tired of cute Macs
without a lot of power. Given that an iPad Pro or even an iPhone
has enormous computational power, it only makes sense to
reinvigorate the Mac line as a family of very, very fast and
capable machines that just can’t be duplicated any place else, by
any other platform. And can do things no iPad Pro can do.

JANUARY 2018

It’s going to be an exciting next few years with the Mac. Some
Macs will remain aspirational for the average consumer, but
Apple is also smart enough to present us with an invigorated line
of Macs that traditional customers can aﬀord. The jazz of the
best, most powerful Macs will inspire us all to upgrade to the
best possible place in a spectrum of new, very fast Macs with
amazing capabilities inherited from the top of the line.

And so I expect this thinking to extend to the MacBook Pros as
well. Following this logic that a headless Mac Pro will be a virtual
supercomputer, what might be in store for the next Mac mini
could also be a pleasant surprise.

The iMac Pro isn’t the end; it’s the beginning of the new Mac
thinking. I can’t wait. [Editor bolding]
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Dave Hamilton posted the following article to macobserver.com
on December 13, 2017. tinyurl.com/y9p2l97u.·© The Mac
Observer, Inc. He is President and CEO of The Mac Observer, Inc.
and producer and co-host of TMO's Mac Geek Gab Podcast.
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system is right for you.

Summary Chart
Let’s do this in reverse and give you the overview right up front. If
you need or want details, we’ve got them for you in spades, but
here are the broad strokes.

How To Choose The Best Mesh Wireless
System For Your Home

Mesh Wireless Key Feature
Summary

By Dave Hamilton
Mesh wireless systems are all the rage these days, and for good
reason. Mesh networking technology now allows us to have
high-speed coverage everywhere in our homes with no dead
spots and, equally as important, simple setup and management.

Model
Amped
ALLY

There are a lot of products calling themselves “mesh”, and not all
of them share the same features or capabilities. For our
purposes, we define mesh as a system that uses multiple
wireless access points positioned throughout your home that all
broadcast the same wireless network name (SSID) and are all
managed from one interface. This last bit is important because,
in most cases, being managed from one interface means that all
the devices are aware of each other and can work together to
manage the Wi-Fi throughout your home without you having to
worry about it.

eero
Google
Wifi
Linksys
Velop
Luma
Netgear
Orbi
TP-Link
Deco
Ubiquiti
AmpliFi
HD

Sorting your way through this mess of mesh can be a bit tricky,
especially as software updates roll out and features previously
missing from one are added or enhanced. Remember: software
can be changed after you buy, hardware cannot. And while
hardware may seem to be the most important factor to consider
when buying, you need to discern whether your vendor of choice
is likely to update their software at a pace that’s acceptable to
you.

BufferBlo
Intrusion
Ethernet
at
Protectio
Backhaul
QoS
n

Wi-Fi
Radios
2
3 (or 2)

Yes**

Package

Price*

Yes

$149

Yes

$349

2

Yes

$269

3

Yes

$429

2

Coming
Soon

Yes

3

Yes

Yes

2

Yes

Yes

2

Yes**

Yes

$157
$350

Yes

$239
$312

*All prices are in USD for an Amazon Prime-shipped standard
packages from each vendor, current as of the listed publication
date. Amped ALLY and Netgear Orbi come with two units (one
base and one satellite) while all the rest come with three units
(one base and two satellites).

I’ve personally tested every one of the systems here, and they all
perform quite well. Still, there are specific features that we find
important, and even more that you might find important. Read
on, and we’ll teach you how to decide which mesh wireless

**Ethernet backhaul is only available on devices with Ethernet
ports, and the eero Beacons and AmpliFi Mesh Points both just
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plug directly into AC outlets and have no other ports available.

Additionally, if you have a very long backhaul between mesh
points (stretching to an outbuilding, for example), Netgear’s
AC3000 Orbi unit can maintain a 100Mbps connection over
more than 100 feet of distance, including through walls.

Hardware: Streams/Antennas/Radios
The number of antennas describes both the maximum number of
streams any one mesh access point can deliver simultaneously,
as well as how flexible it can be in terms of getting the best
connection to your existing devices. This is expressed by
Transmit x Receive, which you’ll see written as 2x2, 3x3, and
even 4x4 at times.

Hardware: Ethernet Backhaul
Most of us buy mesh systems because our homes are not wired
and we cannot easily run Ethernet wires in our walls. That said, if
you happen to have wires in your walls (or plan to install them),
that can make a mesh system remarkably more eﬃcient.
Ethernet Backhaul support means that the mesh access points
will link with each other over Ethernet, freeing up the wireless
radios for client communication.

Mesh access points with two radios have one each of 2.4GHz
and 5GHz. Devices with three radios include a second 5GHz
radio for enhanced bandwidth to high-speed clients and/or
backhaul (that being the communication between the mesh
itself).
radio.

• Amped ALLY: Not supported.
• eero: First and second gen eero units are all capable of
Ethernet backhaul. The new Beacons lack Ethernet ports and, as
such, are unable to use it.

•Amped ALLY: one 3×3 5GHz radio and one 4×4 2.4GHz

• eero: All first-generation eero devices have two 2×2
radios, as do the new wall-plug-only Beacons. New, 2nd gen
eero units have three 2×2 radios within.

• Google Wifi: Supported.
• Linksys Velop: Supported for everything except setup.
Use Wi-Fi backhaul for setup, then once the system is working
you can move the nodes to Ethernet cables and the system will
automatically reconfigure itself.

• Google Wifi: Two 2×2 radios.
• Linksys Velop: Three 2×2 radios.
• Luma: Two 2×2 radios.

• Luma: Supported.

• Netgear Orbi: Two 2×2 radios for your client devices,
one additional radio only used for backhaul between the Orbi
devices. The AC3000 units have a 4×4 backhaul radio, the
AC2200 units have a 2×2 backhaul radio.
•

JANUARY 2018

• Netgear Orbi: Ethernet backhaul was added December,
2017 with firmware 2.1.1.12.
• TP-Link Deco: Supported for everything except setup.
• Ubiquiti AmpliFi HD: The base units are all capable of
Ethernet backhaul, but the kits come with the mesh points that
plug into the wall, and these do not have Ethernet jacks on them.

TP-Link Deco: Two 2×2 radios.

• Ubiquiti AmpliFi HD: Two 3×3 radios in all HD units.
Advice: In our practical experience, most homes do just fine with
the basic two 2×2 radios. However, if you have a lot of client
devices that are often simultaneously streaming data, having that
third radio of the Velop or 2nd gen eero can be quite helpful.

Advice: if you have wires between your rooms or plan to install
them, make sure you get a system that supports Ethernet
backhaul. Otherwise, don’t sweat it.
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December 15, 2017. tinyurl.com/y73y7g32. © The Mac Observer,
Inc. Andrew is a freelance writer and amateur photographer from
Michigan.
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4.
Once that’s done, open DelayedLauncher. Drag
and drop the apps you want into the DelayedLauncher window.
You can set delays of up to five minutes. The apps will
automatically launch after the period of time you set.

Macos: This Tool Can Help You Speed
Up Mac Login Times
By Andrew Orr
An open source tool called DelayedLauncher can help you speed
up Mac login times. It works by delaying the launch of various
macOS login items, and you can fine-tune it to your heart’s
content. Here’s how to set it up. Credit goes out to Mac Geek
Gab listener Bob Harris for suggesting this app (via email).

Of course, this is most useful for Mac power users who launch a
bunch of apps upon login. If you don’t have much (or anything)
launch, then you probably won’t make much use of it.

DelayedLauncher
1.
To get started, download the app from this page.
Since it’s open source, DelayedLauncher is available on GitHub.
But the actual app is on the Tao Eﬀect blog. Click the ZIP file
with green text.
2.

Now, drag and drop it into your Applications folder.

3.
You’ll need to add it to your Login items by going to
System Preferences > Users & Groups > Login items. Click
the plus button and find the app.
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OmniDiskSweeper has discovered some large files hanging
around buried deep in one of these temporary system folders of /
private/var/folders/ further buried in /g7/7p9s/T/TemporaryItems/,
with those many temporary items eating up a grand total of
44GB of disk space, hardly a soft footprint:

January 13, 2016

How To Remove Temporary Items &
Bloated /Private/Var/Folders/ In Mac OS
X The Safe Way

How to Remove Temporary Items from Mac System
Folders
You want those files removed so you can regain that disk space,
obviously. What should you do? Should you delete the files
yourself? Is it possible to clear them out? The answer to this is
both NO and YES, NO you should never clear those temporary
cache items yourself, but YES you can have Mac OS clear out
the temporary files itself. This may sound confusing but it’s really
not, and getting Mac OS X to clean house and ditch those
potentially enormous files is really simple.

Mac OS creates various system level folders of temporary items
and caches, which typically remain hidden from the average Mac
OS X user. Nonetheless, Mac users using various disk
management utilities and apps like OmniDiskSweeper will come
across these various temporary item folders in Mac OS X, often
at locations like /tmp and /private/var/ and /var/folder.
Sometimes the items in these directories can be huge and take
up dramatic amounts of disk space, which leads many Mac
users wondering if they can safely delete the contents of the
various /private/ folders.

NO, you should never manually delete items in the system
temporary folders
The /tmp, /private, /var, /var/folder directories should never be
manually adjusted, modified, or otherwise changed by the user in
anyway. There are rare exceptions to this with very specific
circumstances for advanced users who backup, but for 99% of
the cases, no user involvement should happen in these system
level temporary directories. No, do not go into those folders and

For example on this particular Mac which is rarely rebooted,
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delete files even if they are large, you should should never
manually intervene in these directories. Doing so may damage
your Mac OS installation and may prevent OS X from booting or
behaving as expected.

will delete themselves as deemed necessary by the Mac. This
allows the OS to sort through the temporary files and caches and
determine what is needed and what is not, which will clear out
the vast majority of the stuﬀ that has built up in there, particularly
if the Mac hasn’t been rebooted in a long time, if you’ve
uninstalled a ton of apps recently, or have performed a variety of
other system actions.

OK so what if you have 40GB of temporary garbage stored in
these folders, you want to remove that data obviously, how
should you get Mac OS X to ditch the temporary files it is holding
onto? Can you remove the temporary data another way?

If for some reason you reboot the Mac and the temporary files
and tmp folders are still bloated with who knows what, you can
reboot into Safe Mode by rebooting the Mac and holding down
the Shift key, this performs additional measurements to get rid of
temporary files and caches, when the Mac has finished booting
into Safe Mode, rebooting back as usual should get things in
check as expected.

YES, you can clear out those temporary folders by letting
Mac OS X perform regular functionality
Yes, you can get those temporary /private and /tmp folders to
clear their contents by allowing OS X to run through it’s own
typical maintenance routine.

And if you came across these folders because you’re running out
of storage, check out some tips to free up disk space on the
Mac, or do a file size based search, you’ll likely find something
appropriate for recovering some space for your situation.

Do not manually delete items in /private/var/ or /var/folders, you
could break something or cause a problem with Mac OS X.
So what’s the trick to delete these files and have Mac OS clean
house on it’s own?

How to Safely Clear Temporary Items & /private/var/
folders/ in Mac OS X
The solution to remove temporary items in Mac OS X is
remarkably simple: reboot the Mac.
1.

Save whatever you are working on

2.

Pull down the  Apple menu and choose “Restart”
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3.
Reboot the Mac, the temporary system folder items
and caches will be cleared automatically on boot
Simply rebooting the computer is usually enough to clear out the
entire bloated temporary section of Mac OS system files.
By rebooting the Mac, you will trigger the built-in cache clearing
functions of Mac OS X upon boot and the unnecessary contents,
caches, and temporary items in /private/, /var/, and /var/folders/
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To address questions about Mac's sleep function, we first need
to know about the various sleep modes the Mac supports. Since
2005, Apple has provided three basic sleep modes.

Mac Sleep Modes

What Really Happens When You Put
Your Mac To Sleep?

•
Sleep: The Mac's RAM is left powered on while it's
sleeping. This allows the Mac to wake up very quickly because
there's no need to load anything from the hard drive. This is the
default sleep mode for desktop Macs. This mode is also called
hibernatemode 0.

Is This The Right Sleep Mode for Your Mac

•
Hibernation: In this mode, the contents of RAM are
copied to your startup drive before the Mac enters sleep. Once
the Mac is sleeping, power is removed from the RAM. When you
wake the Mac up, the startup drive must first write the data back
to the RAM, so wake time is a bit slower. This is the default sleep
mode for portables released before 2005. This mode is also
called hibernatemode 1.
•
Safe Sleep: The RAM contents are copied to the
startup drive before the Mac enters sleep, but the RAM remains
powered while the Mac is sleeping. Wake time is very fast
because the RAM still contains the necessary info. Writing the
RAM's contents to the startup drive is a safeguard. Should
something happen, such as a battery failure, you can still recover
your data.

By Tom Nelson
Question:
What Really Happens When You Put Your Mac to Sleep?
When I use Mac's sleep mode, what really happens? Is sleep the
same as safe sleep? Are sleep or safe sleep modes really safe?
Are there any security concerns? And can I change Mac's
method of sleeping?

Since 2005, the default sleep mode for portables has been Safe
Sleep, but not all Apple portables are capable of supporting this
mode. Apple says that models from 2005 and later directly
support Safe Sleep mode; some earlier portables also support
Safe Sleep mode. This mode is also called hibernatemode 3

Answer:

What Happens When Your Mac Sleeps

Macs have had a sleep mode for saving energy and quickly
turning back on for quite a while. Yet, questions about what
happens to a Mac when it sleeps remain perennial favorites
among frequently asked questions.

The only diﬀerence between the various Mac sleep modes is
whether the contents of RAM are first copied to the hard drive
before the Mac enters sleep. Once RAM contents are copied, all
Mac sleep modes then execute the following functions:
37

VOLUME 29, NUMBER 1
•

MAIN LINE MACINTOSH USERS GROUP

The processor is put into a low-power state.

Assuming you have the Ethernet set not to respond to a WOL
signal, your Mac should be completely invisible to any
network access. [Editor bolding] The same should be true of
AirPort-based wireless access.

•
The video output is disabled. Connected displays
will enter their own low-power state if supported.
•
Apple-supplied hard drives will spin down. Thirdparty internal and external drives may spin down (most do).
•

Third-party Ethernet cards and wireless solutions, however, may
remain active during sleep.

Optical media drives spin down.

Is Sleep or Safe Sleep Safe?

•
Power to the RAM memory is removed (Hibernation
and Safe Sleep modes).

As mentioned under the Security Concerns section above, your
Mac is as safe when asleep as it is when awake. It can even be
slightly safer since network access is usually disabled during
sleep.

•
Ethernet port is disabled. This actually depends on
system settings, which can allow the Ethernet port to respond to
a WOL (Wake on Lan) signal.
•
•
keyboard).

Safe sleep is much safer than normal sleep because all RAM
contents are first written to the hard drive. Should power fail
during sleep, your Mac will recreate the state it was in when it
first entered sleep. You can see this occurring when you first
recover from a power failure during a safe sleep session. A
progress bar will display, as the contents of RAM are recreated
from the hard drive data.

AirPort functions, if any, are disabled.
USB ports have limited functionality (respond to

•

Audio input and output are disabled.

•

Keyboard illumination, if present, is disabled.

•

Expansion card slot is turned oﬀ (portable Macs).

JANUARY 2018

Is it Possible to Change Sleep Modes?
Yes, it is, and it's fairly easy to do with a few Terminal
commands. You can find instructions for changing sleep modes
in the "Change How Your Mac Sleeps" article.

•
Modem, if present, is disabled. This depends on
whether the modem is configured to wake when it detects a ring.
•
Bluetooth is disabled. This depends on the
Bluetooth system preference, which can allow Bluetooth devices
to wake your computer.

Security Concerns When Sleeping
When it's asleep, your Mac is subject to many of the same
vulnerabilities as when it's awake. Specifically, anyone who has
physical access to your Mac can wake the Mac from sleep and
gain access. It's possible to use the Security system preference
to require a password to access your Mac when waking it from
sleep. But this only provides a minimum level of protection,
which can be sidestepped by knowledgeable individuals.
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Jared Newman posted the following article to techhive.com on
D e c e m b e r 2 8 , 2 0 1 7 . t i n y u r l . c o m / y 9 q a n l j r. © I D G
Communications, Inc. He is a writer for PCWorld and TechHive.

includes handy buttons for TV volume and power. Unless you feel
like spending more than double on an Apple TV 4K or Nvidia
Shield TV, this is the UltraHD streamer to get.

The 2017 Cord-Cutter Awards

Read TechHive's review

Streaming and OTA TV options flourished this year amid cable

$59.99

Most-improved streaming platform: Nvidia Shield TV

By Jared Newman
2017 was a year of reckoning for traditional TV providers and
networks, as people ditched their cable and satellite
subscriptions in record numbers. And just as we’ve seen over the
past few years, more cord-cutting means more new streaming
services, along with better devices on which to watch. Here’s the
best of everything that cord-cutting had to oﬀer this year:

Calling the Nvidia Shield TV a platform might not be fair, since it’s
based on the same Android TV software as several other smart
TVs and streaming boxes. Still, Nvidia’s $170 set-top box goes
above and beyond, optionally doubling as a Plex server, an overthe-air DVR, and a SmartThings hub.

Best new streaming hardware: Roku Streaming
Stick+
Roku’s Streaming Stick+
isn’t the first 4K HDR
device to hit $70—that
honor went to Google’s
Chromecast Ultra last year
—but it’s by far the best
value. The Streaming
Stick+ combines Roku’s
fast and simple interface
with a new remote that

[ Further reading: The best media streaming devices ]
It’s also currently the only Android TV box with Amazon Prime
Video support, and the only one to oﬀer hands-free Google
Assistant voice commands without a separate smart speaker.
(Instead, Nvidia uses the microphone inside its own game
controller, which is sold as a $30 add-on.) With most of those
improvements arriving this year, the Shield TV has singlehandedly brought excitement to a platform that even Google
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seems to keep at arm’s length.
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Read TechHive's review

Read TechHive's review
$198.86

Most-improved streaming service: FuboTV

Best new streaming service: YouTube TV

FuboTV’s sports-centric streaming bundle spent a good portion
of 2017 in rough shape, with TV apps that were buggy,
inconsistently designed, and missing key features such as DVR
support. (Supposedly they were in beta, but an alpha tag
might’ve been more appropriate.)
Over the past few months, Fubo has turned things around, with
slick new designs on Apple TV and Roku, plus some important
channel additions such as the NFL Network and MSG in New
York.

In the battle of the streaming bundles, YouTube TV oﬀers the
best value, with local broadcast channels, regional sports
networks, ESPN channels, cable news networks, and a couple
dozen entertainment channels for $35 per month. Its mobile apps
demonstrate how streaming bundles should be done, combining
simple top-level menus with powerful search features around the
edges.

Read TechHive's review

Now it just needs broader support for TV devices such as Apple
TV and Roku. (Both are coming early next year.)
Runner up: Philo, whose $16 sports-free streaming bundle
should make ESPN nervous.
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Best new use of an over-the-air antenna: Fire TV
Edition Televisions
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Best new streaming TV feature: Hands-free voice
control

Hands-free voice control is a laziness enhancer. Whenever you’re
feeling too comfy on the couch to reach for the remote, just use
your voice to control a Chromecast with Google Home, or to
control a Fire TV with Amazon’s Echo. The concept is still a work
in progress, since each streaming app has to build in its own
voice support, but when it works, it sure beats having to move.

Amazon made a surprise entry into the smart TV business this
year, working with Element, Westinghouse, and Seiki to launch
several 4K sets. More surprising, though, was the extent to which
these TVs integrated with over-the-air broadcasts. Recentlywatched channels appear directly on the home screen and are
accessible through Alexa voice commands, while plugging in
USB storage lets users time-shift live TV. Now all Amazon needs
to do is clean up its interface in general, and bring those OTA
features to its Fire TV streamers.

Lifetime achievement award: SiliconDust

Runner up: AirTV, a new Dish Network brand whose hardware
combines over-the-air and streaming channels inside the Sling
TV app.
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The maker of HDHomerun networked tuners has been around for
more than a decade now, letting you stream live TV from an
antenna to devices around the house. This year, HDHomerun got
a boost from more DVR options that make use of those
networked tuners, including Plex DVR (which came out of beta
after last year’s launch), Channels DVR (for Apple TV users), and
SiliconDust’s own HDHomerun DVR service.
SiliconDust even launched a new version of its basic Connect
over-the-air tuners, including a quad-tuner model. Although
setup is still somewhat of a hassle, no other over-the-air DVR
product is as versatile.

Cord-cutting MVP: Hulu

On top of its long-running library of network TV shows, this year
Hulu scored an original hit in The Handmaid’s Tale (the first
streaming show to win a "Best Drama" Emmy award) and
launched its long-awaited streaming channel bundle. The latter is
still in beta—and its interface needs work—but it’s a great value
for existing Hulu subscribers at $40 per month with the ondemand service bundled in. While it may not be the only
streaming service you need, it’s getting close.
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Tom Nelson posted the following article to lifewire.com on
December 20, 2017. tinyurl.com/yckz5736.© About, Inc.
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Camp. Boot Camp, included free with your Mac, allows you to
install Windows and then lets dual boot between Mac or
Windows when you start up.

The 5 Best Ways To Run Windows On
Your Mac

Because Boot Camp runs Windows directly on your Mac's
hardware (there is no virtualization or emulation to be performed)
Windows can run at the best possible speed your Mac is able to
deliver.

Boot Camp, Virtualization, Wine, Crossover Mac, Remote
Desktop

By Tom Nelson

Installing Windows on your Mac is no more diﬃcult than installing
Windows on any PC. Apple even provides the Boot Camp
Assistant to partition the startup drive to make room for Windows
as well as to install all the drivers Windows will need for all of the
special Apple hardware.

While Mac hardware is perfectly matched to the macOS, but it is
not the only operating system that can be run on your Mac's
hardware.
Regardless of the reasons you'd want to, plenty of other
operating systems, including many of the Window and Linux
operating systems, are able to run on your Mac. That makes the
Mac among the most versatile of computers you can buy. Here's
what we'd use to install Windows on a Mac.

Pro:
Supports Windows 7, 8.1, and 10
Windows runs natively on the Mac hardware for best
performance
Con:

Boot Camp

Requires full Windows license for the initial install
Can't run Windows and Mac OS concurrently
More »

Virtualization

Use Boot Camp Assistant to partition your Mac's startup drive.
Screen shot courtesy of Coyote Moon, Inc
Perhaps the best-known option for running Windows is Boot
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Parallels Wizard used for installing guest OS. Screen shot
courtesy of Coyote Moon, Inc.
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Pro:
Concurrent operations let you run both the Mac OS and
any guest OS you wish side-by-side

Virtualization allows multiple operating systems to run on
computer hardware at the same time or at least for practical
purposes it seems like the same time. Virtualization abstracts the
hardware layer, making it look like each operating system has its
own processor, RAM, graphics, and storage that it needs to run.

You're not limited to just Windows, a large number of
guest OSes are supported
Con:

Virtualization on the Mac makes use of a software layer called
hypervisor to emulate all the underlying hardware. As a result, the
guest operating system running on the virtual machine does not
run as fast as in Boot Camp. But unlike Boot Camp, both the
Mac operating system and the guest operating system can be
running at the same time.

Performance tuning and customization is needed to
achieve the best performance
May impact the performance of your Mac

Wine

There are three primary virtualization apps for the Mac:
Parallels - The first to bring virtualization to the
Mac. Parallels supports a wide range of guest OSs including
Windows, Linux, and Mac.
VMWare Fusion - Fusion is the Mac virtualization
app oﬀered by VMWare (a long time leader in virtualization
technology.) Fusion supports the installation of many diﬀerent
operating systems including Windows, Linux, and the Mac OS.
VirtualBox - Oracle supports an open source
virtualization app known as VirtualBox. This free virtualization
app runs on multiple computer systems including the Mac. Like
the other virtualization apps, VirtualBox can be used to run many
diﬀerent operating systems including Windows, Linux, and the
Mac OS.
Installing the virtualization apps themselves is similar to any other
Mac app you install through the installation of the guest OS can
be a bit more involved with a bit of customization required to
obtain the best performance. All three apps have lively forums
and support services to help with tuning the performance.

Have a favorite Windows app? Wine can let you run that old app
directly on your Mac without needing a copy of Windows. Screen
shot courtesy of Coyote Moon, Inc.
Wine takes a diﬀerent approach to running Windows apps on
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your Mac. Forgive us, this gets a bit nerdy: Instead of virtualizing
the Mac hardware and running Windows in the virtual
environment, Wine forgoes using the Windows OS completely;
instead, it converts on-the-fly Windows API calls made by the
Windows app to POSIX (portable operating system
interface) calls that are used on Linux and Mac operating
systems.

JANUARY 2018

Crossover Mac

The results is the Window app being able to run using the host
operating systems API instead of those used by Windows. At
least that’s the promise, the reality tends to be a bit less than
promised.
The problem is that trying to convert all of the Windows API calls
is a huge undertaking, and there is no guarantee that an app you
want to use has had all of its API calls successfully translated.
Although the task seems daunting, Wine does have quite a few
app success stories, and that's the key to using Wine, checking
the Wine database to make sure the Windows app you need to
use has been successfully tested using Wine.

Crossover Mac can run Window apps including many games.
Screen shot courtesy of Coyote Moon, Inc.
Crossover Mac
the best use
environment. It
Crossover Mac
Mac.

Installing Wine on the Mac can be a challenge for those not use
to installing open source Linux/UNIX apps. Wine is distributed via
tarballs or .pkg though I would recommend using the .pkg
method which includes a semi-standard Mac installer.
After the installation is complete, Wine has to be run from the
Terminal, though once a Windows app is up and running you will
be using the standard Mac GUI.

is an app from Codeweaver designed to make
of Wine translator (see above) in a Mac
includes an easy to use installer for both the
app and for installing Windows apps on your

There is no need to venture into Terminal as is required with
Wine, Crossover Mac hides all the underlying UNIX bits and bobs
behind a standard Mac user interface.

Pro:

While Crossover Mac is a better user experience, it still relies on
the Wine code for translating Windows APIs to their Mac
equivalents. This means Crossover Mac has the same issues as
Wine when it comes to apps actually working correctly. Your best
bet is to use the database of working apps in the CrossOver
website to ensure the app you want to run will actually work.

Free and requires no Windows license
Large database for checking app compatibility
Con:
Not all Window apps will run
Apps may break when the Mac OS is updated

And don’t forget you can use the trial version of Crossover Mac
to make sure everything works as expected.
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your Mac. Within the window you can manipulate the Windows
desktop, launching apps, moving files around, even playing a few
games, though graphic intensive games or app are not a good
choice due to the limits of how fast the remote Windows desktop
can be sent across a network connection to your Mac.

Pro:
•Easy installation of the Crossover Mac app and Windows
apps
Con:

Installation and setup is easy enough, you can download the app
from the Mac App Store. Once installed you need only enable
remote access on the Windows system, and then select the
Windows system within the Remote Desktop app to access and
use its apps.

•Not all Windows apps will run
•Some Windows apps run but may have features that will
not work
More »

Pro:

Microsoft Remote Desktop

•Free
•Easy to setup and use
Con:
•Performance limited by network bandwidth
•Possible security concerns with allowing connections to a
remote PC

Microsofts Remote Desktop app connected to a Windows 10
computer. Screen shot courtesy of Coyote Moon, Inc.
This option is listed last because you aren't actually running
Windows on your Mac. Once Windows Remote Desktop is set
up, Windows is actually running on a PC and you are connecting
to it with your Mac.
The results are the Windows desktop appearing in a window on
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“yes” instead of “no,” or “yield sign” instead of “stop
sign”).

AI And Humans

Answer: All of the above. And these are just examples of
vulnerabilities reported on an ongoing basis.

Discomfort Zone
By Kathy Garges

In the first two cases, Apple and Samsung had touted the
safety and security of these identification locks. In the third,
Segway responded quickly to address most of the reported
problems, and also discontinued the “Rider Nearby” public GPS
location tracking feature. In the final four examples, researchers
emphasized the usefulness of their methods as adversarial AI or
design initiatives for strengthening AI security and reducing
vulnerability to hacking.

Question: Which of the following have been
reported in the past year in scientific research reports or by
reliable media sources?
o Hackers used a 3D printer to create a mask that unlocked
a state-of-the-art computer face identification lock.
o Hackers unlocked a smartphone by fooling the iris
scanner using a camera, a printer, and a contact lens.

At the same time, new AI advances are often oﬀset by
new privacy issues. For example, researchers have made
progress in machine learning AI that can isolate one human voice
in a crowd of noisy speakers, a diﬃcult hurdle. The benefit: voice
recognition AI will be usable and reliable despite surrounding
noise in a broader range of situations. The privacy and security
risk: conversations you naturally assume are private will be
subject to eavesdropping.

o A security consultant disclosed how to take remote
control of an electric scooter – while someone is riding it.
o Researchers used already-leaked passwords with a
machine learning artificial intelligence program to
dramatically improve guessing of unleaked passwords.
o Researchers showed that a change in one pixel of a
natural image input (perhaps a “wolf”) can change the
category output (perhaps to “dog”) in many deep neural
network AI programs.

We seem to have entered a new zone. New artificial
intelligence and technology are vulnerable to hacking and are
also broadcasting private information about us “in the clear,”
before we can become aware of the risks and add security or
privacy measures or adjust our behavior.

o Researchers validated a program for attacking popular
commercial speech recognition systems with sound
commands inaudible to humans, including commands to
initiate phone calls and manipulate car navigation.

While AI developers play “catch up” to chase and plug
security holes, the resources available to protect ourselves are
few and of limited use. Privacy issues seem to have even lower
priority in AI development than security issues. On the plus side
for privacy, Google has invented a smartphone AI program that
will hide your app display in milliseconds when it detects a

o Researchers fooled voice and image recognition machine
learning systems by adding a quiet layer of noise that
generated normal-seeming but wrong results (perhaps
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stranger looking at your screen. And Facebook recently
announced that its image recognition AI will notify you when an
image of you is posted even if it is not tagged with your identity.

Guoming Zhang, Chen Yan, Xiaoyu Ji, Taimin Zhang, Tianchen
Zhang, Wenyuan Xu, “DolphinAttack: Inaudible Voice
Commands,” August 31, 2017, tinyurl.com/yazt6ej7

In the “self-help” category, an Australian electrician used a
foil snack food bag as a Faraday cage to “foil” the GPS tracker in
his employer-issued PDA so he could play golf during working
hours. For your information, a Faraday cage is a continuous
mesh or enclosure of conductive material that blocks
electromagnetic signals. In the discomfort zone we find ourselves
in, you might want to consider keeping an empty foil snack bag
handy. Eating the contents is not required. Results are not
guaranteed.
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