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EDITOR COMMENTS
To read small print, turn on the
Magnifier on your iPhone, go to
“Settings” > General >
Accessibility > Magnifier and
toggle the feature ON. You then
just triple-click the Home button
to access it. Very useful.
For an excellent and extended
article see Justin Krajeski’s “The
Best Portable Hard Drive”,
February 1, 2017 column in
wirecutter.com. tinyurl.com/
plj7sh3.
Remember - for anything
requiring Flash then using
Chrome with the built-in
sandboxed Flash plugin is highly
recommended so you don’t have
to install Flash on the Mac
directly. (Page 43).
Jeﬀ Butts’ macobserver.com
article outlines 4 alternatives to
Microsoft Oﬃce – Apple, Google,
LibreOﬃce, and Markdown.
Worth reading and considering. /
tinyurl.com/jdtlu9u.
AT TIMES IMAGES MAY BE A BIT
F U Z Z Y. T H AT ’ S N O R M A L LY
BECAUSE ORIGINAL IMAGES
WERE FUZZY. IF YOU NEED TO
READ THEM, PLEASE GO TO THE
ORIGINAL ARTICLE.

MEETINGS - SECOND
SATURDAY OF THE MONTH

SECURITY AND iPHONE ISSUE
VIRTUAL REALITY 360°
Mac users have always been on the bleeding edge of technology, but Apple has yet to fully jump into
the Virtual Reality pool. Rumors are rampant that Apple engineers are hard at work developing
Augmented Reality glasses. But in the meantime, what’s an Apple lover to do?
Never fear, you don’t have to venture to the dark side and buy a PC. There
are a few low-end options to give you a virtual taste of what’s to come. For
less than $20, you can pick up a Google Cardboard headset and view a
variety of VR apps and 360 degree videos on your iPhone. But maybe you
want to do more than just explore VR content, perhaps you are interested
in creating it?
While it’s too soon to get a Mac that can compete with Oculus Rift or Vive,
for less than $300, you can invest in a Richo Theta Spherical Digital
Camera and shoot and edit 360 videos on your Mac, dipping your toe into
the VR pool..
Lisa Rysinger is an author, speaker, and creative entrepreneur. For over 20
years, she has owned VIDE Productions, Inc, a digital media company.
She was an early adopter of digital video technology and considered an expert in the field, authoring
several books on the topic, designing college curriculums, and teaching at area colleges. After the
birth of her daughter, she transitioned into screenwriting, and specializes in high concept thrillers.
Lisa has a bachelor’s degree in Film and a master’s degree in Writing from Rowan University, where
she graduated with honors and teaches periodically as an adjunct professor. Lisa lectures on a
variety of subjects in communications and technology and has been featured in numerous
interviews, including articles in The Philadelphia Inquirer and The New York Times.
MARCH LOCATION
REMEMBER - We meet at Hershey’s Mill in West Chester. Take Greenhill to Hershey’s Drive
entry and go up hill to Community Center. Map is at tinyurl.com/hnkbg2z.
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Typical Meeting Agenda
9:00 - 9:05: Call to order in main meeting
room.
9:05 - 10:05: Three Concurrent Special
Interest Groups (SIGs) convene in
separate rooms. The three current
SIGs are:
Newer Users- We cover the most
basic questions you may have about
your Mac/iDevices and how to use
them.
Multimedia - We discuss using your
Mac/iDevices and applications for
photo, video, audio, and print media.
OS - We go beyond basics to discuss
Apple’s current operating systems,
using your Macs & iDevices, & various
applications, & have Q&A.
10:05 - 10:15: Continuation of Q&A for all
attendees.
10:15 - 10:30: Welcome and other business.
10:30 - 11:50: Main Presentation (by a
member or guest)

MLMUG Email list
The Main Line Macintosh Users
Group has its own email list.
Compose your letter and email it to
mlmug@yahoogroups.com and
your message will be sent to
everyone on the mailing list.
Posting to this list is restricted to
MLMUG members. Contact Bob
Barton if you are a member and
you are not on the list.
Please observe rules of etiquette.
See the Yahoo Groups Terms of
Service. The MLMUG list may be
used to post Apple/Macintoshrelated items for sale, but any
solicitation of members through
the list is forbidden without the
written consent of a MLMUG
oﬃcer. The list is hosted at Yahoo
Groups.

11:50 - Noon: Raﬄes and silent auctions.
Come join some fellow MLMUG members
for lunch after the meeting at a nearby
restaurant.
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New Users SIG
You don’t have to wait a whole month to
get answers to your basic Mac questions!
Get together with other members on the
fourth Saturday (i.e., two weeks after each
regular meeting) for the Startup Folder Lite.
Many new users have said that they can
learn much more from face-to-face
meetings than they do from manuals or
other sources. That’s what this meeting is
all about. Go to www.mlmug.org/nusfl.html
for details.
Macintosh Programming SIG/
Philly Mac Programming Group
The objective of this group is to help
members become more familiar with the
concepts of Macintosh and iOS
programming, i.e., the elements of the
Macintosh GUI, user interaction, file
system, etc., and the main Mac
programming tools: AppleScript, Java, C,
and Objective C.
The Philly Mac Programming SIG meets at
10:30 AM on the first Saturday of each
month, but usually skips January and July.
Contact Deivy Petrescu, Chair, for venue
information. www.phillymacprog.org. The
next meeting will probably be at Ludington
Library in Bryn Mawr.
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Membership Information

Membership dues are $25 for individuals and $35
for families. Memberships are based on your
anniversary date, which is the month you joined.
You will be e-mailed reminders when membership
fee is due.
If you’re just visiting to check us out, or if you’ve
been visiting for some time, but haven’t joined,
consider these BENEFITS OF MEMBERSHIP:
• Monthly meetings, where you can learn, share,
a n d m e e t e v e r y o n e f ro m w o r k i n g M a c
professionals to new Mac users from all
backgrounds.
• Monthly newsletter, which is full of interesting
Mac news, tips, and information.
• Useful free items at the monthly Raﬄes.
• Discounts. Vendors oﬀer special prices to User
Group members.
• Web Site with 12 months of MLMUG
newsletters, meeting information, a member
directory, directions to our meetings, and much
more! Our web site is www.mlmug.org.
• MLMUG Mailing List, to post technical
questions or comments to each other and the
experts within the group.
• Reviewers keep items reviewed.
Are you ready to join? Please make a check
payable to MLMUG and bring it to a monthly
meeting or mail it to:
Treasurer, MLMUG
P.O. Box 1374
Southeastern, PA 19399
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You have reading diﬃculties, such as dyslexia.
It’s easy to turn on the iDevice’s Text to-Speech capabilities. Go to
Settings > General > Accessibility > Speech. Slide the button to
the right to turn on Speech Selection, causing a Speak tab to
appear as a new option when you select text. To turn oﬀ it, slide
the button back. Turning on the Speak Screen button will enable
you to swipe down with two fingers from the top of the screen to
read the entire contents of the screen. However, there’s a problem
when you are on a webpage where the top is all menus.

Bookmarks
iPad Can Read Text To You
By Mark Bazrod
You probably think that your iDevices are used for reading content
- except for music. Perhaps it’s time to expand your horizons. Your
iDevice can “read” text you have selected and turn it into spoken
words. It’s called Text to Speech and it’s part of iOS. It’s a very
handy functionality in many instances, although this capability was
designed for those with impaired vision.
For example:
You’re driving a car.You can’t read that newspaper, blog, or PDF,
but your iDevice can read it to you.
You’re cooking dinner or cleaning the house. You can’t read the
item, but your iDevice can read it to you.
You’re a multitasker doing something which doesn't require a high
degree of concentration. Your iDevice can read text to you.
You need to proofread what you have written. A tedious job at best
and one which it’s hard to catch all errors. It’s amazing what can
be caught when you listen to what you have written.
Your eyes are tired and the book is long. Try listening rather than
reading. The experience may not be as good as an audiotape, but
your iDevice is always available. Or the print is too small. Again, try
listening. Or you’re getting older and reading strains your eyes.
Listening is easier.

The Voices button enables you to choose diﬀerent languages and
diﬀerent speakers. The SPEAKING RATE slider enables you to
adjust the speaking rate from slow (a turtle) to fast (a hare).
So, since Text to Speech is so easy to turn on and since it’s free,
why not play around with it (otherwise known as trying it). I think
you’ll be pleased with how useful it can be.

You’re learning a new language and you’d like to learn the correct
pronunciation. Listening is the way to go.
You’re a kid and just beginning to learn reading. You can follow
along as the iDevice reads.
5
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February 23, 2017. tinyurl.com/z9jwlwk. © The Mac Observer Inc.
He is the Mac Observer’s Managing Editor, and co-host of the
Apple Context Machine podcast.
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bad enough, the coders behind OSX/Filecoder.E didn’t include a
way to send the randomly generated encryption key to their
servers. That means once the malware encrypts your files there
isn’t any way to recover them, even after paying the ransom. The
hackers literally have no way to decrypt your files.

New Mac Ransomware Leaves Your Files
Permanently Encrypted

WeLiveSecurity’s Marc-Etienne M.Léveillé said,
There is one big problem with this ransomware: it doesn’t have
any code to communicate with any C&C server. This means
that there is no way the key that was used to encrypt the files
can be sent to the malware operators.

By Jeﬀ Gamet
Mac users hoping to score Adobe Premiere Pro CC and Microsoft
Oﬃce for free through BitTorrent sites are in for an ugly surprise
thanks to a new ransomware making the rounds. The ransomware,
called OSX/Filecoder.E, encrypts the contents of victim’s hard
drives and demands payment in Bitcoin, but there isn’t any way to
actually decrypt and recover files.

This also means that there is no way for them to provide a
way to decrypt a victim’s files. Paying the ransom in this case
will not bring you back your files. That’s one of the reasons we
advise that victims never pay the ransom when hit by
ransomware.
WeLiveSecurity analyzed the malware and said it looks like the
coder behind OSX/Filecoder.E isn’t very experienced because of
their sloppy work. And leaving out a way to store the random
encryption key from victim’s Macs seems like a big oversight—or a
vindictive move.
Protecting your Mac from this ransomware is pretty easy: don’t
use apps to crack app serial numbers and activation codes.
Downloading commercial apps from unauthorized sources, like file
sharing Bittorrent servers, is a great way to get stung, too.
Regardless, OSX/Filecoder.E is a great reminder why stealing
software is a bad idea.

WeLiveSecurity warns of new Mac ransomware that permanently
encrypts your files
OSX/Filecoder.E poses as a tool to crack the copy protection for
Premiere Pro or Oﬃce. When run, it encrypts victim’s /Users
directory in a ZIP archive and saves a Read Me file with
instructions on where to send Bitcoin currency to decrypt the files.
The malware targets all the files on connected drives, too, which
means your local backups could be ruined.
As if locking someone out of their files and demanding money isn’t
6
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Natasha Stokes posted the following article to tehlicious.com on
February 17, 2017. tinyurl.com/jztu26f. © Techlicious LLC. She is a
technology and lifestyle writer, covering new tech, internet issues
and their impact on everyday life.
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1. Avoid sites that don’t use the HTTPS protocol.

4 Ways Your Browser Leaks Personal Information

Heading to a website that doesn’t have the “https” prefix means
anything you do there is unencrypted. This includes what you click
as well as what you type — it’s all visible to any eavesdropper.
Some websites may include the https prefix on their home page,
then default to the unencrypted “http” on other pages. Things get
especially dicey when you’re at a site where you need to log in
with a password or input payment details.
A recent update to Chrome now flags sites as Secure if they are
fully encrypted or Not Secure if they’re unencrypted yet ask for
passwords or credit card information. The alert appears on the left
of the URL box, and it flags sites whose encryption is faulty.

By Natasha Stokes
There’s a lot you can do to browse the web anonymously and
avoid being tracked by every website you visit. But no matter what
you may have set, the browser can easily become be a leaky
faucet when it comes to identifying personal details that could
then be exploited by attackers for financial gain.

What to do
Check that page URLs are prefixed with “https” before entering
any log-in or payment information.

Back in the day, we would have blamed that glitch-ridden
vulnerability fest, Internet Explorer. These days, the major
browsers are more or less equal in their propensity to expose our
data. For example, Microsoft Edge’s PDF reader leaked personal
information and the Web Screenshot Chrome extension,
downloaded by 1.2 million people, siphoned details back to a
single IP address. These have now been patched.

Download the HTTPS Everywhere extension for Firefox, Chrome
and Opera, which automatically encrypts your browser’s
communications with major websites if it finds faulty HTTPS links.

Here’s how your browser might be compromising your privacy and
what you can do about it.
7
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3. Dodge browser fingerprinting.

The web is rife with downloadable software designed to give your
browser additional powers. These include extensions that show
you how much info Facebook has collected about you and golden
oldies Microsoft Silverlight, Adobe Flash and Java, which allow
your browser to play animated content.

Simply having plug-ins and extensions installed makes your
browser vulnerable to attacks, even if a site doesn’t require the
plug-in or extension to be used.

Websites often query your browser for data such as location,
screen size or browser version, so they’re able to load the web
pages correctly. However, plug-ins like Adobe Flash and Java also
happen to relay a lot more information, including the hardware
you’ve installed, the plug-ins installed and, most tellingly, the exact
lineup of fonts you have on your computer. This list combines to
make a “fingerprint” that’s overwhelmingly unique to your browser,
making it highly trackable even if you’ve disabled trackers.

What to do
Head into your browser settings to see what plug-ins and
extensions you have downloaded, and disable those you
infrequently or never use.

See how unique your browser is at Panopticlick, a browser tester
set up by the Electronic Frontier Foundation. The site will tell you
how unique your fingerprint is and provide all of the geeky details,
if you’re interested.

You might consider disabling the big three, Microsoft Silverlight,
Adobe Flash and Java. Many sites no longer use these plug-ins to
play video. Netflix has dropped Silverlight, and YouTube doesn’t
use Flash.

What to do
There’s not a lot you can do about browser fingerprinting. In
theory, protection from fingerprinting involves a device with the
same settings and programs as the most other people. For
example, an iPhone would oﬀer better protection than an Android
because it has less ability to be customized and made unique; a
Chrome user would be less unique than, say, a Linux user.

Unfortunately, these plug-ins can be riddled with vulnerabilities
that hackers may exploit for a land grab at your personal info. And
when developers fail to update their plug-ins and extensions,
people who use them can become targets.

If you receive too many messages that you need to run these plugins, invest in a script-blocker extension such as NoScript (Firefox)
or ScriptNo (Chrome). These stop all Flash and Java by default,
with options to build a whitelist of trusted sites that need these
plug-ins.

Chrome and Firefox users could try extensions that randomize
what data is reported by the browser, because presenting a
8
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diﬀerent fingerprint every time makes tracking impossible. Random
Agent Spoofer (Firefox) and Random User Agent (Chrome) have
decent reviews at their respective app stores.

information you have saved there is safely encrypted. Delete credit
card information from your browser, or turn oﬀ the autofill feature
entirely. Here’s how.

4. Prevent phishing attacks on browser autofill.

Chrome: Preferences > Show advanced settings > Passwords and
forms. Here, you can manage what information is saved to auto-fill
and uncheck “Enable Autofill to fill out web forms in a single click.”
Safari: Preferences > AutoFill. Manage what information is
autofilled and delete or edit what’s saved.
Opera: Settings > Privacy & security > Autofill. Manage what
information is autofilled and delete or edit what’s saved.
Firefox: Firefox is currently safe from this exploit because it
doesn’t yet sport a multi-box autofill system.

Your browser’s autofill function exists to make it easier and faster
to fill in forms that ask for the same tedious information—your
name, address and date of birth. The convenience of saving such
information often outweighs any concerns over the security chops
of a browser.

SPEAKER ROSTER FOR
MLMUG'S 2017 MEETINGS
January 14
February 11
March 11
April 8
May 14
June 11
July
August
September 9
October 14
November 11
December 10

However, a web developer recently discovered that certain
browsers, including Chrome, Safari and Opera, as well as the
password manager extension LastPass, could be tricked into
revealing more saved personal information without the user
realizing it.
This phishing attack would occur via hidden text boxes coded into
a malicious site, alongside a couple of visible requests for
innocuous information like your name and email address — say, a
pretense at getting a discount oﬀer. When you type in the info, the
autofill feature ends up adding other information saved to the
browser autofill or LastPass vault, which could include enough
details to enable credit card fraud.
What to do
Avoid typing in any personal information on websites you’re not
sure about. Log out of LastPass so that any personal profile
9
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Bryan Chaﬃn posted the following article to MacObserver.com on
February 14, 2017. tinyurl.com/zfqjufs. © The Mac Observer Inc.
Bryan is the Cofounder of The Mac Observer and currently serves
as Afternoon Editor. He has coauthored Incredible iPad Apps for
Dummies with Bob LeVitus.

MARCH 2017

said it is being distributed through Komplex installer, a known
trojan.
According to the company:
Once successfully installed, the backdoor checks if a debugger is
attached to the process. If it detects one, it terminates itself to
prevent execution. Otherwise, it waits for an Internet connection
before initiating communication with the C&C servers. After the
communication has been established, the payload starts the
modules.

Russians Who Hacked DNC Now Targeting Macs
By Bryan Chaﬃn

Our preliminary analysis shows most of the C&C URLs
impersonate Apple domains.
Once connected to the C&C, the payload sends a HelloMessage,
then spawns two communication threads running in infinite loops.
The former uses POST requests to send information to the C&C,
while the latter monitors GET requests for commands.
Surveillance
Once installed, the malware can grab a list of running processes
and run additional files. It can also grab desktop screenshots and
harvest browser passwords.

A Russian group that hacked the Democratic National
Committee during last year’s presidential election are now
targeting Macs, according to security firm Bitedefender Labs
(via Macworld). APT28—also known as Sofacy, Sednit APT,
and other names—has been developing malware that targets
Macs and gives the Russians remote access to those Macs.

“But the most important module, from an intelligence-gathering
perspective,” the company said, “is the one that allows the
operator(s) to exfiltrate iPhone backups stored on a compromised
Mac.”
Be Careful
All of which means there’s a nasty bit of malware out there. Don’t
install anything from a source you don’t know.

Bitedefender published a PDF about APT28 explaining what is
known about the group’s identity and operations for those curious
about them.
Mac Malware

The malware Bitedefender found is a variant of Xagent, or X-Agent,
a previously known malware on Windows and Linux. Bitedefender
traced similarities in the code that tied the variant to APT28, and
10
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Melissa Holt posted the following article to macobserver.com on
February 17, 2017. tinyurl.com/jgwrr2s. © The Mac Observer, Inc.
She is an Apple Consultant who lives and works along the Front
Range in Colorado.

Getting Two-Factor Verification Codes for Your Apple
ID
By Melissa Holt
If you’re using two-factor authentication on your Apple ID, then my
goodness are you likely familiar with dialog boxes like this one:
If you click “Allow” when you see that, you’ll get your verification code.

You see, having that extra security feature on means that
whenever you try to log in to a new device with your iCloud
account (or try to log in to iCloud.com through an untrusted
browser), you’ll have to approve the action using one of your
authorized devices. Which is great and secure and all! Until the
code you’re waiting for never shows up, and you’re just kind of…
waiting…to do the thing you wanted to do in the first place.

Type that in on the device that was requesting it, and whatever you
were attempting to do will be approved. Again, great! Secure! But
what if you DIDN’T get a code? Or what if you accidentally clicked
“Don’t Allow” on one of the dialog boxes? It’s actually pretty
simple, because there’s a place you can go to on your iPhone/iPad
or Mac to generate a new verification code in like five seconds,
which you can then use just like the original one you would’ve
gotten. You’ll get to this on iOS under Settings > iCloud; just click
on your name at the top first.

Here’s what’s supposed to happen. You see a box like the one
shown in my first screenshot, and on all of your trusted devices, a
confirmation should appear.

11
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Once that opens (and after you enter your Apple ID password if
necessary), click on the “Security” tab, where you’ll see your
verification code choice.

Two-factor authentication is awesome, and it makes your Apple ID
very secure, which is definitely what you want for a service that
stores backups of your iPhone! But it can be a pain in the rear
when you’re trying to approve a new device, so I’m hoping that
this tip will help just a little bit with that. If you need one of those
precious six-digit codes, my friends, there’s always a place you
can go.

Tap “Get Verification Code,” and your iOS device will give one to
you! And on the Mac, it’s just as convenient. Open System
Preferences from the Apple Menu at the top-left of your screen,
and then go to the “iCloud” section. Under “iCloud,” you’ll click
“Account Details.”
12
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Brad Jones posted the following article to digitaltrends.com on
January 23, 2017. tinyurl.com/zf6m4rr © Designtechnica
Corporation. He is an English-born writer currently splitting his time
between Edinburgh and Pennsylvania.
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protection if you don’t understand what it can and cannot defend
against. As 2016 proved, the keeping data secure is complex, and
overconfidence can leave you open to attack.
Are you who you say you are?

TWO-FACTOR SECURITY IS THE BEST LOCK FOR
YOUR DIGITAL LIFE, BUT IT’S NOT PERFECT

At its core, two-factor authentication is all about checking
credentials. It’s a way of making sure that someone is who they
claim to be, by verifying two distinct types of evidence. This kind
of system has been around for years.

By Brad Jones

If you don’t understand the basics of computer security, you
shouldn’t be allowed to bank on the Internet.
Chip-and-PIN credit card payments are perhaps the most
ubiquitous example; they rely on the user having a physical card in
their possession, and knowledge of their PIN. While a thief could
feasibly steal a card and learn the PIN, it’s not easy to manage
both.
There was a time, not so long ago, when financial transactions
were the only reason people would have to authenticate their
identity on a regular basis. Today, anyone that uses the internet
has an array of accounts that they wouldn’t want just anyone to
have access to, for a variety of reasons.
More: Startup Transmit Security wants to bring biometric
authentication to more people
The financial industry managed to implement two-factor
authentication very easily, because the only hardware that needed
to be distributed was a bank card. Distributing a similar system for
everyday websites is nearly impossible, so two-factor is enabled
through other means. And those methods have flaws of their own.

Two-factor authentication has become something of an online
security buzzword over the last few years. Most of us have logged
into one service or another only to be presented with a message
urging us to implement this form of our protection on an account.
But two-factor authentication isn’t some silver bullet capable of
stopping hackers in their tracks. It’s a useful countermeasure to
have among your defenses, but ultimately, it’s no substitute for a
working knowledge of the biggest threats we face online.

User experience
“I am really sick of all the convenient things in life suddenly
become too cumbersome to use,” reads a comment posted to a
2005 SlashDot article about the imminent rise of two-factor
authentication in relation to online banking. “I would really, really

Activate two-factor authentication wherever the opportunity is
oﬀered up — but don’t make the mistake of relying on its
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Unfortunately, users decided not to co-operate. Whether the
second factor of authentication was as simple as an LCD screen
that delivered a unique code, or as complex as a fingerprint
scanner, the idea of having yet another piece of physical hardware
— and potentially one for every diﬀerent service that required a
unique log-in — was unappealing to the masses.

“Politicians have no idea what impact this has on the real world,”
agreed a second, lamenting the threat of users being forced to
purchase extra hardware. “If you don’t understand the basics of
computer security, you shouldn’t be allowed to bank on the
Internet,” added another commenter.

It’s possible to imagine an alternative history where two-factor
never caught on because of this problem. Fortunately for us, Apple
introduced the iPhone, and Google introduced Android.
Smartphones put a device capable of two-factor authentication
into the hands of billions worldwide, resolving the convenience
issue that users complained about in 2005.

Today, complaints like these seem positively foolish, but in 2005
users were more considered about the cost and annoyance of
carrying some form of two-factor token. User response can prove
even more negative when something less important than banking
is protected. In 2012, a class action lawsuit was filed against game
developer Blizzard Entertainment after the company introduced an
authenticator peripheral designed to defend users’ Battle.net
accounts, per a report from the BBC.

Smartphones are convenient, but have their own risks
The ubiquitous nature of smartphones has allowed sites and
services to remove the hassle from the two-factor authentication
process. “The ones that use your cellphone tend to be very easy to
use, very low impact,” said security expert and Harvard fellow
Bruce Schneier, speaking to Digital Trends earlier this month.
“Because it’s something that you have already. It’s not something
new that you have to carry around with you.”
It’s possible to imagine an alternative history where two-factor
never caught on.
In certain scenarios, this approach can oﬀer definite benefits. For
instance, if you’re logging into a service from a new computer, you
might be asked to input a code sent to a trusted device as well as
your standard password. This is a good example of how to use
two-factor authentication; someone else could have stolen your
password and tried to log in to the associated account from their
system — but unless they’ve already stolen your phone, they won’t
be able to gain access.

Eﬀorts to implement this kind of two-factor authentication had
been in place since the 1980s, when Security Dynamics
Technologies patented a “method and apparatus for positively
identifying an individual.” By the 2000s, the infrastructure and
manufacturing ability was in place for organizations ranging from
financial institutions to video game publishers to enforce their own
means of two-factor authentication.

However, there are threats that this kind of protection simply can’t
handle. In 2005, Schneier wrote that “two-factor authentication
isn’t our savior” in a blog post delving into its weaknesses.
14
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He went on to describe how a man-in-the-middle attack could
hoodwink the user into thinking that they’re on a legitimate
website, and convince them to oﬀer up both forms of
authentication to a phony log-in screen. He also notes that a Trojan
could be used to piggyback oﬀ a legitimate log-in that was carried
out using two forms of authentication. There’s also the problem of
centralizing security on a single device; most people use a
smartphone-enabled two-factor for multiple websites. If that
phone is stolen and compromised, all those sites are at risk.
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It’s diﬃcult to ignore how commonplace large-scale hacks have
become, and there’s no sign that this form of criminality is going to
die oﬀ. There is no defense that’s 100 percent capable of blocking
any kind of attack; criminals will always find a way to exploit even
the smallest weakness. Although it’s not easy, the best way to stay
safe online is to be aware of the threats, and aware of what can be
done to safeguard against those threats.
Online security is like paying for insurance, or going to the dentist.
It doesn’t seem that important, until it is. It’s not enough to simply
opt-in to the forms of protection we’re oﬀered by various sites and
services. Knowing what kind of attacks these protections defend
us from — and what they don’t — is the only way to take charge of
your own security.

Knowledge is power
“When you’re logging into your account, two-factor is great,” said
Schneier. “My university, Harvard, uses it, my company uses it.
Lots of people have adopted it, and it’s very useful. But what I was
writing about then, the problem was it was looked at as a panacea,
it’ll solve everything. Of course, we know it doesn’t.”
Financial gain is always going to motivate malicious hackers to
cultivate new techniques for accessing other people’s accounts.
As long as there’s a benefit to possessing someone else’s
credentials, we’re going to see hacking evolve continually.
“There are a lot of diﬀerent threats, and a lot of diﬀerent security
mechanisms,” Schneier explained. “There’s not just one threat, not
just one mechanism, there are many threats and many
mechanisms.”
The best defense is a continuous stream of new and improved
countermeasures. If we continue to change and update the
methods we use to keep our accounts secure, we make things
harder for anyone trying to gain access without permission.
Unfortunately, the attackers have the initiative. It took years for
two-factor authentication to become accepted by the masses. As
new forms of protection become available, we as users need to
commit to take advantage of them. And that puts us right back on
the Slashdot forums, circa-2005. We all once again become users
complaining about convenience, instead of worrying about
security.
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resolve. Kamkar said in an interview, “The interesting attacks to me
are by design: how do you exploit the protocol rather than a single
buﬀer overflow that gets patched the next day.”

Glenn Fleishman posted the following article to macworld.com on
November 21, 2016. tinyurl.com/zx8wnqc. © IDG Consumer &
SMB. He is a Senior Contributor to Macworld and a regular
contributor to the Economist, Fast Company, and Boing Boing. He
appears regularly on public radio to discuss the tech industry.

Kamkar debated how to release news of this flaw, but it’s such a
long-standing problem in plain view, that he believes it’s likely
been found quietly before. There was no one company or product
aﬀected, but eﬀectively all of them. “This is a continuous problem
we’ve had for years and years and years,” he said. “I just had to
release it.”

A USB Dongle Can Hijack All Your Web Accounts And
Router In 30 Seconds, Even If Your Computer Is
Locked

A security researcher finds a gaping hole in automatic network
connections made by plugging in a dongle.

The good news, however? Someone needs physical access to
your machine, although only for 30 to 60 seconds. And quitting
your browser before walking away from your computer mitigates
the attack entirely.

By Glenn Fleishman

Operating system makers and router makers will be able to release
broader mitigations too, if they decide they care about it.
Background injections
When you attach a device that oﬀers a network interface, like a
USB-to-ethernet adapter, all major modern desktop operating
systems discover it when it’s plugged in, and immediately add it to
your list of network connections. This also works over Thunderbolt
on a Mac and some other systems with Thunderbolt support. (You
can install third-party software on some platforms that blocks new
networks, but this attack might bypass those because of how it
works.)
A proof of concept from security researcher and software
developer Samy Kamkar shows that macOS, Windows, and Linux
computers can have any previously active Web logins hijacked
merely by plugging in a tiny Unix device via USB or Thunderbolt,
even if the computer is locked and password protected, and
possibly even when it seems to be asleep. It can also hijack many
router brands on the same network.

The PoisonTap proof of concept relies on the Raspberry Pi Zero
platform, a tiny $5 computer that runs Linux and has various
interfaces. When a PoisonTap device is plugged in via USB or
Thunderbolt, it boots in about 30 to 60 seconds and identifies itself
as a network adapter.
With a normal network adapter connected to a normal network
that uses automatic assignment (via DHCP), the operating system
tries to assign an address by asking for one over the adapter. A
networked DHCP server hears the request and responds with an

PoisonTap exploits several interlocked network and browser
design features, rather than relying on an operating system,
hardware, or browser flaw. This will make it harder to root out and
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oﬀer of an IP (Internet Protocol) address on the local area network
(LAN), the LAN’s address range for other local devices, and the
address of the gateway or router.

MARCH 2017

and then ship them back to the attacker through a connection
that’s also created in the browser. Opening a session from a
browser that has previously logged in causes the browser to issue
a request that contains a stored cookie, which often allows a
session to continue without re-entering a user name and
password. The PoisonTap device intercepts those connections and
grabs the cookie as well as any other information.

A computer doesn’t have to be awake and unlocked. USB and
Thunderbolt network adapter recognition happens automatically
whenever the OS is active. Even if the OS is seemingly asleep, it
may accept and manage USB and Thunderbolt connections in its
low-function level.

While those cookies should be sent over https connections, which
are increasingly used by default or preferentially by major sites of
all kinds, Kamkar said several weakness let PoisonTap work
around this. Not all servers mark cookies as “secure only,” which
allows PoisonTap to send an http (unencrypted) request and have
the browser send a cookie that it previously only relayed securely.

PoisonTap acts as both adapter and fake network, and responds
with a network range that encompasses all Internet address. On a
Mac, automatically added networks are dropped to the bottom of
the list in the Network pane of System Preferences, which gives
them a lower priority, meaning they should be ignored for most
purposes unless the higher-ranked network connections (like Wi-Fi
or ethernet) are unavailable.

And only some servers use a configuration technique that forces a
capable browser to always use https. If that’s not in place, and it’s
not yet heavily used, PoisonTap can create the plain http
connection.

But by assigning the entire Internet as the network range, Kamkar
bypasses this restriction, and can respond eﬀectively to any
request.

The attack takes just seconds after the PoisonTap hardware boots,
at which point the actual device can be unplugged. All the pages
remain silent, cached indefinitely, and active as secret backdoors.

The PoisonTap device now waits for any unencrypted Web
connection. If you have any tab open in a browser, even on what
seems to be an encrypted (https) page, your browser is probably
sending out background requests to ad networks to refresh ads, to
beacons that monitor your time on a page, and to any number of
other status updates and page-element refreshes. “Everyone I
know and work with and myself—I have 20 to 30 tabs open and a
couple of windows,” Kamkar said.

Once in place in a browser, PoisonTap code can access secure
local corporate networks through browser requests, and send data
oﬀ through its remote connection.
If that’s not enough, PoisonTap also runs software that lets it test
for routers on the local network, and then use a default
administrative password to access and reconfigure them. This
works even if a router can’t be reached remotely over the Internet,
as long as the password hasn’t been changed, or if the current
browser has connected and stored the router’s password.

As soon as one of those requests is made, PoisonTap leaps into
action. It hijacks the request and replies with a page that loads the
top million sites ranked by Alexa—yes, a million—background
connections that are invisible when viewing the Web browser.
Kamkar says he uses a technique that causes a page to be
retrieved without rendering it in the browser, even invisibly, which
allows what should be a crippling set of operations to happen.

“If you can get into the router, you can change DNS for everyone
on the network,” Kamkar said. By changing the DNS server values
on a local router to a malicious remote location, PoisonTap can
hijack the entire network’s unencrypted traﬃc, or potentially install
malicious router firmware that’s far worse, turning it into part of the

The goal is to grab Web session tokens stored as browser cookies
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from appearing in a browser tab—the ones you have to click to
dismiss.

Mitigating a gaping hole

Finally, router makers are way, way, way behind the curve already,
and this is yet another way in which weak security practices allow
ease of access. Routers can be preconfigured with certificates that
create secure connections over a local network, preventing
malicious software of this kind or elsewhere on a network from
sniﬃng and gaining access.

This may sound pretty hideous and, yes, indeed, it is. But because
of the physical proximity requirement, you may not be vulnerable
unless your computer is ever unattended in a place that other
people have access to. This can include work, if you have a
desktop machine you leave running overnight or while away, and
another employee or contractor (or even maintenance staﬀ) can
gain brief access.

It may seem depressing to hear about an ostensibly easy-toimplement, irritating-to-block security hole that makes you want to
pour glue into your computer ports. (That’s one solution, and used
in some secure settings.) But vigilance remains the watchword,
coupled with giving feedback to the companies that make the
products we use to keep upping the security they use and
monitoring more heavily for automated behavior that couldn’t
possibly be beneficial to a user.

If you’re concerned about others having access to your machine
while it’s locked but not powered down, you can quit any running
browsers, and PoisonTap has no eﬀect unless someone left it
plugged in, which is very risky for this kind of physical-access
attack. You can also shut your computer down.
As more sites use encrypted connections preferentially and
configure their servers to always force a browser that can make an
https connection to do so, this problem starts to leak away, but will
remain for any sites that don’t.
Operating system makers could prevent most USB and
Thunderbolt attachments while a device is locked. This seems
obvious, except perhaps for a keyboard or mouse. OSes could
also alert users about newly discovered networks and require
approval. And they could block attempts to define a network as
big as the whole Internet. Nearly all networks that people routinely
use are scoped to a very narrow range, typically a couple hundred
addresses with the same first numbers (like 192.168.0.1 to
192.168.0.200). Anything beyond a couple of orders of magnitude
used for a corporate or large public network should be blocked
and an alert shown.

NEEDED
New Product Reviewers. If you want to obtain a free Macrelated application, hardware, book, accessory, or training
package, all you have to do is review them for the MLMUG
Website and Newsletter. Just contact Maria Arguello, our
Vendor Liaison, at mariarguello@mac.com with the product’s
name and the vendor’s URL. She will try to get you a review
copy. You keep what you review.

Browser makers could also prevent certain actions from happening
on a massive scale. The kind of technique that Kamkar uses has
little rational purpose, and might be possible to monitor for among
other malicious behavior. A user could be alerted, much like some
browsers warn and then block excessive modal dialog alert boxes
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Leo A. Notenboom updated the following article to askleo.com on
November 16, 2016. tinyurl.com/hflztf4. Using computers since 1976
he “retired" in 2001 after 18 years at Microsoft and started Ask Leo!
in 2003 to answer to common computer & technical questions.
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The good news is, it’s really easy to protect yourself. You can
probably already guess what action might be involved.
If there’s ever even the slightest doubt, back up first. And by “back
up”, I mean a full system image backup of your entire system drive
(typically C:), and ideally the entire hard disk on which it resides. If
you’re doing daily image backups, as I so often recommend,
you’re already ready.

Should I Accept My Security Software’s
Recommendation of What to Remove?
By Leo A. Notenboom

The issue is, we don’t know ahead of time what might be removed,
or what might be important. That’s why we’re asking the question
in the first place. A system image makes no assumptions. It saves
everything.

Should you trust your security software to make the right
recommendations? Typically, yes, as long as you're using
reputable software.
I downloaded the Malwarebytes you suggested and did a
scan. It showed more than 330 things which it asked whether to
remove. Do I just accept that these are things that should be
removed? The things recommended for removal are listed
below. Some of the sentences include microsoft explorer,
lenovo browser guard, etc, which when I look at them I am
uncertain about deleting because I do not know if I am deleting
something that’s important.

If, after allowing the anti-malware software to do its job, you find
something is broken, you simply restore the image and get on with
your life — nothing lost except the time to perform the operations.

Trustworthy software is worthy of trust

Do I just delete whatever Malwarebytes asks to delete every
time it makes such suggestions?
<~300 entries, mostly registry-related, snipped>
This is one of those questions we never think about until someone
asks.
What we’re really asking is, “Do I trust my security software to
make the right recommendations?”
And the answer, as it is so many times, is: it depends.

I realize this is a kind of chicken-and-egg statement, but there’s a
reason computer folks such as myself have recommendations:
we’ve come to trust the software we recommend. In the case of
anti-malware and security tools, that trust encompasses at least
two distinct considerations:

Protecting yourself
The concern, of course, is that your security software might
mistakenly recommend that something important be deleted. It’s
not an unfounded fear. While it doesn’t happen often, it has
happened.

1.
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software as possible from doing harm.
2.
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Why do you have so many PUPs to begin with?

The security software will itself do no harm.

First, let’s be clear about at least one thing, lest you really panic:
300 discoveries by a tool like Malwarebytes does not mean you
have 300 separate PUPs, or pieces of malware. My guess is you
have maybe half a dozen or so. Each PUP can be responsible for
any number of traces that tools like Malwarebytes identify
individually and remove.

It’s the second one we’re concerned about today. Security
software might cause performance impacts or do things like
prevent some email or files from being downloaded by intrusive
scanning, but at worst, they can break the system if they delete or
quarantine the wrong thing in the name of “security”.

But we’re still left with the question: why do you have even those
six? And if Malwarebytes is repeatedly identifying things after
having run, why are things returning?

I try not to recommend software that has a history of doing that.
And yes, Malwarebytes remains a recommendation.

“Yes” is easy when you trust

In my opinion, once security software cleans your system, the real
lesson to be learned here is to stop installing software that causes
PUPs to be installed, or perhaps visiting sites that cause
questionable software to be downloaded and installed.

Given that I trust Malwarebytes, my default answer is easy.
Yes: when it recommends something be deleted, it’s probably safe
to delete it.

I have no way to know what those might be in any specific case,
but things like accepting the default installations of downloaded
software is by far the leading cause of PUPs and other malicious
software. The solution? Always choose “custom install” instead,
and be careful to decline any software you didn’t ask for.

In this case, the list of around 300 registry entries our questioner
shared were all flagged as relating to PUPS, or “potentially
unwanted programs”. There’s rarely any “potential” about it; you
don’t want them, and Malwarebytes Anti-malware is a tool I often
recommend for its ability to ferret out and remove exactly those
types of programs.

In general, be more vigilant and discerning. PUPs in particular
usually install with your consent, and your consent can often be
implied when you take shortcuts like a default installation, or fail to
read all the installation options presented.

In your shoes, I’d say “Yes”, and I’d say “Yes” to whatever
Malwarebytes identifies in the future.
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Wayne Connor posted the following article to
macintoshhowto.com on March 25, 2016. tinyurl.com/jelofz8. ©
Wayne Connor.
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After:

How To DIY Repair A Broken iPhone Lightning Cable.
By Wayne Connor
These white iPhone lightning cables are the worst cables from
Apple that I have experienced. I have Apple mice with USB cables
that are 10 years old and still working, but I have not had a
lightning cable that has lasted the year out. It’s even worse than
this. I’m moving my mouse around for a few hours day, yet my
lightning cable only gets plugged in once each night to recharge.
Most of the time it’s just sitting there doing nothing. Yet the white
becomes brittle with age and starts to crack & peel and eventually
leave the internal wire exposed. Here’s a video of how I repaired it
with a cigarette lighter and some heat shrink. It’s a fairly easy and
good looking repair as you can see from the photos.

A broken lightning cable after I have repaired it with some 6mm
heat shrink.
Here’s the video of the repair. [https://vimeo.com/123269789].
You’ll need I some 6mm heat shrink and a cigarette lighter. I found
a pack of 8 length of 6mm heat shrink for $3.50 on eBay from
‘heatshrink-king.’

Before:

My commentary is not very good! I was too busy focussing on the
repair. Here are some things I should have said:
• 6mm is the diameter of the heat shrink before it is heated.
It shrinks to about 1/2 the original size when it is heated which
means it ends up it 3mm diameter. 6mm allows it to fit nicely over
the iPhone lightning plug. Any smaller and it won’t fit, any larger
and it will be too lose after it shrinks.
• You can also use a hair dryer or a heat gun to shrink the
heatshrink.
• Hold the heatshrink inside the lighter flame, where it is
cooler and there is less soot. If you hold it above the flame it will
go black from soot and it may burn.

Apple’s poorly designed lightning cable can perish and become
brittle.

Don’t be too fussy about the heat shrink. I had an old piece of
black heat shrink lying around which was too big for the job, but
after it shrunk I was able to squash it in against the cable with my
fingers ( be careful not to burn yourself!).
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The following article was posted to osxdaily.com on February 27,
2017. tinyurl.com/zjkwvq5. © OSX Daily. Try the site. Lots of tips
and good info.
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1. On the iPhone from what you want to AirDrop, tap the Sharing
icon (it looks like a little box with an arrow flying out of it), in the
example here we are AirDropping photos from iPhone to a Mac

How to AirDrop from iPhone to Mac

2.
Now from the Mac, open a Finder window and choose
“AirDrop” from the sidebar (or alternatively, pull down the “Go”
menu and choose ‘AirDrop’)
3. On the Mac, check the ‘Allow me to be discovered by:’ section
so that it says either “Everyone” or “Contacts Only”, keep this
Finder window open as it enables AirDrop
AirDrop is the fastest and most convenient way to wirelessly send
files from an iPhone or iPad to a Mac. While AirDropping from iOS
to Mac OS is easy, how it works may not be particularly obvious to
some users, and many people don’t know the feature exists at all.
Learning to use AirDrop to send files from an iPhone to a Mac is
easy, and it oﬀers a simple and reliable way to transfer photos,
videos, notes, and other files between nearby devices.
To use AirDrop from iOS to Mac OS, you will need a modern
version of iOS on the iPhone or iPad, and a modern version of Mac
OS on the Mac – generally speaking the newer the software
releases the better, so you’ll want to be sure you update your
devices if you are having any diﬃculty. Beyond that it’s not much
diﬀerent from AirDropping between Macs or other iOS devices,
let’s review how this great feature works to send files across
platforms.

How to AirDrop from iPhone or iPad to a Mac
In this example, we’ll AirDrop files from an iPhone to a Mac via the
Photos app, but you can access AirDrop in iOS from just about
anywhere the “Sharing” menu is available. Here’s how this works:
22
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4. Back on the iPhone at the sharing screen, tap on the AirDrop
icon
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Any images, files, photos, videos, or other data transferred
Airdropped from iOS to a Mac will always go to the active Mac
users Downloads directory, which is where where AirDrop files go
by default.
The Mac will continue to allow accepting inbound AirDrop file
transfers from iPhone, iPad, or other Macs as long as the Finder
AirDrop window is open. If you are done transferring files with
AirDrop on the Mac, simply close the AirDrop Finder window to
stop allowing further transfers.

5. On the iPhone, wait a moment
and the Mac with AirDrop enabled
will appear in the list, then tap on
that Mac / user ID to immediately
start sending the files / photos to
the Mac

If you’re at all confused then it is best to try this out yourself by
opening the Photos app on the iPhone or iPad and then
AirDropping a picture or two to a Mac. Despite being somewhat
confusing to explain and demonstrate, it’s actually quite easy to
use in practice. The key things to remember are that you must
open the AirDrop Finder window on the Mac for it to be active in
Mac OS, and you must tap on the AirDrop icon in the Sharing
menu of iOS to be active on the iPhone or iPad.
A few things to keep in mind if you’re experiencing diﬃculty:
AirDrop requires a reasonably new iPhone, iPad, or Mac, Bluetooth
must be enabled, and the devices must be within reasonable reach
of one another (the closer together the better). For the most part,
AirDrop “just works” but if you are having problems the refer to this
guide for troubleshooting AirDrop not working in iOS, and if it’s
seemingly not even available then refer to here for what to do
when AirDrop is not showing up on iPhone or iPad at all. On the
Mac side of things, as long as the Mac is vaguely modern with a
somewhat recent Mac OS or Mac OS X release and has Bluetooth,
AirDrop usually works just fine without hassle.

6. The AirDropped files will
begin transferring immediately
from the iPhone to the Mac,
when finished the Mac will
make a little sound eﬀect and
the files will be located in the
users Downloads folder
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Andrew Orr posted the following article to macobserver.com on
December 28, 2016. tinyurl.com/h98objv © The Mac Observer, Inc.
He is a freelance writer and amateur photographer from Michigan.
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introduced app thinning with iOS 9, apps don’t sync between your
iOS device and Mac anymore. But file transfer is still possible.
After clicking on the phone icon in iTunes, click on Apps on the left
sidebar. Scroll down until you see the section called File Sharing.
You’ll see a list of apps currently installed on your device that are
capable of transferring files.

How to Transfer Files Between Mac and iPhone With
iTunes
By Andrew Orr
There are multiple ways to share files between Apple devices. You
can use AirDrop, iMessage or even email. But an oft-overlooked
feature is iTunes File Transfer. I’ll walk you through the process below.
On its support website, Apple mentions using iCloud Drive,
Handoﬀ or AirDrop to “keep your documents up to date across all
your devices.” But what if you need to transfer a 2GB file? Or
maybe you’re in an area without Wi-Fi and need to transfer a file to
yourself. This is where iTunes comes in.

For example, if you made a movie with iMovie for iOS, you can
export it to iTunes. Then, using your Mac, you can open iTunes and
save it to your computer. You can also do the opposite, and drag a
video into iMovie using iTunes.

iOS devices don’t have an accessible file system like macOS does.
Instead, each app has its own document library. iTunes File
Transfer lets you copy files to and from each app library.

With iTunes file transfer, you’re not limited by file size. I can easily
use it to transfer gigabytes of data to my iPhone. Privacy is
another benefit, since files that I transfer aren’t uploaded to
someone else’s servers. So the next time you need to transfer files
between your devices, consider iTunes.

When you plug in your iPhone, iPod or iPad to a computer with
iTunes, the device will show up in the program. Since Apple
24
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The following article was posted to osxdaily.com on November 10,
2016. tinyurl.com/gp3gq5a. © OSX Daily. Try the site. Lots of tips
and good info.

unrecognized and numbers. . This works by using your iPhone
Contacts list as the allowed caller list. Anyone not in your Contacts
list will not get through to the iPhone.

How to Block Unknown Callers & “No Caller ID” on
iPhone

How to Block “Unknown Caller” & “No Caller ID” on
iPhone

Now that we can block callers on the iPhone by selecting a
specific number or contact, wouldn’t it be nice to go further and
stop all “Unknown” callers and “No Caller ID” calls from coming to
the iPhone too? Typically the “Unknown”, “No Caller ID”, and
“Blocked” callers are telemarketers, robocalls, and other annoying
types, so it’s not like you’re going to be missing much if we
prevent these nuisances from contacting us.

This is not the traditional block call method, it’s a clever
workaround using Do Not Disturb mode and your contacts list to
prevent any random unknown callers from reaching the iPhone.
There are some caveats, so be sure to read through and
understand how this works:
1. Open the Settings app on the iPhone and go to “Do Not
Disturb”
2. Flip the switch next to “Manual” to
the ON position – this turns on Do Not
Disturb mode (as signified by the moon
icon) which essentially keeps your
phone silent, we’re going to customize
this though
3. Tap on “Allow Calls From”, from here
you have two options for restrictions
• Choose “Favorites” if you only
want your ‘Favorite’ contacts to be able
to get through to your iPhone, this is an
acceptable solution for people who
have their family, friends, and other
important people on their iPhone
Favorites list, but never get calls from
anyone else not in ‘Favorites’

We’ll show you a clever workaround that eﬀectively prevents all
“Unknown” calls and all “No Caller ID” calls from calling an iPhone,
and also prevents any other unrecognized number from getting
through to you as well.

• OR: Choose “All Contacts”, which will allow phone calls
to come through from anyone in your Contact list (not just
Favorites) but not anyone who isn’t already added to your address
book – this is the better solution for many, since obviously an
Unknown caller, solicitor, or “No Caller ID” call won’t be in the

Do not use this approach to block unknown callers if you regularly
get wanted phone calls from numbers or people calling from
25

VOLUME 28, NUMBER 3

MAIN LINE MACINTOSH USERS GROUP

address book of your iPhone, but if everyone you do communicate
with IS in your iPhone contact list, you won’t miss their calls

MARCH 2017

oﬀ automatically in the morning, but some people like to have it on
all the time.
It is also highly recommended to enable the “Repeated Calls”
option in Do Not Disturb mode, since it is unlikely that anyone
outside of an emergency situation would repeatedly call the
iPhone.
Obviously if you have no contacts list and nobody in your favorites
list, you may want to either add the people you’d like to talk to the
iPhone, or reconsider using the Do Not Disturb trick to block
unknown callers. If you just enable this without having a suﬃcient
contacts list, you will basically be blocking every call to your
phone, which is not what most people want to do.
Just think, how many times have you actually answered an
Unknown caller or “No caller ID” number and had it been
something important or something you wanted to talk to? For me
anyway, it’s 95% telemarketers, political robocalls, call scams, and
other junk, and I can think of only once where someone I actually
knew manually blocked their iPhone number from appearing on
caller ID with the *67 prefix. Blocking Unknown and No Caller ID
calls is really low hanging fruit, but Apple has yet to oﬀer a direct
solution to this, so in the meantime try out this Do Not Disturb
trick. or just get in the habit of silencing a call you don’t want to
answer when it comes in, or sending them directly to voicemail
from the iPhone – those methods require a little hands on work,
but they’re eﬀective as well.

• Exit out of Settings and enjoy your new peace and quiet
Remember: choosing ‘All Contacts’ will prevent any phone number
or address that is not in your iPhone Contacts list from reaching
the iPhone. Do not enable this without thorough comprehension,
otherwise you may miss calls you actually want to get.
Keep in mind that Do Not Disturb mode silences the iPhone
completely, stopping the iPhone from ringing or making any alert
sound, and preventing any contact attempt if someone is not on
your Favorites list or in the Contacts list, assuming you chose
either of those options. Because of how this is designed, Do Not
Disturb mode is an excellent feature but it’s generally best used on
a schedule so that it kicks in automatically in the evening and turns

Another trick that used to work was to create a contact called
“Unknown” and “No Caller ID” and block those contacts
specifically on the iPhone, but that does not reliably work, so if you
really want peace an quiet and to stop the unknown callers from
hounding your iPhone, use the DnD method instead.
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The following article was posted by Jeﬀ Butts to MacObserver.com
on February 22, 2017. http://tinyurl.com/jxg8vsh © The Mac
Observer Inc. He is an English instructor pursuing a master’s in
Computer and Information Systems, but he’s been working on
computers since before he ever thought about teaching.

5 iMazing Tricks Make Syncing Your iOS Device Fun
By Jeﬀ Butts
Synchronizing your iPad or iPhone to your Mac or Windows PC
isn’t usually a fun time. The software that Apple provides us for the
task, iTunes, is incredibly bloated, so much so that Dr. Mac, our
own Bob LeVitus, had declared several reasons “Why iTunes Must
Die!” There are many ways to sync your iPhone without iTunes on
the Mac, including a Mac app called iMazing. Here are five cool
iMazing tricks that actually make it fun to link up your iOS device
with the desktop.

iMazing’s backup browser is visual and easy to use
Trick #2 with iMazing: save those Visual Voicemail messages
to your hard drive
Voice messages you receive using your cellular carrier’s Visual
Voicemail feature are saved directly to your iPhone. The problem
is, they still take up space on the voicemail server. There’s not
always an easy way to get them oﬀ for storage or other purposes.
With iMazing, though, you can export those files to your hard
drive. That way, you can archive them forever, if you want, and not
worry about your mailbox filling up.

About iMazing
With iTunes, you get a bloated iOS device manager that makes
you jump through hoops to do simple things like synchronize with
your device via Wi-Fi or copy files. That’s not the case with
iMazing. The device management options are intuitive and easy to
use, and you only have to plug in your iOS device once and trust
the computer, then you’re all set for Wi-Fi synchronization.
The first of our cool iMazing tricks: control and browse
backups
If you want to clone your iOS device and browse through your
backups just in case something goes awry, iMazing has your back.
You can choose to keep these backups on your hard drive, if you
wish, or you can store them on iMazing’s cloud service. The cloud
option will keep your backups for at least a month, and the app
will ask your permission before deleting old archives. You can even
encrypt backups, which is required if you want to store sensitive
information like Health data and account passwords. These
backups even include your apps. If your favorite app goes the way
of Flappy Bird, iMazing can protect your purchase.

You can export your Visual Voicemail messages to your desktop
using iMazing
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iMazing cool trick #3: copy music to and from your iOS device
With iTunes, it’s a cinch to transfer music to your iPhone or iPad.
What if you want to export tracks oﬀ your iOS device, though?
That’s impossible in iTunes, but it’s a snap with iMazing. Just
select the media files you want, whether they’re songs, movies, TV
shows, podcasts, or audiobooks. Then click Export to Folder, and
iMazing will happily transfer them to your hard drive. It’s even
smart about it, recognizing the tracks you already have in iTunes
and leaving them alone.

With iMazing, you can export your messages to a variety of
formats, or even print them
Amazing iMazing trick #5: use your iPhone as an external hard drive
Our iPhones often have more storage space than we know what to
do with, so why not make the most of it? You can transfer
documents and other files to and from your iOS device with ease,
no matter whether you’re using a Mac or Windows PC (or both).
You can browse and transfer specific files and folders from your
apps with an interface that looks and feels like Finder or Explorer.

Not only is the interface for transferring music to your iOS device
cleaner, but you can even export your media files to your desktop
Cool iMazing trick #4: archive or print your text messages
Ever wish you could save your text messages and iMessage
conversations to your desktop, or even print them? With iMazing,
you can. It doesn’t matter if you want a PDF, text document,
comma-separated values (CSV, like a spreadsheet) file, or a full
printout of your messages, this app can handle it. You can also
export attachments separately, for those times when you want to
get a bunch of images out of your text message history.

Use iMazing to turn your iOS device into an external hard drive
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need the software on two computers, a universal license is $49.99,
or you can purchase five licenses for your family for $69.99. The
software is available for both Windows and Mac, allowing you to
have this control over your iOS device from almost any computer.
Ready to buy it? Head on over to iMazing’s website and get your
trial or license now.

Bonus trick with iMazing: transfer content to a new device
without iTunes or iCloud
Just got a new iPhone 7 and want to copy your data to the new
device? With iMazing, you get a dedicated, step-by-step assistant
that lets you take what you need, including your pictures, videos,
text messages, call history, voicemail, and app data. At the same
time, you have full control over what gets left behind.

The options for transferring data and apps from one iOS device to
another are fully customizable in iMazing
Is iMazing perfect?
No, of course not. Just like anything, iMazing has its limitations.
Backups can sometimes take longer than they do under iTunes,
especially if you’re using Wi-Fi and/or storing your archives in the
cloud. Still, the software is far more streamlined than the bloatware
it is meant to replace, and updating it doesn’t require launching the
Mac App Store.
Getting iMazing for yourself
All of this power could cost hundreds of dollars, but it doesn’t. You
can purchase a single license for iMazing for $39.99 USD. If you
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“The unlimited plan will confuse consumers even more because
it’s not really unlimited,” said Toni Toikka, the chief executive of
Alekstra, a research firm that analyzes wireless bills. “They think
‘O.K., it’s a great deal,’ but actually it’s not so.”
Still, it is a good time to consider a new phone plan. Phone
manufacturers like Samsung Electronics, LG and Sony are
expected to show new smartphones next week at Mobile World
Congress, the annual trade show centered on mobile devices.

Picking a New Phone Plan? Here Are Your Best Bets
By Brian X. Chen

To help narrow your options, The Wirecutter, the product
recommendation site owned by The New York Times, named
Verizon Wireless the best carrier, largely because it has the
broadest network coverage and top-rated service quality, along
with generous data packages that are easy to understand, said
Rob Pegoraro, who writes about phone carriers for The Wirecutter.
The Wirecutter’s pick comes down to a simple fact: A smartphone
is no good if it lacks a connection, so good coverage should be
the top consideration when you select a plan.
But choosing the best plan for you is not as simple as heading
straight for a Verizon plan, Mr. Toikka said. Prices can fluctuate,
and in some cases, AT&T, the second-largest carrier, oﬀers a better
deal on a network that is generally as good as Verizon’s. Here are
recommendations we made with the help of Mr. Toikka for the best
phone plans for individuals, couples, families and travelers.

Shopping for a phone plan can be as daunting as picking a health
insurance package. The rates and options constantly change, and
it feels impossible to make simple comparisons between carriers.
Case in point: The best phone plans we recommended a year and
a half ago are now obsolete because the wireless carriers have
completely changed their oﬀerings.

Best Plan for the Single User

The biggest change involves the so-called unlimited data plan.
About five years ago, all the major carriers killed all-you-can-eat
data plans that let you browse the web, download music and post
photos as much as you want in favor of plans that charge you by
the gigabyte.

AT&T’S THREE-GIGABYTE PLAN
PRICE $60 a month
WHY IT WINS On average, smartphone owners with tiered data
plans used 2.9 gigabytes of data per month last year, according to
Cisco. At $60 a month, AT&T’s three-gigabyte oﬀering is large
enough to suit the average smartphone owner’s needs. Verizon
oﬀers a two-gigabyte bucket for $60 a month, which may be too
small; for $75 a month it oﬀers a four-gigabyte plan, which is a bit
more than you probably need.

But now T-Mobile, Sprint, AT&T and, most recently, Verizon
Wireless have resurrected unlimited data. As enticing as that may
sound, unlimited is ideal for a small set of people. For everyone
else, you may be paying for more than you need, and the plans
come with major limitations on how you can use them.
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Best Plan for the Single Power User

PRICE $180 a month

VERIZON’S UNLIMITED DATA PLAN

WHY IT WINS On average, a family of four will probably consume
about 12 gigabytes a month. Verizon’s largest tiered data plan
includes eight gigabytes a month, which can easily be surpassed.
Verizon’s unlimited data plan costs $200 a month for four people,
which can be reduced to $180 a month for families that enroll in
automatic payments. Mr. Toikka warned that automatic payments
might lead parents to overlook unexpected charges on their phone
bills, so just make sure to closely monitor your bills.

PRICE $80 a month
WHY IT WINS If you use at least 10 gigabytes a month, consider
yourself a power user. For a single phone line, Verizon’s $85-amonth unlimited data oﬀering beats AT&T’s $100-a-month
unlimited plan. Verizon customers can also get a discount by
enrolling in automatic payments, reducing the price of the
unlimited plan to $80 a month.

Best Option for an Occasional Traveler

Only Verizon’s unlimited data plan includes the ability to tether, or
share a smartphone’s cellular data with another device like a
computer. Both plans share a limitation: After 22 gigabytes of use
in a month, data speeds may be slowed.

VERIZON’S AND AT&T’S TRAVEL PLANS OR A FOREIGN SIM CARD
PRICE $10 a day
WHY THEY WIN Verizon and AT&T customers can use a
smartphone abroad in over 100 countries for an extra $10 a day on
top of the rates for their normal phone plan. The main diﬀerence is
that Verizon’s smartphones come unlocked, oﬀering the flexibility
of inserting a foreign SIM card and potentially paying even lower
rates.

Best Plan for the Average Couple
AT&T’S SHARED SIX-GIGABYTE PLAN
PRICE $100 a month
WHY IT WINS AT&T’s six-gigabyte shared data plan should have
most couples covered since the average data consumption per
person is three gigabytes a month. Priced at $100 a month, the
plan is also more generous than Verizon’s four-gigabyte plan at
$100 a month.

By contrast, AT&T’s smartphones come locked by default,
meaning you will have to go through some hassle to unlock a
device to use a foreign SIM card.
Kelly Crummey, a Verizon spokeswoman, said, “Verizon’s coverage
is second to none, and we have very competitively priced plans
loaded with features, providing customers with incredible value.”

Best Plan for the Power Couple
VERIZON’S OR AT&T’S UNLIMITED DATA PLAN

AT&T said it “provides value to customers that our competitors
can’t match.”

PRICE $140 a month
WHY THEY TIE A couple that uses at least 20 gigabytes a month
would benefit from either AT&T’s or Verizon’s unlimited plan, and
both cost the same each month. Which to choose? Mr. Toikka
recommends checking coverage maps for AT&T and Verizon to
see which carrier is better in your hometown.

Switching to a new phone plan can be tedious and frustrating, and
chances are you are happy with the one you have. But Mr.
Pegoraro of The Wirecutter warned that sticking with a dated plan
could make you miss out on options that oﬀer better value or neat
features like tethering.

Best Plan for a Family of Four

“Don’t assume that the plan you’ve been on is the one you should
stay on,” he said.

VERIZON’S UNLIMITED DATA PLAN
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cause a problem.
To close the application, we need to bring up a list of all apps that
are running in the background. You can do this by double clicking
the home button at the bottom of your iPad. When you press it
twice in quick succession, your most recent apps are shown as
cascading windows across the screen. You can navigate through
this screen by swiping from left-to-right or right-to-left. The active
window will have its corresponding app icon above it.

How to Fix a Slow iPad
By Daniel Nations

To close an app, hold your finger down on the active window, and
without lifting your finger from the screen, swipe toward the top of
the display. This gesture resembles "flicking" the app oﬀ the
iPad. Remember: you touch the app window, not the app icon.
Go ahead and close the first four or five apps and see if that helps.
If it doesn't, proceed to step two. Keep in mind, purging apps does
not save battery life unless the app was not shutting down
properly.
Next: Reboot the iPad
Quitting apps won't always do the trick. In this case, rebooting the
iPad is the best recourse. This will flush everything from memory
and give your iPad a clean start. Many people believe the iPad
powers down when the Sleep/Wake button at the top of the iPad
is pressed down or when the flap of their Smart Cover or Smart
Case is close, but this only puts the iPad in suspend mode.

Is your iPad running slow? Does it seem to get bogged down after
a few hours? While this is more common with older iPads that
don't have the processing power of the new iPad Air line and iPad
Pro tablets, even the newest iPad can bog down. There are
multiple reasons why an iPad may begin running slow, including an
app running in the background or simply a slow Internet
connection. Luckily, this is often easy to fix.

To reboot the iPad, hold down the Sleep/Wake button until
instructions appear telling you to slide a button to power oﬀ the
iPad. When you slide the button, the tablet will shut down and the
iPad's screen will go completely dark.

First: Purge Apps From Memory
The most common reason for an iPad to start chugging along is an
issue with apps running in the background. When you close an
app, the iPad doesn't shut it down completely. Most apps simply
stay ready for you to launch them again, and some apps like the
Music app continue to work in the background. Normally, this
makes your iPad appear faster. These apps will load much quicker
because they are already in memory. But sometimes, they can

Wait several seconds and then boot the iPad back up by holding
down the sleep/wake button again. You will first see the Apple logo
on the screen and your iPad should boot up shortly. Your iPad
should run quicker, but if it starts bogging down, keep in mind the
apps that are running at the time. Sometimes, a single app can
cause the iPad to perform poorly.
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waiting for the web page to pop up. One solution to this is to
install an ad blocker. These widgets enhance the Safari browser by
disallowing ads to load on the web page. They make both for
easier reading and faster loading. Sites like this one make money
from ads, so this is a balance you have to wrestle with.

Check Your Wi-Fi Connection
It might not be your iPad that is running slow.
It might be your Wi-Fi network. You can check the Internet
speed of your Wi-Fi network by using an app like Ookla's
Speedtest. This app will send data to a remote server and then
send data back to the iPad, testing both upload and download
speeds.

Turn Oﬀ Background App Refresh
This one could actually save you some battery life as well as keep
your iPad lean and mean. Background App Refresh allows apps to
refresh their content even when you aren't using them. In this way,
Facebook might reach out and retrieve posts to your wall or
a news app may fetch the latest articles. However, this uses a little
bit of your processing speed and your Internet connection, so it
could the iPad to run a little slower. This usually isn't the main
cause, but if you often find the iPad running slow (and especially if
the battery drains quickly), you should turn oﬀ Background App
Refresh.

The average Wi-Fi network in the U.S. gets around 12 megabitsper-second (Mbps), although it is not uncommon to see speeds of
25+ Mbps. You probably won't see much of a slowdown with your
connection unless it gets around 6 Mbps or less. That's around the
amount of bandwidth it takes to stream movies and video.
If you are experiencing a problem with your Wi-Fi connection, try
moving closer to your router. If the speed increases, you may
need to look into boosting your Wi-Fi range. This is common in
larger buildings, but even a small house can have issues.

To do that, go into the iPad's settings. Choose General from the
left-side menu and then tap on Background App Refresh from the
General settings. In the next screen, tap the on/oﬀ slider at the top
of the screen.

Make Sure You Are Running the Current Version of iOS
iOS is the operating system running on the iPad. While sometimes
a major update will actually slow the iPad down a little, it is always
a good idea to run the latest operating system. Not only will this
ensure that you have the most recent performance tweaks, it also
ensures that you have the latest fixes for any security issues.

Clear Storage Space
If you are running desperately low on storage space, clearing up a
little extra elbow room for the iPad can sometimes improve
performance. This can be accomplished by deleting apps that you
no longer use, especially games that you don't play anymore. You
can see which apps are using the most space on your iPad by
going to Settings > General > Storage & iCloud usage > Manage
Storage (under the upper Storage section). This will tell you which
apps are using up the most storage.

You can check the version of iOS you are running by going into
your Settings app, tapping General settings and tapping Software
Update. If you are new to the iPad or iOS, here's how to upgrade
to the latest version of iOS.
Install an Ad Blocker
If you are primarily seeing a slow down while browsing the web in
the Safari browser but your Internet speed isn't slow, it may be
more a symptom of which pages you are browsing than the iPad
itself. The more advertisements on a web page, the longer it will
take to load. And if any one of those ads stalls out, you may be left

You can also speed up Safari by deleting your cookies and
web history, although this will cause you to log back into any
websites that have saved your login information.
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Testing backups is extremely important. For bootable backups,
test booting from the backup drive and other procedures to see
that they work. If the drives are not bootable, test getting files from
the backup. Adam uses both Crashplan and Backblaze for online
backups.

MLMUG February 11, 2016 Meeting Minutes
By Mark Bazrod, Secretary
Maria Arguello, our President, opened the MLMUG meeting at 9
AM at the Hershey’s Mill Community Center near West Chester.
There were 34 attendees, including 2 visitors.

Safe boot can be a useful troubleshooting technique. Sometimes it
can fix problems. What it does is to force a system file check and it
also clears caches.

OS SIG - ADAM RICE
The SIG was a Q & A session.

Main Presentation - MacBook Pro

Mark W. indicated his iPhone was repeatedly closing after a few
minutes of use. Possible solutions were totally powering oﬀ;
returning to manufacture settings and recovering from a backup;
and taking the iPhone to an Apple store.

Stan Horwitz has been a Mac user since 1986. He demonstrated
the new MacBook Pro with the Touch Bar whose content varies
depending upon what application you’re using. The MacBook Pro
has 4 new USB-C ports, 2 on either side. There are no other ports.
The USB-C ports also carry power. There are many types of USBC port adaptors for diﬀerent products. For an extensive
discussion, see pages 37-39 of the February Newsletter. It’s an
excellent article by Tom Nelson and it’s imperative that you read it
before you purchase a Mac with a Touch Bar.

To see what apps are using batteries, go to Settings > Battery and
scroll down to Battery Usage.
Susan S. reported that she was trying to upgrade from Tiger to El
Capitan so she could then further upgrade to Sierra. A window
indicated the estimated time for the initial upgrade was 20 hours.
She has a 27” Mid 2011 iMac, is using about 400 KB of a 1 TB
drive and the iMac seems reasonably fast. We had a long
discussion, but unfortunately no answer.

The MacBook Pro has a retina display and a fingerprint sensor to
use to shut down the Mac. If you open the lid, the MacBook Pro
automatically boots.

We next discussed merging separate iPhoto libraries. There is an
app, iPhoto Library Manager, which can do this. A similar app for
Photos libraries is PowerPhotos. Adam has merged a number of
his libraries and finds it more convenient and the speed is
satisfactory.

Look at System Preferences to see what gestures are available.
Stan found that gestures work better when you are sitting as
opposed to lying on the couch. He indicates that the Touch Bar is
very sensitive and so you have to be very careful when touching
the Bar.

Steve Blatman reported that if one cell in an SSD goes bad, the
entire SSD is unusable. If you switched from a hard drive to an
SSD, make sure you keep up-to-date backups.

He found that the Touch Bar is excellent for editing photos in
Adobe Lightroom. The MacBook Pro does not have a SD card slot,
but there is a USB-C to USB-B converter. It cost about $20. The
iPhone uses a USB-B connector so you’ll need to use an adapter.

Adam reported that the Backblaze online backup site uses oﬀ-theshelf drives and publishes its experience with diﬀerent drives.
Currently, HGST drives (part of Western Digital) appear to be the
best. Also, look at the thewirecutter.com website (part of the New
York Times) for additional data.

Stan believes that Apple is in the process of merging its products.
Many aspects of mobile are now being transferred to desktop/
laptop machines. He expects that new Macs will have a Touch Bar.
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You currently cannot turn oﬀ the Touch Bar and he hopes Apple
will remedy that in the near future.
The menu bars on the apps do not change even though the Bar is
a substitute for many of them. The MacBook Pro generates very
little heat and he can work with it on his lap for hours. He also
noticed that the battery life is very good. Stan observed that the
MacBook Pro has very little places for liquids to get in the
machine. Even the keys have no openings.
You do need an external CD/DVD burner, but that has been the
case for number of years on many machines.
Stan suggests that you take a look at the last Apple keynote for a
demo of the MacBook Pro.
Lastly, I must note that Stan used the handheld approach with
Bob’s camera to view the keyboard and screen of the MacBook
Pro. It jumped around and was very disorienting. Looks like
practice is needed for this method of presentation or a more stable
mounting should be used.
Other - Nick Iacona informed the group that Scott Kelby will be
holding an all-day seminar on Adobe Lightroom on March 13th at
the Philadelphia convention center.
Mark Bazrod
Secretary
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therefore receives more data (pixels) to compose the picture, the
image quality from optical zoom pictures are far superior to those
where digital zoom is used, which reduces the amount of data
(pixels) used to compose a picture.

How to Use 2x Optical Zoom on iPhone 7 Plus Camera

How to Use Optical Zoom 2x Lens on iPhone 7 Plus
Remember, you must have a dual camera equipped iPhone 7 Plus
(or better if you’re really special) to have access to the 2x optical
zoom lens.
1. Open the iPhone Camera as usual, either from the lock screen
or the Camera app
2. Go to “Photo” mode by swiping over as necessary
3. Tap the (1x) circle text that is near the camera shutter button

The iPhone 7 Plus includes dual camera lenses, with the
secondary lens allowing for 2x optical zoom with a 10x digital
zoom modifier. Using the 2x optical zoom feature on iPhone Plus is
excellent and easy, but it works slightly diﬀerent from zooming on
a regular iPhone camera, which is accomplished with a pinch
gesture.
What is optical zoom? What is digital zoom?
Before getting into the specifics on how to use optical zoom on the
new iPhone Plus, let’s briefly cover the diﬀerences between optical
zoom and digital zoom.
Optical zoom uses the actual lens optics of iPhone camera to
bring the subject being photographed closer. In this case, the lens
is the secondary 2x zoomed camera available on the latest iPhone
Plus models only.
Digital zoom uses software processing to bring the subject closer,
similar to how you can zoom into a picture on your computer or
iPhone after it has been taken. All iPhone cameras can use digital
zoom.

4. You’ll immediately see the camera zoom in to be twice as close,
as indicated by a (2x) text near the camera button

Because optical zoom relies on the actual hardware lens itself and
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Using 10x Digital Zoom on iPhone Plus Dual Lens Camera
The iPhone Plus dual lens camera also allows you to use digital
zoom from the 2x optical camera, which provides up to 10x digital
zoom. As usual with digital zoom, the image quality will reduce the
further zoomed in the picture gets, which tends to limit the
eﬀectiveness and usefulness of digital zoom. Nonetheless, many
users may like to access the digital zoom feature anyway
1. From the iPhone camera, tap on 2x to enter optical zoom as
previously described

5. Take your zoomed pictures as usual using the optical zoom
camera
You can tap the 2x button again to return back to regular 1x
camera mode.
HDR, Live Photo, camera flash, the camera self timer, filters, and
video recording also work with the 2x optical zoom lens, but it’s
worth mentioning that even if you set the camera to preserve
settings, the camera app will default to opening to the 1x camera
every time it is launched, meaning you will need to toggle between
the 1x and 2x camera as needed.

2. Now tap and hold on “(2x)” and swipe left to zoom on a sliding
scale
You can use digital zoom from 2.1x all the way to 10x, but again,
digital zoom uses software to capture closer images and thus
always oﬀers reduced image quality. However, because the
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starting point for digital zoom is the optical 2x zoom camera, the
image quality will be slightly better than a standard zoomed image
would be on a non-dual camera equipped iPhone.
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Macintosh (1989) and still recommend to this day.

And yes, you can also use the pinch to zoom method like you can
on other iPhone cameras without optical zoom lens capabilities if
you have developed that habit.

Using keyboard shortcuts is all about reducing your dependence
on the mouse. Many of the things you do with your mouse can be
done faster and easier using a keyboard shortcut.

It’s highly likely that additional future iPhone models will include
the dual lens capabilities that are currently seen limited to the Plus
model, but for now you’ll only have access to this great ability with
the iPhone 7 Plus. The other option for users with other model
iPhones is to buy a third party lens kit like the Olloclip, which oﬀer
similar features through hardware attachments and generally work
quite well.

If you’re not familiar with keyboard shortcuts, look in just about
any menu in almost any application and you’ll see some. Take the
Finder’s Edit menu, for example:
I can’t remember the last time I opened this menu to use any of its
commands. They’re so important and I use them so often, their
keyboard shortcuts are embedded in my muscle memory. It would
behoove you to memorize them all (or at least the four in the
middle: Cut, Copy, Paste, and Select All).

This column is an excerpt from Bob’s Working Smarter for Mac
Users book. The email was dated February 25, 2117.Bob “Dr. Mac”
LeVitus is the author of more than 80 books, a computer columnist
for more than 15 years for the Houston Chronicle, & a Mac expert.

Here’s another useful example: Instead of selecting the Icon, List,
Column or Cover Flow view from the View menu, try using their
keyboard shortcuts instead:

Keyboard Shortcuts Save You Time

•
•
•
•

By Bob Levitus
Moving right along... let's take a look at another tip from Working
Smarter for Mac Users... In issue #22, I talked about improving
your typing skills; in this issue we'll look at keyboard shortcuts—
which are another skill I recommended in the first chapter of Dr.

Command+1 to switch to Icon view
Command+2 for List view
Command+3 for Column view
Command+4 for Cover Flow view.

See! Isn’t that faster than taking your hand oﬀ the keyboard,
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In any case, switching views quickly make it easier to work in the
Finder. For example, if I am browsing a folder with a lot of pictures
in List view (background window below), I just press Command+1
to switch to Icon view so I can see thumbnails of the images
(foreground window below).
Switching Finder views with a keyboard shortcut is handy, but it’s
merely one of the thousands of shortcuts available in the Finder and
almost every Mac app that can save you oodles of time every day.
Whenever you find yourself using a menu item more than a few
times a day, look for a keyboard shortcut on its right. These are the
four symbols you might see next to a letter, number, or punctuation
mark in a menu:

So, look for these shortcut symbols in menus, and memorize the
ones you use most. Trust me, keyboard shortcuts are faster every
time; you’ll save many minutes every day not reaching for the
mouse/trackpad or moving it up to a menu item, which slows you
down more than you think.

grabbing the mouse, moving the cursor to the View menu, and
then clicking an item?
I used that menu as an example for a reason: You want to
memorize those commands or at least the first three (unless you’re

Download these and memorize them all:
I created a pair of .jpg pictures you can use to memorize some of
the more useful shortcuts; download 'em, tape ‘em to your
monitor, and then don’t remove them until your fingers
automatically perform these shortcuts every time and you never
think about reaching for the mouse.
I know it might seem weird that I’m telling you to print it, but that
way you won’t need a mouse to find it. Plus, if you only keep it as
a file on your hard drive you’ll surely forget about it.
That's all I've got for you this time. But, as always, I'll be back with
more RealSoonNow™.

among the handful who find Cover Flow view useful).
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The following article was posted to osxdaily.com on January 27,
2017. tinyurl.com/z5h7cfd. © OSX Daily.

Using TextEdit Tabs on Mac

3.

If you use TextEdit on Mac for your simple word processing and
quick plain text editing needs like a Notepad equivalent from the
Windows world, you’ll likely appreciate that the latest versions of
Mac OS support tabbed windows in TextEdit. This can
dramatically reduce window clutter in the TextEdit app, just like
tabs work elsewhere.

4.
Optionally, merge all existing TextEdit windows into tabs by
going to the ‘Window’ menu and choosing “Merge All Windows”
Why tabs are hidden by default in TextEdit isn’t entirely clear, but
unlike in Safari where you can open a new tab with a keyboard
shortcut, that isn’t (currently) an option in the MacOS TextEdit app.

You may have noticed that tabs in TextEdit aren’t visible by default,
so you’ll want to enable this little feature with a quick settings
adjustment.

You’ll need a modern version of Mac OS Sierra or later to have this
feature, older versions of Mac OS do not have tabbed support in
TextEdit.

How to Show and Use TextEdit Tabs
1.

Open TextEdit as usual on the Mac

2.

Pull down the “View” menu and choose “Show Tab Bar”

Click on the [+] plus button to create a new tab

Not everyone uses TextEdit but it’s an under appreciated app on
the Mac. I personally use TextEdit all the time for quickly glancing
at simple text documents, as a plain text viewer, basic word
processing where the complete Pages functionality is not
necessary, quick and dirty outlining, as a quick and simple HTML
source viewer, and much more. For more full fledged word
processing and text editing needs, I’ll rely on Pages app, Microsoft
Word, and BBEdit or TextWrangler, but if you give TextEdit a try
you might be surprised how fully featured it is for such a small
lightweight application.
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2017. tinyurl.com/gp3gq5a. © OSX Daily.
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1 – VLC
VLC is the longtime king of video players, and it’s easily one of the
best video players on the Mac. VLC can play virtually any video file
or movie format imaginable, usually with no extra codecs required
even for some of the more oddball video formats. Of course all the
primary video formats are supported too, so whether you’re
watching MKV, M4V, AVI, MPEG, MOV, WMV, or any of the other
commonly encountered formats, the video will play flawlessly
without an issue. VLC is also cross platform compatible, so you
can use VLC on a Mac, Windows PC, Linux, iOS, Android, and
keep the experience consistent. There’s even theme/skin support,
if you’re into that sort of thing.

The Best Video Players for Mac

• Get VLC free from the developer here
Ever wondered what the best video player for Mac is? While there
are droves of app options available to watch movies and video on
Mac, rather than going on a wild video player fishing expedition
we’ve helped to narrow down some of the best free video player
choices for you.
The best video player apps support a wide variety of movie file
formats, are easy to use, support 1080p and 4k video, are fullfeatured, are free to download and don’t arrive with junkware, and
are lightweight. We’ll review some of the best options available for
Mac OS and Mac OS X users.
A quick note: most Mac users will find that QuickTime and Photos
app are perfectly suﬃcient to watching their own personal videos
on the Mac, the options here are aimed at Mac users who are
looking for a third party video player app with support for many
video formats often found on the web, downloaded, or ripped from
their personal collections.

VLC remains my personal preference for the best video player for
Mac for all-purpose use, it’s fast, no-nonsense, free, easy to use,
supports subtitles, adjustable playback speeds, and there is a
hoard of other advanced features that you’ll likely never even need
to use.

The 4 Best Video Players for Mac
We’ve chosen four of what we consider to be the best video players
for Mac, they’re all free too as rarely will you find a paid video player
app to be necessary for most users needs. Let’s check them out:
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Plex is an excellent choice as a video player, particularly if you
want to stream video from one device to another in your house, or
you plan on connecting a Mac to a TV for use as a media center
and watching movies on a bigger screen.

2 – MPV
MPV is another great video player for Mac that has gained
popularity recently, it’s a fork of mplayer and has a wide range of
support for nearly any video format you’d throw at it. MPV also has
GPU video decoding support and has a variety of OpenGL video
output options which can be desirable to many advanced users.
Overall it’s quite similar to VLC in many ways, so whether or not
you use VLC or MPV is mostly a matter of personal preference.
•
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•

Get Plex free from the developer here

Get MPV free from the developer here

I personally prefer Plex as a media center app, so if you’re looking
for something to play video and serve that purpose it’s a great way
to go.
Like VLC and Plex, MPV is also compatible with Mac OS X,
Windows, and Linux.

4 – QuickTime Player
QuickTime Player?? Yes, really! QuickTime comes free and
bundled on every Mac by default as the systems movie player. It
may be under appreciated, but QuickTime is a powerful video
player app and includes support for many popular video and
movie file formats without needing to add any plugins or third party
tools, it just works with most videos.

3 – Plex
Plex is much more than just a video player, it is a full fledged
media server app which can play just about every imaginable
video format or movie thrown its way. In addition to playing videos
and managing your movie library, Plex can also manage your
music, TV shows, photos, library streaming, has parental control
support in the premium version, file sharing support, and many
other features that make the app function similar to how an Apple
TV or media center works, except it’s just an app that runs on your
Mac (or Windows PC too).

As mentioned above, QuickTime is a perfectly adequate solution
for watching your own personal videos recorded on a Mac from
the webcam, from 4k recorded on an iPhone, movies captured on
iPad, shared with friends or family, and most video and movies
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that Mac users will encounter. Where QuickTime may become less
adequate is if you’re trying to watch a video you downloaded from
the web and it’s in a more obscure movie format, and perhaps you
want to include subtitles for another language.

One of the major perks for watching web video with Safari is using
Picture-in-Picture mode to play a video in a little hovering window,
whether it’s found on YouTube, Vimeo, or your favorite
documentary site like PBS NOVA or Frontline. Chrome currently
does not support PiP mode directly, but with a plugin you can use
that feature for playing web video as well.

The lesson here is don’t write oﬀ QuickTime Player, it’s an
excellent video player app for most Mac users needs.

Playing Web Video? Try Safari or Chrome
Many of you are probably wondering about the best video player
app to watch web video with, and this too is a matter of personal
preference. For playing HTML5 video, or web video services like
Amazon Prime, Netflix, or HBO, both Safari and Chrome are
excellent, whereas for anything requiring Flash then using Chrome
with the built-in sandboxed Flash plugin is highly recommended so
you don’t have to install Flash on the Mac directly.
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Glenn Fleishman posted the following excerpt of an article in
macworld.com on December 15, 2016. tinyurl.com/hpymv43. ©
IDG Consumer & SMB. He is a Senior Contributor to Macworld & a
regular contributor to many magazines, including The Economist,.
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Quick Look-style spacebar press to show a larger or full preview.
The clippings also record the source, length, date, and application
of origin.

Pastebot 2 Review: Mac Utility Combines A Deep
Clipboard With Clever Conversions

A new utility has features for managing copied items found
elsewhere combined with unique additions that help in a world of
text.

By Glenn Fleishman
At a Glance Macworld Rating

5 of 5 $20.00

I still miss the Scrapbook that was part of the pre-OS X chain of
Macintosh system releases. It was like a super clipboard that let
you hold several items; you could scroll through, pick a "scrap" to
copy, and then paste it into a program. Since the inception of OS
X, many utilities have sought to replicate and expand Scrapbook.
But for my money, I’m not sure any has brought the concept fully
forward and updated it for modern needs until Pastebot 2 ($20 on
the App Store). (Pastebot was in a long beta, and its maker opted
to number it “2.0” as a result.)

The Pastebot app previews everything you’ve copied and
captured.

In February 2015, Joe Kissell wrote a thorough round-up of
clipboard-managing utilities, some of which have a lot of nonscrapbook functions, too. Pastebot 2 has the best features shared
among those, and adds more by oﬀering customizable filters and a
clipboard “accumulator” that I’ll explain later in this review.

You can choose how deep the backlist goes, from 50 to 500
entries. And you can opt to exclude extremely large items by
specifying a threshold in megabytes; the default is 25. That’s
useful if you’re copying large images or datasets within a program.
Pastebot also includes a Blacklist tab in Preferences so you can
exclude the clipboard from apps you specify, like those that
manage passwords (1Password, LastPass, Keychain, and so
forth), and those for which you’ll never want to capture the
clipboard, which can include image and video-editing programs.

Scrapbook lives
Once installed, Pastebot captures everything that you copy or cut
to the system clipboard. You can access this deep scrapbook from
either a system menubar item or the app, where the clippings
appear in reverse chronological order. Each clipping is marked by
type—text, http, image, RTF, and more—and shown in either a
one-line or thumbnail preview. You can opt to show the full
contents of clippings, too, as a view option, and you can use a

With an iCloud account, you can sync items across all your Macs.
An iOS version that interoperates with the macOS Pastebot isn’t
out yet. But Pastebot for macOS works just fine with the Universal
Clipboard available in Sierra and iOS 10 to let you sync something
you copy from Pastebot to an iPad or iPhone.
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I’ve already found it handy just in testing to recover lost pasted
items, which happens to me when I’m managing multiple windows
and projects at once. You know the problem: you cut (not copy)
something from a document intending to paste it elsewhere in a
moment, but then a distraction emerges, such as another problem
in the same text. You copy and paste there—and realize you’ve
lost your previous clipboard. You can furiously press Undo if in an
app with many layers, but then you’ve lost your new changes.
Pastebot lets you walk back in time for accidents, but you can also
use it this way intentionally. It has a full-text search feature if you
don’t want to scroll through and scan for the entry you need.
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Command-Shift-V by default, and select an item that’s
automatically pasted when you release those keys.
Tapbots has built these features out in an easy-to-use and
generally explicable manner, though it provides a brief and wellwritten online manual as well, a nice plus in an era of apps with no
documentation at all. However, Pastebot does well when you look
beyond these basics that are shared among most clipping utilities.
Custom filters and a
sequential paste queue
While many competitors
oﬀer text filters, Pastebot
not only has a number of
prefabricated conversions
—such as decoding
URLs and converting rich
text to plain text—you
can create new, multistep filters that would
otherwise require using
something like text
factories in BBEdit or a
set of macros in
something like Keyboard
Maestro.

Clippings in Pastebot can—
of course—be copied in a
variety of ways from the
main app window and the
Quick Paste Menu, invoked
from the system menubar or
with an optional keystroke.
In the main app, you can
double click or select and
press the right arrow to
copy. With the Quick Paste
Menu, however, the last ten
clippings are assigned a
number in ascending order
from 1 through 9 and ending
with 0 as the 10th. Press the
appropriate number key, and The Quick Paste Menu lets you
the item is copied, the window
dismissed, and the item is pasted at the current foreground app’s
insertion point or accepted as a pasted item.

Filters transform text, including into
HTML, and let you see a preview of
the results before pasting.

For example, if I copy a URL, I might want to clean it up, change
the http:// to https:// (to ensure a secure link), and then encode the
URL to make sure none of the characters I copied have special
formatting that won’t work as text. That’s three simple steps in a
filter, all available from popup menus. Pastebot also includes some
helpful HTML formatting, such as creating a list.

I expect most people will spend most of their using the Quick
Paste Menu, the behavior of which can be customized, too.
Instead of appearing in a fixed location, you can choose to have it
always pop up behind the current mouse pointer location. You can
also set it so that you hold down the invocation keys, set to

Filters can be invoked by right-clicking an item in the Pastebot
app, and by clicking a Filter icon in the Quick Paste Menu, from
which you can select the filter. Even better, filters can have an
assigned keystroke, letting you invoke a filter against the text
currently held in the system clipboard. And, to top it oﬀ, you can
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add a keystroke to enable a global feature that invokes the last
filter you used to apply against the current clipboard contents.
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Bottom line
If you find yourself wishing you didn’t have just a single level of
clipboard depth, or yearn for the sweet return of Scrapbook,
Pastebot 2 provides that in an eﬃcient way with lots of options for
customizing to work best with you. The combination of being able
to assign keystrokes and change basic behavior while retaining a
deep backlist of clippings means you can retain the history of what
you’ve cut and copied and find and apply it easily.

Creating a filter is straightforward, and can have multiple steps.
The Sequential Paste queue requires a little explanation before
explaining how it works. It’s an answer to the situation you may
encounter when you have a set of data in one place you need to
copy to another, which comes up for me all the time with Web
forms. Instead of “switch to tab, copy, switch back to tab, find the
field, paste,” you can copy everything as separate items to the
queue. The queue can hold up to 25 items.

While Pastebot’s basic features are well implemented and work as
expected, it shines in the extras, especially the robust but not
overwhelming filter editor. Transforming text, HTML, and URLs,
and removing the “richness” from rich text remain remarkably
common tasks for many people, judging by the support email I
receive from readers.

Then you can paste items from the queue into a new place. For
instance, might want to copy the name, mailing address, phone
number, and email address of a contact as separate items from an
email, Web page, or your contacts
list, because you have to enter them
as individual items on another form.

Pros

• Deep clipping retention

The queue can’t be edited or the
order of items pasted out of it
changed. I hope that’s improved in a
future release.

• Multi-step filters for processing text, including find and replace
• Handles and retains formatting or file type for all kinds of text
and media

Pastebot also lets you create
Pasteboards, which are persistent
collections of clippings. The app
comes with a set of inspirational
quotes. Persistent clippings can have
keyboard shortcuts attached, blurring
the line between Pastebot and some
f e a t u re s i n Te x t E x p a n d e r a n d
K e y b o a rd M a e s t ro . ( K e y b o a rd
Maestro and the app-launcher-andmuch-more app LaunchBar have The Sequential Paste queue
some clipboard features, so the line makes it easy to copy many
items from one place and
can be very blurry across utilities.)
then paste them in order
somewhere else, as in a
form.

Cons

• Keystroke assignment makes features available without invoking
app

• Sequential paste queue needs more controls to be broadly
useful

46

VOLUME 28, NUMBER 3

MAIN LINE MACINTOSH USERS GROUP

MARCH 2017

Andrew Orr posted the following article to macobserver.com on
February 16, 2017. tinyurl.com/jpsmm6t. © The Mac Observer, Inc.
Andrew is a freelance writer and amateur photographer from
Michigan.

iOS 10: How to Make Home Button Touch ID Work
Like it Used to
By Andrew Orr
iOS 10 brought a big change to the way the Home Button worked
by requiring users to press it, even after your fingerprint has been
recognized. But, there’s a feature tucked away under Settings >
General > Accessibility that allows you to make your Home
Button work like it used to. When this option is turned on, your
iPhone or iPad with Touch ID will unlock with just a touch from the
lock screen. Here’s how to do it.
“Rest Finger to Open” in iOS 10
These steps are current in iOS 10.2.1.
1.
On your iPhone or iPad with Touch ID, go to Settings
> General > Accessibility.
2.
There, scroll down until you see the Home Button
menu item. Tap it.
3.
In this area, you can change the click speed of the
Home Button, and control whether Siri or Voice Dictation activates
when you press and hold. But at the bottom, you’ll see a switch
called Rest Finger to Open. Tap it.

iPhone 6 Home Button Feature
This isn’t a full return to iOS’s Slide-to-Unlock, but many users
might find it more natural than the default way of doing things.

4.
Once you enable this, you can open your iPhone with
Touch ID the old way. Just press your finger against it, instead of
having to press it first.
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Students achieved 98 percent accuracy in writing in Morse code in
just four hours with this passive haptic learning (PHL) system. The
research team previously had some success teaching people to
write braille with a similar system that included a glove that
delivered vibrations to the knuckles. The Morse code experiment
demonstrates an easy method that could be used to teach people
specialized device-entry methods – for smartwatches, for
example, or for devices or situations that require entry by touch
only, without viewing a keyboard or entry screen.

AI and Humans
Upgrades
By Kathy Garges
Wearables are entering a new phase of development for
commercial use that promises significant upgrades to human
software (cognitive skills) and hardware (bodies). There are two
reports of potential repurposing of Google Glass, which did not
catch on as a consumer electronics device. Other developments
are in improved exoskeletons for general use.

Several groups are working on developing better exoskeletons for
human therapy or assistance. In Switzerland, scientists at ETH
Rehabilitation Engineering Laboratory invented a robotic system to
provide therapy for the large percentage of stroke patients who
suﬀer arm paralysis. The exoskeleton has overlapping springs on
the fingers which automatically adapt to the patient’s eﬀorts to
grasp an object.

Concussions are a serious issue in football, ice hockey, and other
sports. In the human hardware area, according to a recent patent
application, Google Glass is being repurposed to be built into
football helmets. The device would set a helmet acceleration
measurement to signal concussion thresholds in adults, teens, or
children in order to identify impacts likely to result in player
concussion, so the player could undergo immediate testing.

The new design leaves the patient’s palm uncovered by the
exoskeleton and moves the motors that drive the hand movements
of the exoskeleton to a backpack. This provides better sensation
and control for the patient and removes the weight of the motors
from the exoskeleton.

Google Glass could even speak to a player to conduct an on-field
concussion test, instructing the player to “Please open your eyes
and look to the left.” Combined with a helmet camera, Google
Glass could also use object-recognition artificial intelligence to
identify indications of broken bones, such as skin contusions and
swelling.

The new design could allow the patient to wear the exoskeleton in
daily activities, not just in the therapy clinic. Theories that are the
subject of ongoing experiments suggest that, over time, the
patient’s brain-hand connections will be strengthened by such a
system, and without the need for intrusive brain implants.
A team led by Harvard University researchers recently reported in
the new Science Robotics magazine on studies to compare the
metabolic (energy) cost of an exosuit that helps a human walk with
the benefit provided by the “wearable robot.” The study showed
that the team’s exosuit constructed as much as possible of soft
materials allowed better alignment for normal walking and lower
energy expenditure

In an application of Google Glass to upgrade human cognitive
skills, researchers at the Georgia Institute of Technology
conducted successful experiments to teach humans Morse code.
Participants felt taps near their ears, produced by vibrations of
Google Glass’s bone-conduction transducer, while they heard the
corresponding letters through the Google Glass speaker. The
learning system does not require any attention on the part of the
students, who focused on playing games during the experiment.

Just as the advent of drones caused controversy, innovations in
wearable artificial intelligence raise some new issues. For one, it’s
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important to remember that not everyone wants to be “upgraded.”
AI assistance involves some degree of risk and intrusion, and not
everyone views the trade-oﬀs the same way. Football players
might balk at being yanked from a game by Google Glass. Not
everyone wants to have Morse code tapping in the backs of their
brains as they load the dishwasher. Those with physical or mental
impairments need the right to be fully informed about advantages
and disadvantages, and to make free choices, about therapy and
assistance.
Human-AI upgrades can also lead to inequality. Exoskeletons can
be misused for assault. How can we prepare for that, individually
and in law enforcement? New technologies are expensive,
widening the gap between haves and have-nots. A robot might not
take your job, but you might not be able to get a job unless you
wear an exoskeleton that causes discomfort and a greater risk of
injury, but makes you more productive from your employer’s
viewpoint. Expect these and other new controversies to surface as
society adapts to innovations in wearables.
Sources and additional information:
Ethan Baron, “Google Glass a solution for NFL concussions?,”
SiliconBeat, January 5, 2017, https://tinyurl.com/zly6jrr
‘Passive haptic learning’ (PHL) system teaches Morse code
without trying,” Kurzweil Accelerating Intelligence News,
November 3, 2016,https://tinyurl.com/j2ex983
“A thought-controlled robotic exoskeleton for the hand,” Kurzweil
Accelerating Intelligence News, September 26, 2016, https://
tinyurl.com/h6xhxmp
B. T. Quinlivan and S. Lee, et al., “Assistance magnitude versus
metabolic cost reductions for a tethered multiarticular soft
exosuit,” Science Robotics, Vol 2 Issue 2, January 18, 2017,
https://tinyurl.com/zhge8ht
Damien Williams, “On the Ins and Outs of Human Augmentation,”
A Future Worth Thinking About, October 28, 2016 (thanks to
MLMUGer Bob Barton for this reference),https://tinyurl.com/
hdcrg4u
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