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HARDWARE ISSUE 

                  THE MACBOOK PRO WITH TOUCH BAR    
Our main presenter at Saturday’s meeting will be Stan Horwitz 
who will discuss The Pros and Cons of the MacBook Pro with 
a Touch Bar. He will demonstrate how the Touch Bar works 
and discuss the many facets of the MacBook Pro, including 
the new USB-C ports and the larger force trackpad.


Stan is a long-time MLMUG member and has been an 
unofficial Mac evangelist for many years. He uses his Macs for 
everything from personal taxes, banking, and investments to 
interactive messaging, digital photography, music, and 
keeping in touch with distant friends and family. He works at 
Temple University in the Computer Services Department where he is responsible for 
disaster recovery. Stan lives in the Art Museum area of Philadelphia with his cat, 
Darwin, and is an avid photographer. 
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FOUNDED MAY 1989 

MEETINGS - SECOND  

  SATURDAY OF THE MONTH

FEBRUARY LOCATION 
REMEMBER - We meet at Hershey’s Mill in West Chester. Take Greenhill to Hershey’s Drive 
entry and go up hill to Community Center. Map is at tinyurl.com/hnkbg2z. 

EDITOR COMMENTS 

Included are 3 articles on 
networking. There are many 
more which I can include in the 
newsletter if there is an interest.

Look at recording your medical 
information on your iPhone. You 
use the Health app which is also 
a terrific app to record your 
distance walked or run, and 
steps taken. It works in the 
background even when another 
app is running. It’s free, which 
means it’s cheaper than a Fitbit. 
tinyurl.com/hzhz4a3.

Read Bob LeVitus on getting 
some useful tips on how to save 
money on backup. tinyurl.com/
h5hwrz3.

If you need to open an app 
which your OS indicates is from 
an unidentified developer (I’ve 
had it happen with Excel), go to 
tinyurl.com/h4jy8jj for a solution 
from Jeff Gamet.

tinyurl.com/hnavdj6 shows you 
how to free up storage on your 
i C l o u d a c c o u n t . T h i s i s 
particularly important if you’re 
using it with an iDevice and only 
using the 5 GB of free storage.


http://tinyurl.com/hzhz4a3
http://tinyurl.com/h5hwrz3
http://tinyurl.com/h5hwrz3
http://tinyurl.com/h4jy8jj
http://tinyurl.com/hnavdj6
http://tinyurl.com/hnkbg2z
http://tinyurl.com/hnkbg2z
http://tinyurl.com/hzhz4a3
http://tinyurl.com/h5hwrz3
http://tinyurl.com/h5hwrz3
http://tinyurl.com/h4jy8jj
http://tinyurl.com/hnavdj6
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MLMUG Email list

The Main Line Macintosh Users 
Group has its own email list. 
Compose your letter and email it to 
mlmug@yahoogroups.com and 
your message will be sent to 
everyone on the mailing list. 
Posting to this list is restricted to 
MLMUG members. Contact Bob 
Barton if you are a member and 
you are not on the list.

Please observe rules of etiquette. 
See the Yahoo Groups Terms of 
Service. The MLMUG list may be 
used to post Apple/Macintosh-
related items for sale, but any 
solicitation of members through 
the list is forbidden without the 
written consent of a MLMUG 
officer. The list is hosted at Yahoo 
Groups.

New Users SIG

You don’t have to wait a whole month to 
get answers to your basic Mac questions! 
Get together with other members on the 
fourth Saturday (i.e., two weeks after each 
regular meeting) for the Startup Folder Lite.


Many new users have said that they can 
learn much more from face-to-face 
meetings than they do from manuals or 
other sources. That’s what this meeting is 
all about. Go to www.mlmug.org/nusfl.html 
for details.


Macintosh Programming SIG/ 
Philly Mac Programming Group 

The objective of this group is to help 
members become more familiar with the 
c o n c e p t s o f M a c i n t o s h a n d i O S 
programming, i.e., the elements of the 
Macintosh GUI, user interaction, file 
sys tem, e tc . , and the ma in Mac 
programming tools: AppleScript, Java, C, 
and Objective C.


The Philly Mac Programming SIG meets at 
10:30 AM on the first Saturday of each 
month, but usually skips January and July. 
Contact Deivy Petrescu, Chair, for venue 
information. www.phillymacprog.org. The 
next meeting will probably be at Ludington 
Library in Bryn Mawr.


Typical Meeting Agenda

9:00 - 9:05: 	 Call to order in main meeting 

room.


9:05 - 10:05: Three Concurrent Special 
Interest Groups (SIGs) convene in 
separate rooms. The three current 
SIGs are:


	 Newer Users- We cover the most 
basic questions you may have about 
your Mac/iDevices and how to use 
them.


	 Multimedia - We discuss using your 
Mac/iDevices and applications for 
photo, video, audio, and print media.


	 OS - We go beyond basics to discuss 
Apple’s current operating systems, 
using your Macs & iDevices, & various 
applications, & have Q&A.


10:05 - 10:15: Continuation of Q&A for all 
attendees.


10:15 - 10:30: Welcome and other business.


10:30 - 11:50: Main Presentation (by a 
member or guest)


11:50 - Noon: Raffles and silent auctions.


Come join some fellow MLMUG members 
for lunch after the meeting at a nearby 
restaurant. 

http://www.mlmug.org/nusfl.html
http://www.phillymacprog.org
http://www.mlmug.org/nusfl.html
http://www.phillymacprog.org
mailto:mlmug@yahoogroups.com
mailto:mlmug@yahoogroups.com
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Membership Information 
Membership dues are $25 for individuals and $35 
for families. Memberships are based on your 
anniversary date, which is the month you joined. 
You will be e-mailed reminders when membership 
fee is due.  
If you’re just visiting to check us out, or if you’ve 
been visiting for some time, but haven’t joined, 
consider these BENEFITS OF MEMBERSHIP:

• Monthly meetings, where you can learn, share, 

and meet everyone f rom work ing Mac 
professionals to new Mac users from all 
backgrounds.


• Monthly newsletter, which is full of interesting 
Mac news, tips, and information.


• Useful free items at the monthly Raffles. 

• Discounts. Vendors offer special prices to User 

Group members.

• Web Site with 12 months of MLMUG 

newsletters, meeting information, a member 
directory, directions to our meetings, and much 
more! Our web site is www.mlmug.org.


• MLMUG Mailing List, to post technical 
questions or comments to each other and the 
experts within the group. 


• Reviewers keep items reviewed.

Are you ready to join? Please make a check 
payable to MLMUG and bring it to a monthly 
meeting or mail it to:


Treasurer, MLMUG

P.O. Box 1374


Southeastern, PA 19399


Newsletter Copy Editor & Apple 
User Group Ambassador 

Deane Lappin

deanezl@verizon.net 

Multimedia SIG Co-Chair 
Dale Fletcher


cryptobyte@aol.com 
Newer Users SIG Co-Chair & 

Deputy Webmaster 
Bob Barton


barton@bee.net

Newsletter Graphics Editor 

Sally Bazrod

sallybazrod@mac.com


OS SIG Chair 
Adam Rice


adam@adamrice.org

Social Secretary 
Gail Montgomery


gailemontgomery@comcast.net

Webmaster 

Deivy Petrescu

mlmug_2004@dicas.com


President, Program Director & 
Vendor Liaison 

Maria O. Arguello

mariarguello@mac.com


Vice President & Promotion 
Director 

Larry Campbell

lcampbell9@me.com


Treasurer, Membership & 
Facilities Coordinator 

Elliott Cobin

eicobin@yahoo.com


Secretary & Newsletter Editor 
Mark Bazrod


msb@lpilease.com

Member-at-Large 

Deane Lappin

deanezl@verizon.net


Multimedia SIG Co-Chair & 
Educational Liaison 

Linda McNeil

mcneil.linda@gmail.com


mailto:deanezl@verizon.net?subject=
mailto:cryptobyte@aol.com
mailto:Sallybazrod@mac.com?subject=
mailto:adam@adamrice.org?subject=
mailto:gailemontgomery@comcast.net?subject=
mailto:mlmug_2004@dicas.com?subject=
mailto:mariarguello@mac.com?subject=
mailto:lcampbell9@me.com
mailto:eicobin@yahoo.com
mailto:msb@lpilease.com
mailto:deanezl@verizon.net?subject=
mailto:mcneil.linda@gmail.com?subject=
mailto:deanezl@verizon.net?subject=
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mailto:adam@adamrice.org?subject=
mailto:gailemontgomery@comcast.net?subject=
mailto:mlmug_2004@dicas.com?subject=
mailto:mariarguello@mac.com?subject=
mailto:lcampbell9@me.com
mailto:eicobin@yahoo.com
mailto:msb@lpilease.com
mailto:deanezl@verizon.net?subject=
mailto:mcneil.linda@gmail.com?subject=
http://www.mlmug.org
http://www.mlmug.org


                 VOLUME 28, NUMBER 2                    MAIN LINE MACINTOSH USERS GROUP                    FEBRUARY 2017 

 

Bookmarks


Need Passwords Be So Complex? 

By Mark Bazrod 

Do you realize that:


1. Complex passwords are a waste of time.

2. The prime factor for security is the length of the password.

3. The people who design password rules are living in the past.

4. The era of passwords is over, but a new system has yet to be 

designed.


These statements are a bit extreme, but not by much. They are 
designed to get your attention. So let’s examine them.


1. Complex passwords are a waste of time. Each character 
has 95 possible characters. On a US keyboard the 95 characters 
are 26 upper case, 26 lower case, 10 digits, and 33 special 
characters. Hacking software has to allow for the possibility of all 
of these so it doesn't matter what type of characters you use. So 
rules for different types are useless.

2. The prime factor for security is the length of the password. 
An 8-character password has 95^8 possible combinations. 
That’s 95 followed by 8 zeros, or 95 hundred million. A 20-
character password has 95^20 possible combinations, 95 
followed by 20 zeros, or 9 sextillion, 500 quintillion Obviously, it 
takes a much longer time for the computer, even a modern 
computer, to guess the larger number by brute force.

Stanford University, a major computer science center, relaxes the 
rules as the length of the password increases. If a password is 20 
or more characters , a user can do just about anything he wants, 
including all lower case. The system allows people to use less 

complex passwords, as long as the length of their choices 
compensates for the reduced number of character types.


3. The people who design password rules are living in the 
past. Prior to 2008-2010, most studies assumed that most sites 
would accept no more than 25 – 100 guesses per second. That’s 
totally inadequate today. After sites with millions of passwords 
have been hacked and not only downloaded, but disclosed on 
the Internet, computers can work on the database offline. A 25 
processor complex is reported to generate 350 billion password 
guesses a second. A PC using just one Radeon HD7970 
graphics processor can make 8.2 billion password guesses every 
second, depending on the algorithm used to scramble them.

So the old calculations of how long it takes to crack a password 
are hopelessly out of date. So why do some banks limit your 
password length to eight characters? Idiotic!

4. The era of passwords is over, but a new system is yet to be 
designed. Mat Honan, a security expert, wrote that:


“The idea that you can devise passwords to keep hackers 
away is quaint and preposterous. It is an outdated, old-
fashioned notion akin to protecting a city with a wall.”


“How do our online passwords fall? In every imaginable way: 
They’re guessed, lifted from a password dump, cracked by 
brute force, stolen with a keylogger, or reset completely by 
conning a company’s customer support department.”


I am amazed by how easy it is for hackers to reset your 
passwords and enter your accounts. If you want to understand 
more, go to Honan’s articles. I’d put them in this newsletter, but 
they are too long. tinyurl.com/zdcyxcv and tinyurl.com/jx8ajsj.


So until a better system is devised, here are a couple of do’s and 
don’ts from Honan:


“DON’T 
1. Reuse passwords. If you do, a hacker who gets just one of 

your accounts will own them all.
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2. Use a dictionary word as your password. If you must, then 
string several together into a pass phrase.


3. Use standard number substitutions. Think “P455w0rd” is a 
good password? N0p3! Cracking tools now have those built 
in.


4. Use a short password—no matter how weird. Today’s 
processing speeds mean that even passwords like “h6!r$q” 
are quickly crackable. Your best defense is the longest 
possible password.” [Editor - I suggest at least 16 
characters for any site with anything of personal 
relevance.]


“DO 
1. Enable two-factor authentication when offered. When you 

log in from a strange location, a system like this will send you 
a text message with a code to confirm. Yes, that can be 
cracked, but it’s better than nothing.


2. Give bogus answers to security questions. Think of them 
as a secondary password. Just keep your answers 
memorable. My first car? Why, it was a “Camper Van 
Beethoven Freaking Rules.”[Editor - And write them down].


3. Scrub your online presence. One of the easiest ways to 
hack into an account is through your email and billing 
address information. Sites like Spokeo and WhitePages.com 
offer opt-out mechanisms to get your information removed 
from their databases.


4. Use a unique, secure email address for password 
recoveries. If a hacker knows where your password reset 
goes, that’s a line of attack. So create a special account 
you never use for communications. And make sure to 
choose a username that isn’t tied to your name—like 
m****n@wired.com—so it can’t be easily guessed.” 

MLMUG January 14, 2016 Meeting Minutes 
By Mark Bazrod, Secretary 
Maria Arguello, our President, opened the MLMUG meeting at 9 
AM at the Hershey’s Mill Community Center near West Chester. 
30 Members signed in, as did 4 visitors.


OS SIG - Adam Rice 
Adam, OS SIG Co-Chair, demonstrated the Touch Bar in the new 
MacBook Pro. It is a OLED panel physically replacing the 
function keys, apparently running a separate OS X like a separate 
computer. Its content varies depending upon what application 
you’re using and what you are doing.

Adam characterizes it as somewhere between a gimmick and a 
tool. You have to get used to using it, but it appears to be very 
handy once you get the hang of it.

Someone has written a switcher for the Touch Bar for changing 
apps.

He has found tabs very useful, particularly since you can see 
your tabs in the Touch Bar. A member mentioned that tabs are 
excellent in Pages since you don’t need separate windows.

You could do editing in Pages in the Touch Bar, changing 
formats, etc.

Rocket app. For the Touch Bar. It shows open apps on the Touch 
Bar. The piano app shows a keyboard on the Touch Bar. Very 
rudimentary.

The AirPods are Bluetooth wireless earbuds. They stay in your 
ear even when running or doing other exercise.

iCloud. Use of iCloud is a default in Sierra. You have to be careful 
since iCloud can automatically delete certain old or large files in 
iCloud. Go to System Preferences >iCloud > iCloud Drive > 
Options and deselect Optimize Mac storage. If you have 
sufficient local storage you don’t want to optimize. On the other 
hand, if you have an iDevice with minimal free storage, you do 
want to optimize Mac storage.
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A question was asked whether changes in iCloud documents are 
then reflected in desktop documents. Adam indicated that 
turning on your Mac will automatically sync it with the iCloud 
documents. If you have iCloud running and you change your 
option to deselect optimize mag storage, iCloud will start 
downloading files that are not on the Mac. But, be careful, the 
process is complicated.

Whether iCloud has previous versions of the document is not 
known.

Another question was asked why the Mac operating systems 
were so much better than Windows in preventing antiviruses. 
Mac OS X is built upon Unix which was a multiuser system built 
by AT&T and security was very important from the very 
beginning. 

Another question was why should someone buy an Apple Watch. 
Among the reasons were that many people pay more attention to 
notifications and messages on the Watch, that is much easier to 
look at the Watch than pull the iPhone out of your pocket, and it 
is much easier to pay with the Watch. 

The new leaders for Multimedia SIG are Nick Iacona And Larry 
Campbell.

Elliott Cobin, our Treasurer, announced that membership has 
been increasing and is now up to about 130.


Main Presentation. Siri 
Mark Bazrod gave a presentation entitled “Using Siri on Macs 
and iDevices”. Apart from showing how to use install and use 
Siri, the gist of his presentation was that the tough part of Siri 
was getting used to talking to your computing device instead of 
typing and using gestures or a mouse or trackpad, particularly in 
public. For those of us who are not speed typists, Siri can be 
much faster.

So what is Siri? One definition is that it is a voice recognition 
artificial intelligence decision engine. That's a mouthful but it is 
accurate It is a natural language user interface to answer 

questions, make recommendations, and take actions. Siri has 
been available for several years on iDevices and is now first 
available on the Mac with Sierra. In many respects, it’s a personal 
assistant. Voice processing is generally done through iCloud, 
although if you enable Advanced Commands you can use it 
locally.

Using Siri requires an Internet connection and MacOS Sierra or 
iOS 6.0 or later. It requires an iPad 3 or later or an iPhone 4s or 
later.

To turn on Siri on an iDevice, tap the Settings app on your 
iDevice, tap the Siri button (13 down from the top), slide the Siri 
button to On and the Allow “Hey Siri” button to On.

To activate Siri on an iDevice, hold the home button down for a 
few seconds or just say “Hey Siri”. Siri will then be active. 
Quickly ask a question, but enunciate clearly. For additional 
questions while Siri is open, simply tap the microphone button at 
the bottom of the screen.

To turn on Siri on a Mac, go to System Preferences > Siri and 
check Enable Siri at the left, and decide on Language, Siri Voice, 
Voice Feedback, Mic input, and Keyboard Shortcut. The default 

for the latter is Hold Command + Space, but I prefer Control + 
Space since the former is too similar to the shortcut for Spotlight.
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To activate Siri on a Mac, you use the keyboard shortcut, the Siri 
icon in the Menu bar or the Siri icon in the Dock. 

To enable using Siri on a Mac without an Internet connection, go 
to System Preferences > Keyboard > Dictation tab and select 
Use Enhanced Dictation. Next, go to System Preferences > 
Accessibility. Click the Dictation button, check Enable the 
dictation keyword phrase at the bottom, and replace the word 
Computer with Hello (you’ll see why in a minute). Check, 
Dictation Commands and on the next screen, check Enable 
advanced commands at the bottom, check + button. For when I 
say, enter Siri, for While using, enter Any Application, and for 
Perform, enter keyboard shortcut Control + Space. The 
combination of the two screens means that Hello Siri will open 
Siri, but you will not open Siri on a nearby iDevice where the 
command is Hey Siri.

The next question is what can Siri do. Here’s a short list.


1. Launch an app.

2. Find a place to eat and get a reservation.

3. Answer questions.

4. Calculator.

5. Set reminders.

6. Be a timer.

7. Be an alarm.

8. Take notes.

9. Put events in your calendar.

10. Location reminders.

11. Send text messages.

12. Update Facebook/twitter, etc.

13. Pull up and send emails.

14. Use it for voice dictation.

15. Use nicknames.

16. And many more. 


The key to using Siri is to start using it and keep fiddling around. 
You’ll get the hang of it. Unfortunately, as anyone who has used 
voice recognition software knows, it is not perfect, so you will 
see sometimes strange, sometimes interesting, words which you 
had not dictated appearing on the screen.


Walt Mossberg (10/12/16) says Siri is not answering questions on 
a Mac which it answers on the iPad or IPhone and that Apple is 
not spending enough time developing Siri. Similarly, Glen 
Fleishman & Susie Ochs from Macworld (12/21/16) think Siri is 
frustrating and not getting better.


Nonetheless, I think that Siri is a very useful tool which improves 
as you use it and which Apple will spend the time and money to 
improve.


Mark Bazrod


Secretary
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John Martellaro posted the following article to macobserver.com 
on January 13, 2017. tinyurl.com/jbdx7pc. © The Mac Observer, 
Inc. A scientist and author, he has worked for NASA, the Oak 
Ridge National Laboratory, & Apple. 

Apple’s Underappreciated Technical Evolution  
By John Martellaro

Apple has developed an interesting approach to making our lives 
better. Namely, as various technology elements are developed 
and then shipped, each seeks to solve a particular problem we 
have. Sometimes, the problem is intrinsic to our lives, such as 
answering the iPhone when it happens to be out of reach—with 
an Apple Watch. Sometimes, the problems to be solved are 
brought on by the solutions themselves. The iTunes app is a 
good (or bad…) example. 

The Particle Debris article of the week comes from someone I 
frequently mention: Jonny Evans. His article, “10 New Apple 
Technologies Introduced in 2016.” reminds us all that Apple is 
always at work doing the little things that often go unnoticed. 
And that got me thinking…. 


Apple’s AirPods. We don’t get something like this every day.  
The Excitement in Our Lives  
Apple has been successful by figuring out what we need next. 
That often takes the form of a single encapsulated product like 
the iPhone or the AirPods. We eagerly get our head around this 

kind of a package concept. It, whatever “it” is, comes in a box. 
We open it with glee and are immersed in its joy. Apple does an 
amazing amount of research to make sure the experience is 
something we can appreciate with a smile. 

In an era where so many products from other companies are 
rushed to market, sometimes it seems in beta form, it’s very 
satisfying to buy a new Apple product, like an Apple Watch or 
AirPods, that are complete and pleasurable out of the box. But 
it’s also true that products like that don’t come around every 
month. It’s the in-between time where Apple engages in those 
continuous improvements that go under appreciated. 

That’s where the article above by author Evans comes in. He 
cites developments in ceramics, differential privacy, the Watch’s 
S2 chip, waterproofing technology, and the MacBook Pro 
keyboard, amongst others, as examples of how, gradually, things 
get better with Apple products in a way that’s often under the 
radar. Or else, not mentioned, something like Swift Playgrounds 
offers up a pleasant surprise. 

My suspicion is that Apple expected us all to appreciate the 
MacBook Pro Touch Bar as one of those highly appreciated 
refinements. But the timing was wrong. Apple gave us a great 
refinement at the end of the year when something meatier was 
expected. What the community was hungry for was a splash. 


The MBP’s Touch Bar is one of those periodic, essential 
refinements.  
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Splash  
2016 was a tough year for Apple. The company didn’t ship any 
new desktop Macs. The 12.9-inch iPad Pro didn’t get an A10X 
upgrade. The Apple TV didn’t get upgraded to 4K/UHD/HDR. The 
result is that we didn’t have the opportunity to revel in many of of 
those glorious unboxing experiences. Those periodic 
revitalizations make us feel as if we’re plunging into the future. 
When we don’t get them very often, the withdrawal symptoms 
are severe. Even if we’re not ready to upgrade, it’s important to 
have that special something to dream about. 


In that sense, Apple’s ability to move forward with new products 
has a profound effect on our psyche. The company that we love 
is cranking out the future, and we yearn to be in sync. Or, at 
worst, only a step behind. However, when Apple has trouble 
shipping new, exciting products, we feel as if our beloved 
bandwagon has a broken wheel. We get cranky. 


That’s why it’s important to look at what Apple does, in little 
ways, to offset that negative psychology. Technology bursts are 
glorious, but continuous refinements are also important. 


The Pace of Apple Time  

Anther factor to consider is that those who write about Apple do 
so every day. Apple’s progress is viewed at very fine-grained 
scale. However, the average customer shows up in an Apple 
store much less often. All those many refinements accumulate. 
To many, they must seem overwhelming. For many, a new 
MacBook or MacBook Pro with only USB-C ports must seem 
exciting, perhaps a little frightening. The Apple Watch Series 2 is 
only few months old. The 9.7-inch iPad Pro is still less than a 
year old. 


The accumulation of small improvements by Apple, seen at a 
different resolution of the timeline, can aggregate to to the point 
of being scary to many customers. After all, most Apple 
customers only upgrade every few years. To them, just keeping 
up at that interval is a challenge. 


It’s almost like Einstein’s relativity theory. For observers on that 
classical thought experiment’s fast moving train, time moves 
differently than for those observers at rest. And so, one’s 
perception of Apple’s progress depends on how fast your own 
train is moving. 


Apple has its work cut out in 2017, and I’m looking forward to 
some big splashes. But, along the way, watch for all those little 
things Apple does to make our lives better. We need those as 
well, and that attention to detail is fundamental to how Apple 
works. 


And excerpts from page 2: 

Over at  sixcolors, Jason Snell has compiled a report card on 
Apple’s performance in 2016. A panel of Apple experts was 
asked to weigh in on Apple in key areas: The Mac, iPhone, iPad, 
Apple Watch, Apple TV, cloud services and so on. The responses 
and grading are honest and blunt. 


What’s notable about this article is that it reveals the state of 
mind of many expert observers, not just one. By enlisting many 
different voices, one can begin focus on the real, consensus 
problems. This carries real weight. The report is well worth your 
time. 


Quartz weighs in with its review of the new AirPods. “AirPods are 
Apple’s most Apple-like product in years.” The highest possible 
praise: ” These wireless headphones do something that few 
Apple products have in the Tim Cook era—they just work.” 


For the first time in what feels like a long time, Apple has created 
a product that doesn’t try to do too much, and does what it’s 
supposed to do very well. 


After you read this review/analysis, you’ll be a believer.  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John Martellaro posted the following article to macobserver.com 
on January 4, 2017. tinyurl.com/hawutmb. © The Mac Observer, 
Inc. 
The Unspoken Limits of Apple’s iPad Are Strangling 
its Evolution  
By John Martellaro

Recently I watched Star Talk with Neil deGrasse Tyson. This was 
the episode with Jay Leno. Mr. Leno talked about how in the very 
early 20th century, steam, electric and gasoline powered cars 
each had about a third of the market. There were, in fact, electric 
charging station in New York. 

Buried in that discussion was what I thought was a great 
observation. For an emerging technology to supplant the 
previous one, it can’t be merely equal. It must be dramatically 
superior. 

Eventually, the convenience and energy density of gasoline won 
out. The internal combustion engine quickly evolved to be 
dramatically superior to the competition. This episode got me 
thinking about the future of Apple’s iPad. To do that, I need to go 
back and look at the first Macintosh, poised to supplant the 
Apple II in 1984. 


The original Mac from 1984.  
The Failed Original 128K Mac  

The original Mac back in 1984 was not a long-term success 
product. It appealed to early adopters, and sales were decent for 

awhile. Then it began to tank. Why? Here were its features. 

	 1.  A built-in 9-inch display.

	 2.  Black & white display only.

	 3.  A mere 128K bytes of RAM.

	 4.  No internal hard disk.

	 5.  Limited expansion: keyboard, mouse, printer

	 6.  Unlike Apple II, not possible to program out of the box.

As a result, soon the first Mac, an “appliance computer” began 
to fail. Quickly, Apple executives realized that the limits of this 
computer need to be lifted if it wanted to go against the vaunted 
IBM PC introduced a few years earlier. The IBM PC was eating 
Apple’s lunch. 

Over time, the Mac gained more memory, a color display (even a 
user selectable display in the Mac II) an internal hard disk, SCSI 
expansion and user programming languages. These important 
changes led to a development mentality that allowed the Mac to 
evolve and become what it is today. 

The iPad’s Limits  
I see the modern iPad on the same evolutionary path. Early sales 
were good, then the sales peaked, and now they’re declining. 
That process took a little longer than the original Mac, but the 
sales curves are similar. 


Steve Jobs introduces the iPad.  
Like the original Mac, Steve Jobs conceived of the iPad as a 
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closed, friendly, appliance. Easy to use, one just sits down and 
starts tapping. Notable in the introduction event, Mr. Jobs sat in 
an arm chair, legs crossed, and just tapped away. 


After seven years of sales and only minor conceptual evolution, 
Apple has unilaterally decided that modern iPad Pros with iOS 10 
can now supplant Macs. As if claiming made it so. How can a 
device, so conceived by Mr. Jobs in the photo above, ever be the 
Mac replacement? It’s still silly in 2017. 


Apple is trying, however, touting how, with a Pencil and 
keyboard, this may be the only computer we need. The general 
reaction, except for limited cases and sensationalistic articles, 
has been: 


No, it’s not. Not yet. 

And why is that? Going back to Mr. Leno’s observation, the iPad 
is not dramatically superior to the Mac. Let’s look. (Compare to 
above.) 


	 1.	 A built-in display. Maximum size: 12.9 inches.

	 2.	 A single window for apps. (Recently, PIP plus two 
apps side by side for iPad Pro).

	 3.	 No multi-user accounts.

	 4.	 No visible file system.

	 5.	 Limited expansion ports.

	 6.	 Unlike Mac, not possible to program out of the box.

	 7.	 Unable to run macOS apps (See below).


In my view, these are limits that are strangling the iPad’s 
evolution. They inhibit its future growth. 


John Martellaro posted the next article to macobserver.com on 
January 10 2017. tinyurl.com/z79a87s. © The Mac Observer, Inc. 

Apple Appears Ready to Restructure the iPad 
Lineup  
By John Martellaro 
A recent report from KGI Securities analyst Ming-Chi Quo 
suggests that Apple appears ready to restructure the iPad 
Product line. The goal is, apparently, to clearly correlate 
increasing size and sophistication with price to make sure 
customers can upgrade or enter the market at the desired level. 
Ming-Chi Quo believes sales and ASPs will benefit, but there 
may be more going on. 


iPad Pro and Apple Pencil 
Clarity of Marketing – Not  

When the iPad Pro 9.7 shipped in March, 2016 it had a few 
features not available in its bigger brother, the 12.9-inch model. 
That included the True Tone white balance adjustment, a slightly 
wider color gamut, a slightly faster rear-facing (iSight) camera 
lens and 12 vs. 8 megapixels. Dr. Raymond Soneira declared it to 
be a truly impressive major achievement. 
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It almost seemed like Apple had some tech it wanted to roll out, 
but it wasn’t ready for the 12.9 inch model back in November of 
2015. So the improvements were rolled into the smaller 9.7-inch 
model four months later. This seemed like great technology but 
inept marketing. 


The Fix  

I think it’s safe to say that we all expected Apple to bring the 
12.9-inch model up to par in the late fall of 2016. That is, the 
12.9-inch model would become as technically advanced as its 
little brother and include the A10X chipset, the iPad version of 
the A10 found in the iPhone 7. But it didn’t happen. Apple was 
silent on the matter. 


Sources differ, but one possible explanation was poor yields of 
the A10X chipset fron TSMC. That’s based on a 10 nm 
fabrication process which is state-of-the-art. Later, TSMC refuted 
this claim, but we don’t know the truth.  It’s safe to say that if 
Apple could have shipped new iPads with the A10X last fall, it 
would have. 


This week, as mentioned above, KGI Securities thinks that Apple 
is going to ship, possibly, a trio of new iPads in 2017 Q2. 


I view this as an opportunity to bring some feature coherence to 
the product line in that, as one might expect, smaller iPads are 
less capable and less expensive and the larger iPads have more 
features and cost correspondingly more in an understandable 
way. 


Intriguing is the mention of possibly three sizes: 9.7, 10 to 10.5 
and 12.9-inches. This could be Apple experimenting with 
different sizes, but I think it’s more likely Apple is trying to find the 
magic formula that both ignites sales, provides a best fit for the 
customer, clearly defines the product line, and maximizes the 
Average Selling Price (ASP). 


Think of it as a return to the “good,” “better,” “best” philosophy. 
Being able to select the iPad with the right set of desirable 

features and corresponding size and price (with all being Apple 
Pencil capable) would bring a satisfying sense of cohesion to the 
iPad line that hasn’t existed in awhile. 


My feeling has been that Apple fell into the trap of confusing the 
customer about what to buy, the benefits, and the feature 
choices by doing technology leapfrogs across the sizes. If that’s 
what Apple is fixing, it’ll be worth the wait. 
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SPEAKER ROSTER FOR 
MLMUG'S 2017 MEETINGS 

January 14	 	 Mark Bazrod - Siri

February 11 	 	 Stan Horwitz - MacBook Pro 

March 11 	 	 Lisa Rysinger

April 8		 	 Dave Hamilton

May 13 	 	 Michael Inskeep ~ Securing Your Mac II 

June 11 	 	 Picnic

July	 	 	 Recess - Summer

August	 	 Recess - Summer

September 9 	 Paul Del Rossi - Virtual Machines

October 14 	 	 Fiona Keyes – iPhotography Part II

November 11 	 Bob "Dr. Mac" LeVitus

December 10	 Pot Luck Brunch, Swap Meet, Members’

	 	 	 Show & Tell, & Election of Officers
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Daniel Nations updated the following article at lifewire.com on 
July 25, 2016. http://tinyurl.com/hzgo8x4. © About.Inc. He has 
been writing, programming and following technology since back 
in the Commodore Vic 20 days. 

Do You Actually NEED an iPad?  
The Case for the iPad  

By Daniel Nations 
It's easy to want an iPad, but for some of us, it's hard to justify 
spending the money on an iPad unless we feel like we need one. 
 This is the quintessential first-world problem.  Obviously, no one 
actually needs an iPad, but its safe to say that we need some 
type of computing device if we are going to take part in a digital 
society.  So the question becomes: Is the iPad that computing 
device?    

The iPad has come a long way since it was introduced in 2010.  

 Remember netbooks?  The iPad was called the netbook killer. 
 Now, many people couldn't even tell you what a netbook was. 
 The first iPad has just 256 MB of RAM memory dedicated to 
running applications.  That is 1/16th of the amount of RAM 
included with the 12.9-inch iPad Pro.   It was definitely way too 

little to run a complicated app like Microsoft Office.   And in terms 
of pure processing speed, the newest iPad is around 30 times 
faster than the original iPad, clocking in around the same speed 
as your average laptop.   

But do you need it?  

The iPad vs the Laptop  

The first thing to look at isn't whether or not you need an iPad, it's 
whether or not you need your laptop.  Or, more accurately, do you 
absolutely need Windows or a Mac?  The iPad can do almost any 
common task such as check email, browse the web, keep up with 
Facebook, place video calls with friends or family, balance a 
checkbook using a spreadsheet, create and print Word 
documents, play games, watch movies, stream music, make 
music, etc.  

So do you actually need Windows or Mac OS on your mobile 
device?  There are certainly tasks that an iPad simply can't 
perform on its own.  For example, you cannot develop full-fledged 
applications on the iPad.  For that, you'll need a Mac.  So in 
evaluating whether or not you need a laptop, you have to 
evaluate whether or not you need a piece of software that only 
runs on MacOS or Windows.  

If you don't need a specific piece of software, it is easy to choose 
an iPad. It's more portable, and when you compare price, build 
quality and longevity, it is more affordable.  It is also easier to use, 
easier to troubleshoot and much easier to keep viruses and 
malware at bay.    

The iPad vs Other Tablets  

This one mostly comes down to price.  You can get an Android 
tablet for less than a $100.  It's not going to be very fast, and that 
lack of speed will be felt if try to do much more than browse the 
web and keep up with emails and Facebook.  You can play Candy 
Crush Saga on it, but for any gaming other than extremely casual, 
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you would need to look elsewhere.  And, like that cheap PC, you'll 
wind up needing to upgrade it quicker.   

There are certainly good Android tablets available. They will cost 
more than $100, and the best will rival the price tag of the iPad, 
but you can certainly get a good, quality Android.   

But should you?  

There are a few areas where some Android devices have the lead 
on the iPad.  Some Android tablets support Near-Field 
Communications (NFC), which allows you to tag a spot in the real 
world and have your tablet interact with that spot.  

 For example, you can tag your desk and have your tablet 
automatically play a playlist when it is on your desk.  NFC is also 
used for transferring files, but while the iPad doesn't support NFC, 
it supports wireless transfers of pictures and files using AirDrop.   
Android tablets also allow for more customization and have a 
traditional file system that allows you to plug in SD cards for more 
storage.     

By far, the biggest advantage of the iPad is the App Store.  Not 
only are there more apps for the iPad, which adds to the variety of 
things you can do with your tablet, there are also more apps 
designed for the tablet's larger screen.   More importantly, the App 
Store has more rigorous testing before apps are allowed on it, 
which means the likelihood of a malware-infested app slipping 
past the screening processes is much lower than on Google's 
Play store.   

The iPad also makes it easier to keep up with updates, which 
means your iPad will continue to add new features with operating 
system updates.  Android updates have always struggled to 
achieve a high install rate because they have tended to roll out on 
a device-by-device basis rather than globally to all devices that 
support the update.   Google is looking to help out with this, but 
Apple is still the leader in making it easy to be on the latest-and-
greatest version of iOS.    

The verdict here isn't quite as easy as with laptops, but we can 
boil it down to a couple of questions.  Android tablets excel at two 
things: cheap tablets with basic functionality and customization.  If 
you are the type that likes to tinker with your technology, Android 
may be the way to go.   If all you will ever need is the ability to 
update Facebook and browse the web, a cheaper Android tablet 
might be best.  But if you need a tablet capable of more than just 
browsing the web and doing email and you want a tablet that "just 
works", you need an iPad.    

The iPad vs the iPhone  

When it comes down to "need", the hardest evaluation comes 
down to whether or not you need an iPad if you already have an 
iPhone.  In many respects, the iPad is simply a really big iPhone 
that can't place traditional phone calls.   It runs most of the same 
apps.  And while the iPad has some specialized features like a 
virtual touchpad and the ability to run two apps side-by-side, does 
anyone really want to run two apps at the same time on their 
phone's small screen?  (The virtual touchpad, on the other hand, 
is actually a very nice iPad-only feature.)    

But while it is fair to say the iPad is an iPhone with a bigger 
screen, it's also fair to say the iPhone is just a really, really small 
iPad.  After all, we don't seek out and pay more for smaller 
television sets.  We don't love a smaller monitor for our desktop 
PC, and the only reason we like a smaller screen on our laptop is 
to approach the portability we have with our tablet.    

And what do we tend to do with our smartphones?  Other than 
playing some pretty cool games, we mostly just check email, 
place text messages, browse Facebook and other fairly basic 
tasks.   A few of us may venture into the world of Microsoft Excel 
and Word on our smartphone, but I don't think anyone would 
suggest the iPhone is actually better at any of those tasks.  Other 
than placing phone calls, the iPad may be better at almost 
everything than the iPhone.    
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The real issue here is that we really do need a smartphone.   You 
might be able to place phone calls with an iPad, and if you hook 
up a Bluetooth headset, its not even that hard to talk on it.  But 
unless the person trying to call you is on an iPhone, you aren't 
going to receive many calls.    

But the real question here is whether or not you need that $649 
iPhone 6S.  Because that's what the entry-level latest-and-
greatest from Apple will set you back. And that's not even the 
plus-sized screen, which will run you $749. To put that into 
perspective, the 9.7-inch iPad Pro is faster than the iPhone 6S, 
includes twice the storage space, has a bigger screen, better 
speakers & at $599 it is actually $50 cheaper than the iPhone 6S. 

Why is this important?  

We used to buy our smartphones within a two-year contract that 
hid the actual price of the phone.  Sure, we'd shell out $199 for 
the latest-and-greatest, but that was a much easier prospect than 
paying the full price.    

This has changed in a subtle but powerful way.  Now, we pay for 
the phone via monthly installments. We might shell out the same 
$199, but we are also also paying an extra $20 a month on our 
phone bill that we could be saving instead.   So instead of getting 
a new phone every two years, it is more cost-efficient to keep it 
around for three years, four years or even longer.    

In fact, if you mainly just use the iPhone as a phone, for text 
messages, to check email and Facebook and as a surrogate 
GPS, it may make much more sense in today's world to let your 
iPhone lag behind and upgrade to a new iPad every two years. 
 You'll be getting a more powerful and more useful device for less 
cost.   

The Final Verdict  

Let's face it, none of us actually needs an iPad.  Most of us would 
be able to survive -- albeit with quite a struggle -- even if we only 
had an iPhone 5.  Yes, using 2012 technology would be a real 

drag.  But it can still make phone calls, check email and look up 
that actor's name on IMDB.    

Sure, it is easy to declare that we don't need our iPad because 
we have the iPhone 6S Plus and that phablet is all the tablet we 
need.   But we also paid $749 to be able to say that.  We could 
have added $50 and paid $799 for a 12.9-inch iPad Pro.  And the 
12.9-inch Pro is totally awesome.  Do you like watching movies 
on a 55-inch TV? Because that's the perspective you get when 
you are streaming Netflix to your lap using the iPad Pro.   Heck, 
you can do picture-in-a-picture on the 12.9-inch screen and the 
streaming video taking up less than a quarter of your iPad's 
screen is as big as the iPhone 6S Plus's display.     

Do you need an iPad?  If you don't need Windows, it is likely you 
don't need MacOS.  So think about what you actually do on your 
phone.  Do you ever really tax it?  Are you getting your business 
done using Microsoft Office?  Are you knocking productivity out of 
the park?  Or are you just checking emails, texting people and 
occasionally catching Pokemon?     

I get it.  Live Photos are cool.  A great camera on your 
smartphone is cool.  Paying your bill using Apple Pay is actually 
way better than the new chip readers that take forever to process 
our credit cards.   But we pay the price for all that coolness.  But 
given the price tag of that coolness, it actually makes more sense 
to keep your iPad updated and let your iPhone get long in the 
tooth.   It costs less, the bigger screen equals more productivity, 
and if we need to use it on the go, we can always tether it to our 
iPhone to get online anywhere our smartphone has a connection. 
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Stan Horwitz. Stan uses his Macs for everything from personal 
taxes, banking, and investments to interactive messaging, digital 
photography, music, and keeping in touch with distant friends 
and family. He works for Temple University's Computer Services 
Group where he is responsible for disaster recovery. 

A Review of the 15” MacBook Pro with Touch Bar 
By Stan Horwitz 
Last year, on October 27th, when I saw Tim Cook demonstrate 
the 15” MacBook Pro with Touch Bar during a keynote event, I 
was fascinated! The possibilities to integrate the Touch Bar 
technology with Adobe’s Lightroom and Photoshop intrigued me. 
I had to have one!


Fast forward to Dec. 27th when a friend and I were on our way to 
a brief vacation in Annapolis, primarily see our alma mater, 
Temple University play Wake Forest in the Military Bowl. On our 
way to Annapolis, we went to the Best Buy in Wilmington where I 
purchased a MacBook Pro (MBP) with Touch Bar. 


We were in a hurry because we had to check in at our hotel, then 
drive to Washington to attend an alumni party. So, I quickly found 
a Best Buy sales associate and I asked him if any 15” MBP with 
Touch Bar laptops were in stock. He said the model with the 
Space Gray 512GB solid state disk, 2.7 GHz Intel i7 processor, 
and 16GB RAM was available! Great! It was exactly the model I 
wanted. A few minutes later, we were in my car with my new 
laptop heading to Annapolis!


My new MBP came installed with MacOS Sierra 10.12.1, so while 
my traveling companion was sleeping in our hotel room the next 
night, I went down to the lobby to use the free wi-fi to upgrade it 
to the current MacOS Sierra version. While I was doing the 
upgrade, I noticed something unexpected about my new MBP 
with Touch Bar.


It doesn’t have a built-in SD memory card slot. I was stunned! 

So, although Apple’s laptop designers included four USB-C 
ports, they removed the SD memory card slot. Apple giveth and 
Apple taketh away! 


While I waited for the OS update to download, I went onto 
Amazon.com and I ordered a RicoRich 3 in 1 Card Reader for 
$11. This card reader works with both USB-A, micro USB, and 
USB-C ports. It works well in my new MBP. Anyone who is 
interested in buying this card reader can click on this link … 
http://tinyurl.com/jul5d3c.


The SD memory card slot isn’t the only feature missing from the 
new MBP. Also gone is the MagSafe power port. In my opinion, 
MagSafe was a lousy idea. I had two different Apple laptops that 
used a MagSafe charging port. On both, the charging cable 
would frequently separate from the port without me realizing it, 
which prevented the laptop’s battery from being fully charged. 
My cat Darwin had an annoying habit of pulling the charging 
cable out and chewing through the thin cable. I got very good at 
soldering that cable together after Darwin chewed it apart. 


Although I was disappointed that the new MBP doesn’t have a 
memory card slit, there is a lot of good news about it. For 
starters, it has significantly louder speakers and it runs much 
cooler and quieter than previous Apple laptops. It should also be 
more durable and less prone to accidental damage because it 
has fewer entry points for liquid, which means accidental spills 
on it are unlikely to cause any internal damage, not that I propose 
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anyone testing it.  
 
The keyboard also has redesigned keys that are firmer to the 
touch and appear to be designed so that liquid cannot penetrate 
the keyboard and accidentally enter the body of the unit. The 
new MBP also has no air vents and no fan. Other than the USB-
C ports and the joint where the lid meets the base, there are no 
vents of any kind. The new MBP runs totally silent due to a lack 
of fans, yet it also runs much cool. Even the battery charger runs 
cooler than the older chargers. You can rest a new MBP on your 
chest or lap and use it for several hours without noticing it 
getting too hot. How Apple’s designers achieved that is a 
mystery to me.


So, how can the new MBP be charged? All four of the new 
MBP’s USB-C ports can be used to charge it. Wonderful! With 
two USB-C ports on each side of the laptop, I can now use the 
87 watt charger with its 2M long USB-C cable to charge it on 
either side. This is much more convenient than earlier MBP 
laptops where only one charging port was available. 


In addition, the USB-C charging cable provided in the box with 
the MBP is much thicker and more durable than the old MBP’s 
charging cable and it can be unplugged from the charging brick 
and easily replaced if it is damaged. Thanks to the heavy gauge 
of this cable, I doubt Darwin will be able to chew it apart, but if 
necessary, replacing that cable will be much cheaper than 
replacing the charger. So, although I am disappointed at the lack 
of an SD memory card slot, I am glad that charging the new 
MBP’s battery is more flexible and that it is more durable and 
quieter than Apple’s laptops.


The new MBP with Touch Bar only has 4 USB-C ports. Gone are 
the ethernet and HDMI ports. Also gone are the Thunderbolt 
ports. the USB-C ports double as Thunderbolt and video ports. 
USB-C technology was developed in 2014, but if you’re like most 
people, you probably have never heard of it prior to Apple’s 
including it in its latest MacBook and MacBook Pro models. So, 

what is USB-C? 


USB-C is essentially another type of USB connector, in addition 
to the USB-A, USB-B, and numerous other USB connectors. 
Older Apple desktop and laptop computers used USB-A. In 
terms of USB versions, the new MBP’s USB-C ports support 
USB 2.0 to USB 3.1. Apple’s USB-C ports also support up to two 
5K video displays and they can be used (with a $29 adapter) to 
connect Thunderbolt 2 or 3 devices. One of the nicest aspects of 
USB-C ports is that they are double-sided (like Lightning ports), 
so their cables can be plugged in much more easily than old style 
USB connectors.


Don’t worry, USB-C does not obsolete your old USB and other 
wired peripherals. Older flash drives, hard drives, printers, 
scanners, etc. that use a USB cable all work fine with USB-C. 
Various adapters allow devices with older USB and/or 
Thunderbolt ports to work with USB-C ports. There are also 
USB-C adapters for various types of video displays (e.g., HDMI 
and VGA). Apple also has a USB-C to ethernet adapter for those 
of you who need a wired network connection. A USB-C to 
Lightning cable is also available so you can directly connect an 
iPhone or iPad and a current generation MBP. In addition, USB-C 
devices such as flash drives are already available. In fact, the 
external SSD drive I ordered a few days ago uses USB-C.


So, what about the new Touch Bar feature? What is it? The 
Touch Bar is a touch sensitive glass area located above the 
keyboard. It replaces the area where the function keys were 
located. The Touch Bar can display traditional function keys in 
the Finder and the ESC key, by pressing the fn key. Apple 
designed the Touch Bar so that software developers can adapt 
their applications to use it. For example, Safari and Apple’s Mail 
app both provide application-specific controls on the Touch Bar. 
In Pages, the Touch Bar contains any words that Pages 
anticipates you might want to type and it also has specific 
features such as keys to insert letterhead, change font faces, etc. 
You can also use the Touch Bar to change the audio volume.
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The Touch Bar also has an area on it that works similarly to the 
way predictive typing works on an iPhone. Neither Mail nor 
Pages offer a way to customize the Touch Bar, but Safari does 
(under the View menu). See the following image to get an idea of 
how the Touch Bar can be customized in Safari.


Another new feature of the MBP with Touch Bar is its force 
trackpad, which is larger and supports many of the same 
gestures and pressure sensitivity features as the current iPhone 
models. I have to admit, of the various new MBP features, its 
force touch trackpad is taking me some effort to get used to. I 
am a lazy MBP user and I have a tendency to drag my hands 
over the trackpad which triggers it to respond in ways I find 
inconvenient, such as zooming out when I am reading a 
webpage, so until I have the time and interest to explore all the 
new gestures and other features of the trackpad, I have disabled 
most of the gestures in the trackpad preferences panel.


Once you spend some time using the new MBP with Touch Bar, it 
becomes clear that it has a lot more in common with Apple’s iOS 
devices (e.g., iPad and iPhone) than Apple’s previous generation 
laptops. The new MBP now supports logging in via finger print 
identification. The Touch Bar has a square button on its right end 
that is a fingerprint reader. This button also serves is mechanical. 
You can press on it to shutdown the MacBook Pro. It serves as a 
power button (like the home button on an iPhone or iPad). Also, 
when you open the lid of the new MBP while it is powered off, it 
will automatically power on without pressing the power button. 
 
Like iOS devices, you can press the right end of the Touch Bar to 
respond to password prompts by iTunes, the Mac App Store 
app, and Sierra, such as when you make an iTunes purchase or 
attempt to install software. Also, like the iPhone and iPad, you 
must manually type in your password if you reboot the device. To 
the left of the finger print button, there’s a button to activate Siri. 
Yes, Siri is now available on Macs, thanks to MacOS Sierra and 
the Touch Bar even has a dedicated button to launch Siri.


Also reminiscent of iOS devices is how the new MBP is charged. 
In Apple’s previous laptops, the charging cable had a little LED 
on the end that plugs into the laptop. This LED glowed orange 
when the laptop battery is charging and green when the battery 
is fully charged. Because the new MBP uses a USB-C cable to 
connect between the charger and the laptop, the indicator light is 
gone. Instead, you hear a sound whenever you plug in the 
charger into the laptop, just like with an iOS device. Also, you 
can now easily see which, if any, apps are using significant 
energy simply by using the mouse pointer to click and hold down 
the battery status item on the menu bar. If you are using your 
new MBP on battery and you see that a particular app is 
consuming a significant amount of battery power, you can save 
power by quitting out of that app.


There were some reports in the news about Safari being a major 
drain on the new MBP’s battery. Anyone who has a new MBP 
can see what apps are using a significant amount of energy 
either by opening the Activity Monitor app and then click on the 
energy tab or by pulling down the battery icon on the Finder’s 
toolbar menu. Depending on which webpage(s) you are viewing, 
Safari will be listed as a major energy user, but not always. If you 
just open Safari and leave it on a blank page, it will not consume 
a significant amount of energy and it definitely isn’t listed as a 
major energy user for many of the webpages I frequently visit, 
including Facebook, so it definitely depends on the page your are 
on. I am sure that Apple will take steps to reign in the energy 
usage of Safari in subsequent updates.


Although I find it a challenge to use used to the force trackpad 
and I am still learning how to fully utilize the Touch Bar’s features, 
I like my new MBP a lot! The Space Gray color is stylish and it 
looks high tech. It is also bound to be Apple’s most durable and 
reliable laptop line. Were it not for the lack of a SD memory card 
slot, I would give the new MBP with Touch Bar a perfect rating. 
As it is, I rate it 4.5 out of 5 apples. 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The following article was posted to osxdaily.com on November 
27, 2016. tinyurl.com/jzl8zbo. © OSX Daily. Try the site. Lots of 
tips and good info. 

How to Take Screen Shots of Touch Bar on 
MacBook Pro  

� 


The new MacBook Pro with Touch Bar has replaced the standard 
Escape and Function keys with a little dynamically changing 
screen called the Touch Bar. Some Mac users may wish to take a 
screenshot of the Touch Bar, perhaps for developing, testing, or 
sharing purposes, similar to screenshotting displays on any other 
Mac or iOS device. 


There are two different keyboard shortcuts to capture screen 
shots of Touch Bar on a Mac. One saves the Touch Bar 
screenshot as a file on the desktop, and the other copies a 
picture of the Touch Bar to the Mac clipboard instead. You can 
also take screenshots of the Touch Bar with the Grab application 
in Mac OS. Take a Screen Shot of Touch Bar as a File on Mac 


	 •	 Command + Shift + 6


The Touch Bar screenshot will appear on the desktop like any 
other screen shot would. 


Copy a Screen Shot of Touch Bar to Clipboard on Mac  

	 •	 Control + Command + Shift + 6


The Touch Bar screenshot will be copied to the clipboard, which 
can then be pasted elsewhere as needed. This functions like a 
Touch Bar specific version of Print Screen in that the picture is 
not saved as a file but instead goes to the clipboard, a bit like 
Command+Shift+Control+3 on Mac. 


� 


The “Grab” app also supports taking screenshots of Touch Bar, if 
you prefer to use Grab rather than the standard Mac OS 
keystrokes for snapping screenshots. Grab is found in the /
Applications/Utilities/ folder. 


Another option would be to run a virtual Touch Bar with an app 
like Touche or Touch Bar Demo and then screenshot the Mac 
directly, but that’s more work than necessary for most users with 
a Touch Bar, though it would be the only way to snap a Touch 
Bar screen shot for Mac users without a Touch Bar on their 
keyboard. 
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Bjorn Petersen posted the following article to bhphotovideo.com 
in October, 2016. tinyurl.com/jkvbn69. © B&H Foto & Electronics 
Corp. He is a photographer, has exhibited his work in the USA & 
internationally, & has self-published several books of his photos. 

The Apple Touch Bar and Adobe Photoshop CC  
By Bjorn Petersen  

With Apple’s latest release to its ever-popular line of MacBook 
Pro notebooks, the tech giant has brought a new physical update 
to the 13.3" and 15.4" models, with the Touch Bar. Replacing the 
traditional, physical Function keys of all previous models, the 
Touch Bar presents itself as a customizable, adaptable Function 
bar, as opposed to keys, which can be tailored to individual 
apps. Since MacBook Pros are certainly the standard in portable, 
on-location computing for the professional photography industry, 
it only makes sense that one of the first applications to adopt rich 
support for the Touch Bar was Adobe Photoshop. 


Photoshop has always made use of the keyboard to work with 
the application efficiently and quickly. Nearly every key serves a 
purpose within the application, and functions as a one-touch 
alternative to solely using the mouse to navigate through menus 
and individually select tools or to adjust the way tools function. 
With many photographers accustomed to this method of 

navigating Photoshop, it is a seamless experience to expand 
your touch-based tool set to the now-included Touch Bar. The 
difference, of course, is that the Touch Bar is adaptive, and does 
not have the physically recognizable keys of the past. Herein lie 
the positives and negatives I found when initially spending some 
time editing in Photoshop CC 2017 with a new 15.4" MacBook 
Pro.   


To begin, I learned that there are three main modes in which to 
use the Touch Bar: Layer Properties, Brushes, and Favorites; and 
then there is a shortcut to a History Scrubber, which allows you 
to jump back steps using small visual snippets of the image 
stages, rather than use a dedicated history palette that is 
organized by the names of specific tools you used. This visual 
layout proves to be helpful since you can quickly glance to see 
how the image has changed rather than guess which of 20 
consecutive Clone Stamp actions is the right one to skip back to. 
On the other hand, the image previews are quite focused and do 
not encompass the entire image, so it’s difficult to recognize 
changes that occur around the edges of the image. I found 
myself bouncing back and forth between this Touch Bar palette 
and the traditional History palette when undoing steps, 
depending on the tool in use or how far back I needed to go. 


�  
�21

http://tinyurl.com/jkvbn69
https://www.bhphotovideo.com/c/product/1293725-REG/apple_mlh12ll_a_13_3_macbook_pro_with.html
https://www.bhphotovideo.com/c/product/1293727-REG/apple_mlh42ll_a_15_4_macbook_pro_with.html
https://www.bhphotovideo.com/c/buy/Photo-Imaging-Software/ci/13290/N/3988161558+4291623326


                 VOLUME 28, NUMBER 2                    MAIN LINE MACINTOSH USERS GROUP                    FEBRUARY 2017 

In terms of the three separate modes, the one I found most 
useful for my purposes was Layer Properties. This seemed to 
contain the richest set of features, including some that do not 
have standard keyboard shortcuts. This mode gives you one-
touch access to place a file into the open document, use blend 
modes for compositing images, create a clipping mask, and 
launch the Select and Mask workspace. These tools are 
especially useful for those who work with multiple files in an 
image, such as for creating new compositions or blending 
images for HDR or other stacked image types, so having a quick 
way to get into these main workspaces was quite helpful. 


�  
The second, possibly most natural mode for the Touch Bar, was 
the Brushes mode. This mode makes use of the multi-touch 
capabilities of the bar, and provides you with a series of sliders to 
adjust brush size, hardness, opacity, and flow, as well as access 
a color picker. I was impressed at first with the ability to choose a 
color from the entire color palette using just this tiny Touch Bar 
and a series of sliders to move the picker around, from warm to 
cool, dark to light, but after trying to move from a dark blue to a 
faint pink, I realized it was a lot easier to simply use the 
humongous trackpad. The brush tools, while convenient, didn’t 
come as naturally to me since many of these brush adjustments 
are already accessible using keyboard shortcuts and the 
Control+Click menu with the brush tool. 


�  

�  
Finally, there is also the Favorites mode, which simply provides 
access to switching between screen modes, creating a new 
layer, and flipping the canvas horizontally or vertically. I didn’t 
spend too much time in this mode, since I already often use the 
keyboard-based shortcuts for switching screen modes and 
making new layers, and I don’t often need to flip my canvas (I 
would have preferred if the shortcut was for rotating the canvas, 
for example). The Touch Bar can also be fully customized for you 

to add or remove specific functions from each of these modes to 
better suit your own needs. 


�  

�  

After spending a while working with and trying to integrate the 
Touch Bar into my Photoshop workflow, I can say it isn’t making 
me rush to upgrade my one year-old MacBook Pro for a new, 
Touch Bar-enabled version. While I do appreciate the direct 
access to the features and controls the bar provides, I also have 
spent years honing my knowledge of Photoshop’s array of 
keyboard shortcuts. While I’ll stick to my keyboard for the time 
being, I can say that working with the Touch Bar has certainly 
intrigued me, and piqued my interest to follow any future updates 
to functionality that are sure to come over time. Being such a 
new technology, it’s exciting to spend some time with it at the 
beginning, and I can’t wait to see what future updates bring. 


To read more, see the B&H Explora articles, Apple Raises the Bar 
a Touch, and Navigating Final Cut Pro X with the New Touch Bar-
Enabled MacBook Pro.  
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Emily Dolloff posted the following article to the smalldog.com/
kibbles - Kibbles & Bytes Newsletters #990 on July 1, 2016. /
tinyurl.com/jrw777k. © Small Dog Electronics, Inc. She is General 
Manager at Small Dog Electronics.  

So Many Options -Local Hard Drive Vs. Cloud 
Storage 
By Emily Dolloff 

There is a mountain of information out there about cloud storage 
verses cloud backups verses physical drives. In order to be able 
to select the right solution you need to have a basic 
understanding of what the differences are between the options. 
There is iCloud, Google drive, wireless drives like the Lacie Fuel, 
Seagate Personal Cloud, tradition plug in  USB  drives. What 
makes learning about and weighing options even harder is that 
each option available, depending on what you’re reading, makes 
it sound as though that particular backup option is superior to all 
other solutions out there.  


To try and make it a little easier on yourself, here’s a general 
outline of the pros and cons of the different solutions out there. It 
is very important that as you read through information and 
consider different options that you think about what best suites 

your needs. Some of us at Small Dog swear by wireless back up 
solutions and others of us stick to good old physical drives and 
Time Machine.  


iCloud is free for all users, but it’s only free for the first 5GB, so if 
you are looking to utilize iCloud for backing up an iPad, iPhone or 
documents from your computer you may want to purchase 
additional storage. It’s just $0.99/month for 50GB of storage (you 
can get up to 1TB) so I strongly encourage upgrading to a higher 
storage option even if it’s just for secondary backup of your 
photos. When using iCloud it’s important to log into your iCloud 
account from time to time to make sure that the information you 
want backed up is being backed up, especially the photos. I 
have talked with several customers over the years who thought 
they were backing up photos to the cloud and because they 
never logged into their online account, never knew the backup 
was not happening correctly. It’s also important to know that 
iCloud is not backing up programs, it’s just the files. [Editor 
bolding]. Thankfully with Apple purchased apps you can easily 
download anything you might have purchased through your 
iTunes account in the app store, but this will not help you for third 
party programs. Finally, it’s also important to know that you will 
need to continue to pay for the service, if you stop paying for it, 
you will lose files.  


There are tons of other online backup and cloud storage options, 
it’s crucial note that some “cloud storage” options are not actual 
backups. They’re just a place to store things, so restoring a 
machine from a cloud backup service is often not possible unless 
you are paying for that kind of service. Think of many cloud 
storage solutions as nothing different than just dropping and 
dragging files to a physical drive. You will have to piece back 
together your information if you have a complete loss of your 
data on your computer. For many folks this is absolutely OK.  


Physical hard drives and using Time Machine often provide a 
greater sense of security simply because it’s a physical piece of 
equipment and you can see your information on the drive. If 
you’re using software like Time Machine, you will have a 
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complete copy of your data along with programs and can, in 
most cases, quickly restore data to your computer. A downside is 
that external drives can and do fail. This would be an example of 
where a cloud-based option offers some increased security. It’s 
unlikely data would and could be compromised using cloud 
services provided you continue to pay for the service. Physical 
drives have the advantage of a one time fee. When you buy the 
drive and it’s unlikely that a user would need to pay for anything 
additional after the initial set up.  


L a s t l y a r e t h e 
personal cloud drive 
and wireless drives. 
P e r s o n a l c l o u d 
d r i v e s l i k e 
t h e  S e a g a t e 
P e r s o n a l 
Cloud  allow you to 
create your own 
c l o u d s t o r a g e 
s o l u t i o n a n d 
s u p p o r t i t 
completely on your 
own. This c loud 
solution works very 
similarly to other 
services and allows 
y o u t o a c c e s s 
information from 
a n y w h e r e a n d 
anytime just l ike 
t radi t ional c loud 
services. The draw 
back to  

personal cloud type setups is they are often for advanced users 
because they can be more complicated to set up and to 
maintain. Wireless hard drives like the  Lacie Fuel  often require 
that you are within range of that drive and will not work with Time 
Machine. The benefit to these drives is they allow multiple users 
to access information and are perfect for sharing media, but like 
personal cloud type drives they could require a slightly higher 
level of understanding when it comes to drives and data sharing.  


Ultimately I am not sure there 
is one perfect solution and 
combining wireless with wired 
options is often a good 
compromise. I have used 
iCloud for years for my 
calendars, my contacts, and I 
love iCloud keychain. I even 
have my favorites synced in 
Safari via the cloud. However, 
I still utilize a physical hard 
drive and Time Machine 
b a c k u p o n a l l o f m y 
machines. 
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Bob LeVitus posted the following article to macobserver.com on 
December 28, 2016. tinyurl.com/jmeddas.. © The Mac Observer. 
Bob is the author of more than 75 books, a computer columnist, 
and Mac expert. He writes a weekly column for The Mac 
Observer and is one of my favorite authors and speakers. 

Resolve to Back Up Your Mac in 2017  
By Bob LeVitus 
“There are only two kinds of Mac users: Those who have lost 
data, and those who will.” I said that in 1989 in my first book, Dr. 
Macintosh, and I’ve been saying it at least once a year ever 
since…  It’s sad that so many users still don’t start backing up 
until after they’ve lost irreplaceable files. In 2016 (as in every 
previous year), one of the most common issues reported by 
friends and readers was a crashed hard or solid-state drive. 


Read my lips: Your drive—hard or solid-state— will die someday. 
Perhaps not in 2017, but I guarantee it will die a horrible death 
within the next few years. When it does it’s likely that some or all 
the precious data it contained will be gone forever. 


If You Don’t Backup, You’re Going to Lose Your Stuff  

Think about all the one-of-a-kind photos, family videos, and 
other important documents on your hard drive… Now consider a 
hardware failure that makes them “none-of-a-kind.” 


Trust me on this—if you don’t backup, you’re going to lose your 
stuff and it won’t be fun. And, have you seen the prices for 
professional data recovery services? If not, trust me again—you 
don’t want to know. Let’s just say a comprehensive backup 
system will cost you a fraction of what data recovery might cost. 


Comprehensive Backup Strategy  

Adopting a comprehensive backup strategy with multiple 
backups stored in multiple locations is the best way to avoid 
losing your data. That being said, any backup routine — even 
just dragging important files onto another disk, flash drive, or 

cloud storage of some type — is better than having no backup at 
all. 


But it’s not good. So, if you don’t already have a big external 
hard disk handy, go get one. When you connect it for the first 
time, Time Machine (built into macOS since time immemorial) will 
ask if you want to use this disk for backups. Say yes and it 
copies every document on your hard disk to the second hard 
disk. Then, once an hour, it copies any new files or files that have 
changed since the last backup, to your backup disk. 


To add a backup disk (or a second disk), click Select Disk… in the 
Time Machine System Preferences pane.  

That’s all there is to it. Once you set it up, you’ll hardly know its 
there until you need it because your boot disk bit the dust or you 
need a file or folder that’s been deleted. 


By the way, that’s one of the lovely side effects of having good 
backups: You can retrieve files or folders months (or years) after 
they’ve been deleted from your disk. 


Redundant Backups: It Couldn’t Hurt…  

One backup is good, but not good enough. So consider 
attaching another external hard drive (or two) and letting Time 
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Machine use each new drive as a backup destination in turn, 
round-robin style. Attach the new drive, and then open the Time 
Machine System Preferences pane and click the Select Disk 
button. When the alert below appears, click Use Both. 


Now, with two Time Machine backup disks, it backs up to disk 1 
the first  time; to disk 2 the second  time; to disk 1 again the 
third  time; to disk 2 again the fourth time; and so on. 
It’s  convenient  and  provides the security of multiple backups 
without having to buy or learn additional software. 


Single Point of Failure 

That being said, I recommend you buy and learn additional 
software. Why? Because even though I have two Time Machine 
backup disks, I worry about having a single point of failure. For 
instance, Time Machine failing or any disaster that vaporizes (or 
burns or drowns) my office and its contents.


To avoid the dreaded single point of failure, I also use Carbon 
Copy Cloner to create a bootable clone (exact duplicate of my 
startup disk that can be used to boot another Mac in an 
emergency) every night, as well as to back up my massive media 
libraries weekly.


Carbon Copy Cloner clones (backs up) my startup disk nightly 
and my media folders weekly.


Carbon Copy Cloner clones (backs up) my startup disk nightly 
and my media folders weekly.


I use BackBlaze ($5/month for unlimited storage) to back up 
everything Time Machine and Carbon Copy Cloner back up to 

the cloud, providing yet another redundancy, just in case.


Finally, I keep a set of backups (including a recent clone) in my 
bank safe deposit box and update them several times a year. 
Again, just in case.


[Editor’s Note: I read Bob’s Mac OS 7.5 for Dummies that came 
with my PowerComputing Power 100 back in 1995. In that book, 
he advocated making daily backups on floppy disks—keep a 
rolling 7 days worth, thank you—with weekly backups taken to 
your safety deposit box. 😂  – Bryan]


Test Your Backups 

Regardless of what hardware or software you choose, it’s vital 
you test your backup system by restoring a test file or files every 
so often. If your backup system is not working as expected, your 
backup system is worthless.


Redundancy Rocks! 

I’m a little nuts about my redundant backups, so I feel I’m 
covered against almost any eventuality that might befall my data. 
But, what about you? If your office and its contents—including 
your backup disk or disks—were vaporized tomorrow would your 
precious memories be gone? If you thought about that for more 
than a second, please resolve to backup your precious data in 
2017. I know I sleep better at night knowing my data will survive 
almost any eventuality or disaster… So will you.


and that’s all he wrote…
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Daniel Nations updated the following article at livewire.com on 
November 9, 2016. tinyurl.com/h2g66qe. © about.com. He has 
been writing, programming and following technology since back 
in the Commodore Vic 20 days. 

The Best Cloud Storage Options For The iPad  
By Daniel Nations 
Cloud storage is the easiest way to expand the storage 
capabilities of your iPad. Not only can you get precious 
gigabytes (GB) of storage space for free, cloud storage is also a 
built-in backup for your data. No matter what happens to your 
device, the files stored in the cloud will remain in the cloud ready 
for you to download them. 


But cloud services aren't just about expanding your storage 
options. They are also about collaboration — whether this 
collaboration is working on documents with your co-workers or 
simply getting your desktop PC to see the same files as your 
laptop and as your smartphone and as your iPad. The ability to 
work on the same document from multiple devices can be of 
immeasurable benefit. 


So how does it work?  
It's not quite as magical as it seems. Cloud storage simply 
means that you are storing your files on a computer that happens 
to reside in at Google or Microsoft or Apple or another data 
center.  And better, that hard drive that stores those files tends to 
be backed up and better protected than the hard drive in your 
PC or the Flash storage on your iPad, so you get the added value 
of protection. This makes cloud storage a more secure option 
than buying an external hard drive for your iPad. 

Cloud storage serves work by syncing your files to your devices. 
For a PC, that means downloading a piece of software that will 
set up a special folder on your hard drive. This folder acts like 
any other folder on your computer except for one difference: the 
files are regularly scanned and uploaded to the cloud server and 
new or updated files are downloaded back to the folder on your PC. 


And for the iPad, this same thing happens within the app for the 
cloud service. You have access to the files you've saved on your 
PC or your smartphone and can easily save new photos and 
documents from your iPad to your cloud storage. 

There's no one "best" cloud storage option. Each has their good 
and bad points, so we'll go over the best options and point out 
why they might be right (or wrong!) for you. 


1 Apple iCloud Drive. Apple's iCloud Drive is already part of the 
fabric of every iPad. iCloud Drive is where the iPad saves 
backups and is used for iCloud Photo Library. But is it worth 
expanding past the 5 GB of free storage offered to every iPad 
user? 

As expected, iCloud Drive is a good all-purpose storage solution 
for most iPad apps that have cloud capabilities. It is written into 
the DNA of the iPad, so it should be a good all-around solution. 
But it shines the best in an iOS-centric world, and for those who 
share the workload between PC, tablet and smartphone, iCloud 
Drive tends to be the most limiting. It simply doesn't have the 
same document editing, in-document searching and other extras 
offered by the competition. 

One area where it rules the roost is refresh speed. It's lightning 
quick to get a file you just popped into your iCloud Drive folder 
on your PC to show up on your iPad. 

Despite faults for folks in the non-iOS world, many people may 
want to bump up to the $.99 a month 50 GB plan simply for 
device backups and iCloud Photo Library. If your entire family 
uses iOS devices, it's easy to use more storage for backups than 
is freely available. And while iCloud Photo Library has its faults, it 
is still the easiest way to keep cloud backups of your photos if 
you use the iPad and the iPhone. 


2. Dropbox. Sometimes a tie-in to a platform is a major bonus. 
For example, iCloud Drive works great with Apple's iWork suite. 
And sometimes, not having a tie-in to major platform is a major 
asset, which is the case with Dropbox. 
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While the choice of cloud storage will come down to your 
particular needs, the big advantage of Dropbox is how well it 
works with all platforms. Do you use Microsoft Office a lot? No 
problem. More of an Apple iWork person? Not an issue. 

Dropbox falls on the more expensive side, giving only 2 GB of 
free space and charging $99 a year for 1 TB of storage, but it is 
worth it if you need the flexibility to work with any platform. 
Dropbox is one of the few cloud storage options that allows you 
to boot into Adobe Acrobat to edit PDF files on your iPad, and for 
light editing such as adding text or a signature, you don't even 
need to load Acrobat. Dropbox even comes with a document 
scanner, although if you have major needs in the scanning 
department it is better to go with a dedicated app. 

Dropbox also supports saving files offsite, sharing them across 
the web and has robust search capabilities. The biggest deficit is 
the lack of editing text documents, but since few cloud storage 
services offer this in their iPad app, it is easily overlooked. 


3. Box.net.  It is fitting to put Box next on the list because it is 
the closest to Dropbox in terms of being an independent 
solution. It has many of the same features as Dropbox, including 
the ability to save documents for offline use and the ability to 
leave comments on documents, which is great for collaboration. 
Box also allows you to edit text files right in the iPad app, which 
is awesome. However, it doesn't allow PDF editing and isn't quite 
as ubiquitous in working with other apps as Dropbox. 

One really nice bonus of Box.net is the 10 GB of free storage. 
This is some of the highest of any cloud storage service. 
However, the free storage limits the file size to 250 MB and the 
100 GB option is a whopping $10 a month. 

This makes Box a solid choice for those looking to move photos 
off their iPad to conserve space, but not quite as attractive for 
those with more professional needs. 


4. Microsoft OneDrive. As expected, Microsoft's cloud storage 
options is awesome for heavy users of Microsoft Office. It has 

great interaction with Word, Excel, PowerPoint, OneNote, and 
other Microsoft products. It also does the best job of marking up 
PDF files without leaving the iPad app. 

Similar to Dropbox and a few other cloud services, you can set 
OneDrive to automatically back up your photos and videos. It is 
also very fast when loading previews for all files except those 
noted Microsoft files. For a Word document or Excel 
spreadsheet, OneDrive launches the Word or Excel app. This is 
great for times when you intend to edit the document, but for 
simply viewing documents, it makes the process much more 
awkward. 

OneDrive allows 5 GB of free storage and has a cheap $1.99 a 
month plan with 50 GB of storage. However, the best deal is the 
Office 365 Personal plan that gives 1 TB of storage and access 
to Microsoft Office for just $6.99 a month. 


5. Google Drive. As Microsoft's OneDrive is with Microsoft's 
apps, so is Google Drive with Google's apps. If you use Google 
Docs, Forms, Calendar, etc, Google Drive will certainly go hand-
in-hand with these apps. But for everyone else, Google Drive is 
light on feature, has a dull and uninspiring interface and is the 
slowest of any to sync your files. 

Google Drive does offer the ability to backup your photos 
automatically, and it is fairly quick when previewing document. 
But as irony would have it, the search capabilities are fairly 
lacking, and other than editing Google documents in Google's 
apps, it is fairly light in the content creation department. 

Google Drive gives a whopping 15 GB of storage for free, but 
this is somewhat offset by Gmail eating into that storage. In 
fact, I had about half my storage taken up by mail stretching 
back over the last six to eight years. 

Luckily, Google Drive offers a nice bargain with their 100 GB for 
$1.99 a month deal. The price jumps up to $9.99 a month for 1 TB, 
which is on par with other services, but if you only need that 100 
GB, the $2 deal is very good.  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Bradley Mitchell updated. the following articles at lifewire.com on 
April 5, 2016. tinyurl.com/pq5fssz. © about.com. He is a 
computer professional who has covered wireless and computer 
networking topics for About.com since 1999.


Routers Versus Modems In Wireless And Computer 
Networking  
By Bradley Mitchell 

Home computer networks feature both modems and routers as 
core components. Both are specialized pieces of electronic 
hardware that work together, sometimes made by the same 
companies and sometimes even integrated together into one 
physical device. Yet modems and routers serve two different 
purposes. 


Homeowners should learn as much as possible about modems 
and routers to master home network setup and management. 


What is a Modem?  

A modem technically converts electronic signals from one 
network for use on another network. Modems connect home 
networks to the Internet. Traditional dialup network modems 
converted signals from PCs and other digital devices into the 

analog signals that telephone lines support.  Broadband modems 
convert digital signals of the home network into the other digital 
forms needed for various kinds of broadband Internet service. 


The ARRIS SURFboard SB6141 is one of the best modems out 
there on the market today. 


Buy a ARRIS SURFboard SB6141 Modem on Amazon.com


What is a Router?  


A network router links devices together into one or more local 
networks and then interfaces those networks to outside ones. 
Home broadband routers are a category of routers designed to 
connect a variety of consumer devices to each other and to a 
shared broadband Internet connection. Two of the top-selling 
routers are the  TP-LINK TL-WR841N Wireless N300 Home 
Router and the NETGEAR Nighthawk AC1900 Dual Band Wi-Fi 
Gigabit Router. 


Modems vs. Routers for Home Networking  

Aside from the power cable, a typical consumer modem has only 
two physical network connection points (called ports): 


one for the Internet line. A modem’s Internet ports can be 
RJ-45 jacks (for DSL Internet), coax (for cable Internet), and 
so on.  Modems may label these ports as “WAN,” “Internet” 
and “line.”


one for the home network. A modem’s home network facing 
port can be either Ethernet or USB and is often marked as 
“LAN.”


Home routers usually feature at least five ports in addition to 
power: 


one for a modem, called “WAN,” “Internet” or “uplink.”


four or five (but sometimes only one) for Ethernet cables that 
link to local devices such as computers, printers and game 
consoles
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plus optional USB ports for portable storage or printers


Also unlike modems, wireless home routers feature built-in radios 
(with either internal or external antennas) to support Wi-Fi clients. 


The Use of Routers and Modems in Home Networks  

When both devices are present, the modem plugs into the router 
and sits between it and the Internet line. 


Home networks require a modem to access the Internet. 
However, a home network without Internet access can still be 
useful as it enables file, printer and storage sharing among the 
local clients. 


Home networks technically do not require a router. A single 
device such as a laptop can plug into the Internet modem 
directly.  With non-trivial effort, a PC or laptop can be configured 
to support a wireless LAN (WLAN) and share the modem’s 
Internet connection. Routers have emerged as the de facto way 
to build a home network due to the plug-and-play convenience 
they offer. 


Integrated Router and Modem Devices  

Several network equipment makers sell combination units that 
integrate the functions of a broadband router and broadband 
modem into a single physical unit.   Sometimes called home 
network or residential gateways,   these units are often acquired 
by Internet providers and sold or rented to customers as part of 
their subscription.   Other than being physically integrated into 
one device, the functions of the router and modem are identical 
as when they are two separate devices. Some consumers prefer 
the convenience of integration, but other customers prefer to 
keep freedom of choice and flexibility to replace or upgrade their 
routers separately from their modems. 


Bradley Mitchell updated the following article at lifewire.com on 
May 31, 2015. tinyurl.com/z7agkoo © about.com. He is a 
computer professional who has covered wireless and computer 
networking topics for About.com since 1999. 

Which Type of Broadband Modem is Better - 
Ethernet or USB? 
By Bradley Mitchell 
Most broadband modems support two kinds of network 
connections - Ethernet and USB. Both interfaces serve the same 
purpose, and either will work in most situations. Users can re-
configure their modem between Ethernet and USB whenever 
needed, but both inter faces cannot be connected 
simultaneously. Are USB broadband modems better than 
Ethernet type modems?


Ethernet is the preferred option for connecting a broadband 
modem, for several reasons.


First, Ethernet is technically more reliable than USB for 
networking. You are less likely to experience dropped 
connections or sluggish response time to your modem when 
using Ethernet over USB.


Next, Ethernet cables can reach a longer distance than USB 
cables. A single Ethernet cables can run most anywhere within a 
home (technically up to 100m (328 feet), while USB cable runs 
are limited to approximately 5m (16 feet).


Ethernet also does not require installation of device driver 
software, while USB does. Modern operating systems will be 
capable of automatically installing drivers for many broadband 
modems. However, the procedure varies on different operating 
systems and not all systems will be compatible with a given 
brand of modem. USB drivers can also slow down the overall 
performance of older computers. In general, a device driver is an 
additional installation step and source of potential problems that 
you need not worry about with Ethernet.
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Ethernet supports higher performance networking than does 
USB. This is the first advantage of Ethernet that many techies 
notice, but performance is actually the least relevant 
consideration in this list when choosing between USB and 
Ethernet connections. Both Ethernet and USB 2.0 interfaces 
support sufficient bandwidth for broadband modem networking.


Modem speed is instead limited by the speed of the modem's 
connection to your service provider.


One possible advantage of the USB interface over Ethernet is 
hardware cost. If the computer being connected to a broadband 
modem does not already possess an Ethernet network adapter, 
one must be purchased and installed. Normally, the other 
advantages of Ethernet listed above easily outweigh this up-front 
effort.


Bradley Mitchell updated the following article at lifewire.com on 
September 18, 2016. tinyurl.com/htagkgb. © about.com. 

Introduction to Wi-Fi Network Security 
By Bradley Mitchell 
A consideration on any computer network, security is especially 
important on Wi-Fi wireless networks. Hackers can easily 
intercept wireless network traffic over open air connections and 
extract information like passwords and credit card numbers. 
Several Wi-Fi network security technologies have been 
developed to combat hackers, of course, although some of these 
technologies can be defeated relatively easily.


Network Data Encryption 

Network security protocols usually use encryption technology. 
Encryption scrambles data sent over network connections to 
hide information from humans while still allowing computers to 
properly decipher the messages. Many forms of encryption 

technology exist in the industry.


Network Authentication 

Authentication technology for computer networks verifies the 
identity of devices and people. Network operating systems like 
Microsoft Windows and Apple OS-X include built-in 
authentication support based on user names and passwords. 
Home network routers also authenticate administrators by 
requiring them to enter separate login credentials.


Ad Hoc Wi-Fi Network Security 

Traditional Wi-Fi network connections go through a router or 
other wireless access point. Alternatively, Wi-Fi supports a mode 
called ad hoc wireless that allows devices to connect directly to 
each other in a peer to peer fashion.


Lacking a central connection point, the security of ad hoc Wi-Fi 
connections tends to be low. Some experts discourage the use 
of ad-hoc Wi-Fi networking for this reason.


Common Wi-Fi Security Standards 

Most Wi-Fi devices including computers, routers, and phones 
support several security standards. The available security types 
and even their names vary depending on a device's capabilities.


WEP stands for Wired Equivalent Privacy. It is the original 
wireless security standard for Wi-Fi and is still commonly used 
on home computer networks. Some devices support multiple 
versions of WEP security


    WEP-64-bit key (sometimes called WEP-40)


    WEP 128-bit key (sometimes called WEP-104)


    WEP 256-bit key


and allow an administrator to choose one, while other devices 
only support a single WEP option. WEP should not be used 
except as a last resort, as it provides very limited security 
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protection.


WPA stands for Wi-Fi Protected Access. This standard was 
developed to replace WEP. Wi-Fi devices typically support 
multiple variations of WPA technology. Traditional WPA, also 
known as WPA-Personal and sometimes also called WPA-PSK 
(for pre-shared key), is designed for home networking while 
another version, WPA-Enterprise, is designed for corporate 
networks. WPA2 is an improved version of Wi-Fi Protected 
Access supported by all newer Wi-Fi equipment. Like WPA, 
WPA2 also exists in Personal/PSK and Enterprise forms.


802.1X provides network authentication to both Wi-Fi and other 
types of networks. It tends to be used by larger businesses as 
this technology requires additional expertise to set up and 
maintain.


802.1X works with both Wi-Fi and other types of networks. In a 
Wi-Fi configuration, administrators normally configure 802.1X 
authentication to work together with WPA/WPA2-Enterprise 
encryption. 802.1X is also known as RADIUS.


Network Security Keys and Passphrases 

WEP and WPA/WPA2 utilize wireless encryption keys, long 
sequences of hexadecimal numbers. Matching key values must 
be entered into a Wi-Fi router (or access point) and all client 
devices wanting to join that network. In network security, the 
term passphrase can refer to a simplified form of an encryption 
key that only uses alphanumeric characters instead of  

hexadecimal values. However, the terms passphrase and key are 
often used interchangeably.


Configuring Wi-Fi Security on Home Networks 

All devices on a given Wi-Fi network must use matching security 
settings. On Windows 7 PCs, the following values must be 
entered on the Security tab of Wireless Network Properties for a 
given network:


    Security type refers to authentication options including Open, 
Shared, WPA-Personal and –Enterprise, WPA2-Personal and –
Enterprise, and 802.1X. The Open option utilizes no 
authentication, while Shared utilizes WEP for authentication. 


    Encryption type options available depend on the Security type 
chosen. Besides None, which can be only used with Open 
networks, the WEP option can be used with either WEP or 
802.1X authentication. Two other options, called TKIP and AES, 
refer to specialized encryption technologies usable with the WPA 
family of Wi-Fi security standards. 


    An encryption key or passphrase can be specified in the 
Network security key field when required. 


    The Key Index, a value between 1 and 4, refers to the position 
of the matching key stored on the wireless router (access point). 
Many home routers allow four different encryption keys 
numbered 1 through 4 to be configured in order to support 
legitimate clients without forcing them to all use a common key. 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Ochs posted the following article to Macworld.com on December 
19, 2016. tinyurl.com/zw2kgn8. © Mac Publishing.LLC. She is 
Executive Editor, Macworld, a proud Mac geek and writer who 
has been covering Apple since 2006. 

Airpods Review: They Sound Great, But Siri Holds 
Them Back  
iPhone fans will love the sound and design of Apple's wireless 
earbuds, and no, they won't fall out of your ears.  

By Susie Ochs 
AT A GLANCE       Macworld Rating  4of 5 Stars.  $159. 


When Apple pulled the headphone jack off the iPhone 7, it also 
unveiled a new set of wireless earbuds called AirPods, and 
claimed they were so great, users wouldn’t mind the missing 
headphone jack. The AirPods didn’t come out for nearly three 
months after the new iPhone’s release, but now that they’re here, 
they’ve solved every problem an iPhone 7-using music lover 
could have, right? 


Oh, heavens no. Like so many Apple products before them, the 
AirPods bring with them as many problems as they solve. With 
no onboard buttons, the AirPods require users to ask Siri to do 
everything, from changing a track to adjusting the volume. 
What’s more, Siri doesn’t have the same abilities in all music 
apps—an arbitrary restriction set by Apple to steer you toward 
Apple Music. 


The fit  

But let’s start with the first question everyone has about the 
AirPods. Aren’t you worried they will fall out of your ears? As 
soon as they were announced, even Conan O’Brien had to make 
fun, producing a parody of the old iPod commercials, only with 
AirPods flying off in all direction with the slightest move of the 
dancers’ heads. 


The wireless AirPods resemble the EarPods, but the AirPods 
have a heftier, more substantial design that stays put in my ears.   

That’s funny, but it’s bull. The AirPods stay put when I’m dancing, 
headbanging, jogging, hanging upside down, riding my stationary 
bike, sprinting to catch the bus, and shaking my head around 
smacking my temple like I’m trying to dislodge water stuck in my 
ear. Really, they aren’t going to fall out. Check the video above 
for proof. 


My skin is on the oily side, and sometimes in-ear ’buds with 
silicone tips get a little oily, and I have to wipe them off or keep 
shoving them further into my ears for a good seal. The wired 
Apple EarPods (you know, the cheap pair that comes with your 
iPhone) fit me OK, and I’ve been wearing them since the iPhone 
7 launch. But the EarPods wire does trip me up from time to 
time, getting snagged on armrests when I’m on the bus, or 
requiring adjustment when I’m wearing a scarf. 


So I wanted to go wireless, and knew the AirPods had to be 
comfortable enough to wear all day, and not fall out. It turns out 
they’re very comfortable, virtually the same shape as the 
EarPods but with more heft. They perch right in my ear openings 
and stay put better than the EarPods or silicone-tipped earbuds. 
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The sound  

I care more comfort than sound because I’m not an audiophile. I 
listen to tons of music, and can tell good earphones from terrible 
ones, so Apple’s bundled free EarPods suit me just fine for 
streaming music and podcasts. I used to rock a $130 pair of 
Bose MIE2i in-ear ’phones (since discontinued) when my iPhones 
had jacks for them, and I expected the AirPods to fall somewhere 
in between these earphones and the EarPods. Well, I’m happy to 
report the AirPods sound great—just as good as the Bose set, 
with full, detailed sound and plenty of volume. 


The AirPods sound better than the EarPods, but they have that 
same kind of fit, where the bud itself just rests in your ear 
opening, instead of going way down into your ear canal. And 
since they don’t have a silicone or foam tip like the ’buds that get 
shoved more deeply into your ear, they don’t seal off outside 
noise as fully. But their impressive volume quickly drowns out 
your surroundings. Once my iPhone is at about 60 percent 
volume, I can no longer hear myself speak at a normal volume 
while I’m wearing the AirPods. 


The white stems that hang down from the AirPods hold the 
microphone, which you’ll need for voice calls, and speaking with 
Siri. I used Siri to make a voice call both indoors and outdoors, 
and the people I chatted with reported a slight echoy sound 

common to Bluetooth phone calls, but only when I really pressed 
them to evaluate my sound. All in all, the sound was good 
enough for calls. 


The controls  

Speaking to Siri, though, somewhat mars the AirPods 
experience. To turn up the volume with the free EarPods, you 
simply click a button on the inline remote. With the AirPods, 
however, you have to double-tap one AirPod, wait for your music 
to pause and the Siri chime to sound, and say “Turn it up” (or, 
even better, “turn up the volume,” just to make sure Siri will 
understand). Then you wait another couple of beats for your 
music to resume, now two notches louder. If you say “Turn it up 
to 50 percent,” the volume still gets turned up two notches 
louder. It’s an annoying process, so you’re better off using the 
volume controls on your phone—if your phone is in arm’s reach. 


In this case, “Go back a track” would start the current song over, 
but who wants to engage in trial-and-error with laggy Siri when 
you used to have a button for this?  

Siri can also control Apple Music and your own music collection 
stored in Apple’s Music app. But Apple chose not to give full Siri 
control to third-party music apps, and that’s a huge bummer 
when you try to use earbuds that require the use of Siri. In 
Spotify, I could turn the volume up and down, and skip to the 
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next track. But to start a song over (three clicks on the EarPods 
remote, thank you very much), I couldn’t say “start this song 
over,” though “go back one track” was more responsive. And, 
obviously, I couldn’t call up specific artists, albums, playlists, and 
songs. The AirPods are at their best when you are all-in with 
Apple devices and services. If you’re a die-hard user of Spotify or 
Pandora, these might not be the headphones for you. 


But either way, Siri is just too slow and buggy to be a rock-solid 
control set. I quickly found myself wanting to just use the 
controls on the iPhone itself. As a side note, I’ve never 
appreciated iOS 10’s Raise to Wake feature so much until I got 
my AirPods, since I can bring up the lock screen play/pause, 
forward, and rewind buttons so easily, and leave Siri out of it. 


UPDATE: I forgot to mention, you can go into Settings > 
Bluetooth, hit the little i button next to your AirPods, and change 
the double-tap gesture to Play/Pause or Off. A second gesture 
would still be helpful. I’d love an experimental mode that apes 
the click patterns on the EarPods remote (single to play/pause, 
double to advance a track, triple to back up). 


The EarPods are easier to control. But the AirPods never tangle, so.  

The auto-pause feature does work well, and mostly seamlessly 
across apps. When you are listening to the AirPods, and you take 
one out of your ear, the sound pauses. When you put it back in 

your ear, it starts playing again. While the feature is mostly solid, 
it isn’t a sure thing. A few times the music would start playing 
again after I’d stuck one AirPod in my jacket pocket while talking 
to a cashier. Other times, taking an AirPod out would pause a 
podcast in Pocket Casts, but putting it back in wouldn’t start it 
playing again. Instead, I had to hit Play on the iPhone itself. If you 
do want to play music on only one AirPod for some reason, you 
can just press Play on the iPhone after taking one out. 


Even with a little finicky behavior, I love this feature. I’m also 
testing a pair of Libratone wireless headphones right now, and 
they have a feature where you can mute the sound by cupping 
your hand over one ear. I’m glad companies are thinking about 
easy ways to silence the sound so you can say hi to neighbors or 
conduct a transaction politely. But pausing is better than muting, 
especially for podcast fans, so AirPods have the edge there. 


The little things  

Because Apple makes these, the AirPods are locked in to iOS 10 
like no other headphones will ever be. You can check the battery 
life in the Battery widget in Notification Center. Even just opening 
the charging case with the AirPods inside will pop up a 
notification on your phone showing the charge level of your 
AirPods (left and right—strangely, they don’t wear down at 
exactly the same level) and the case. 


The charging case is brilliant. It’s small and white and easy to 
stash in a pocket or bag. It kind of looks like a fancy package of 
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dental floss, with a top that flips open and shut with a tight 
magnetic click. The AirPods charge inside this case, so if you 
keep them there when they’re not in your ears, and then 
remember to charge the case now and then, keeping the AirPods 
charged isn’t too much of a burden. The case itself charges via a 
Lightning port, so I just try to remember to top it off while I’m 
using the AirPods at my desk. 

In my tests, the AirPods easily get Apple’s stated 5 hours of 
music time per charge. I’m at 5 hours on my stopwatch right 
now, in fact, and the AirPods have 12 percent charge left 
according to the Battery widget in iOS 10. Apple says the case 
should have about 24 hours of battery life in it, and just 15 
minutes in the case can power your AirPods for three more hours 
(it got me from 4 percent to 79). The AirPods make a 
sad little sound when they reach 10 percent so you’ll 
know they’re almost out of juice. 


Connecting the AirPods to an iPhone for the first time 
is as easy as opening the case. A message pops up 
on the iPhone offering to connect, and when you do, 
the AirPods also appear in the Bluetooth menu of any 
Macs (running macOS Sierra) you use with the same 
iCloud account. Switching to an iPad and Apple 
Watch with the same iCloud account is similarly easy, 
and you don’t have to trick your iPhone into unpairing 
with the AirPods to listen to them on a different 
device. They’re always paired to everything, and you 
can just select AirPods on that thing and press play. 


The back of the charging case has a round white 
button that’s barely visible. With the AirPods in the 
open case, you can press and hold that button to turn 
a tiny LED in the case white. That means they’re in 
pairing mode, and you can pair them to an Android 
phone or another Bluetooth device, although without 
Siri or the extra features. I haven’t experimented with 
that for this review, but we’ll do a followup soon. 


Bottom line  

The three-button remote on wired earbuds is a much faster, 
easier way to control your music than double-tapping one ear 
and then trying to get Siri to do what you want. But I can’t help 
liking the AirPods—the cool design and powerful sound just keep 
me coming back. I just wish they had another gesture, or 
smarter/faster Siri, to be as convenient as what they’re replacing. 
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Tom Nelson posted the following article to lifewire.com on 
January 9, 2017. tinyurl.com/hfzc3wm. .© About.com. He is a 
consultant and writer providing Macintosh training, advice, and 
support. He has written hundreds of articles, tutorials, and 
product reviews. 

How to Connect Your USB-C Mac to Older 
Peripherals  
The In and Outs of Thunderbolt 3 and USB-C Adapters  

By Tom Nelson 
There's a new port in town and it plans on replacing all other 
ports your Mac may currently have. Yes, I'm talking about the 
USB-C port first introduced with the 12-inch MacBook, and then 
later, the 2016 MacBook Pros. 


The 12-inch MacBook currently supports only USB 3.1 Gen 1, 
which allows the port to be used for charging, video out, and 
USB 3 data. While the use of the USB-C port was slightly 
innovative, it’s the version on the 2016 MacBook Pro that you'll 
be seeing on new Macs to come down the road. 


The new USB-C ports support Thunderbolt 3 connectivity 

standards. 


Thunderbolt 3  
Thunderbolt 3 can carry 100 watts of power, USB 3.1 Gen 2, 
DisplayPort, HDMI, VGA, and Thunderbolt data at 40 Gbps, all 
over a simple little USB-C port connector. I guess you can say 
this is the one port to rule them all, and it means an end to all the 
ports we're used to seeing on our Macs, and for that matter, PCs 
as well. Another interesting tidbit: This is the first Mac, ever, to 
not include a proprietary port from Apple. 


Most of us who already have a collection of peripherals, from 
printers, scanners, and cameras, to external drives, displays, 
iPhones, and iPads, are going to need some type of adapter to 
make the connection to the new Thunderbolt 3 ports. 


Note: I'm going to refer to the new port as Thunderbolt 3, and will 
mention the specific signal type only when needed for 
clarification. 


Thunderbolt 3 Accessories  
Peripheral manufacturers are hard at work creating new versions 
of their products with Thunderbolt 3 ports. 


That will make connecting your new Mac to these devices an 
easy prospect, with only one type of cable and no adapters 
needed. Monitors are already available with Thunderbolt 3, 
external enclosures, docking stations, and much more. Soon 
we'll see printer and scanner manufacturers jumping on the 
bandwagon, followed by camera makers and others. 


Until then, this guide will help you get your new Thunderbolt 3 
Mac connected to older peripherals, as well as help those of us 
with older Macs make a connection, when possible, to new 
Thunderbolt 3 devices. 


Adapters You Will Need  
Although this guide is written with Mac users in mind, the 
adapters and general information contained within will work 
equally well for any computing device using Thunderbolt 3 ports, 
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so be sure to share this guide with your friends who use Linux or 
Windows. 


Thunderbolt 3 to USB 3, USB 2, USB 1.1  
This type of adapter is available as a cable of varying lengths, 
with a USB-C connector on one end and a USB Type-A 
connector on the other. The other form this adapter takes has no 
cabling, just the two ports; one on each end. Either type is 
usable; it just depends on what you specifically need. 


Although USB Type-A will be the most common form for this 
adapter, there are smatterings of adapters that forgo the 
standard Type-A connector for the USB Type-B or micro-USB 
connector. 


You can use this type of adapter to connect a Thunderbolt 3 
computer to standard USB 3, USB 2, or even USB 1.1 devices. 
This includes flash drives, cameras, printers, and more. You can 
even use this adapter to connect to your iPhone or iPad, 
provided you also have a Lightning to USB adapter. 


One note about these adapters: the speed is limited to 5 Gbps, 
the same as USB 3. If you want to connect a USB 3.1 Gen 2 
device that can support 10 Gbps, see the Thunderbolt 3 to 
Thunderbolt 3 entry, below. 


Thunderbolt 3 to HDMI  
This type of adapter is ideal for connecting your Mac or PC to the 
HDMI input of a display or TV. This type of adapter is for basic 
HDMI supporting a 1080p signal at 60 Hz. You can find some 
that will output a UHD (3840 x 2160), but only at 30 Hz. If you're 
looking for an adapter to handle a 4K or 5K display at 60 Hz, 
you'll need an adapter that supports DisplayPort connectivity. 


Thunderbolt 3 to VGA  
Simple VGA adapters are available that provide a VGA signal to a 
display; they tend to be limited to 1080p. Once again, for higher 
resolution look to the DisplayPort adapters. 


Thunderbolt 3 to DisplayPort  

This adapter is the one you're looking for if you need DisplayPort 
or DVI connectivity. This type of adapter can support 4K Single-
Stream Transport displays, as well as 5K/4K Multi-Stream 
Transport. 


Thunderbolt 3 to Lightning  
I mentioned earlier that a Thunderbolt 3 to USB adapter could 
work with the Lightning to USB adapter you may already have for 
your iPhone. But you may consider it a bit of kludge to use two 
adapters to make a single connection. I agree; the fewer 
connectors and adapters in line, the less chance there is for a 
failure. Thankfully, there's a single adapter you can use available 
from Apple, as well as a few third parties. 


Thunderbolt 3 to Thunderbolt 2 or Thunderbolt 1  
If you already have Thunderbolt 2 or Thunderbolt 1 devices, this 
is the adapter you need. Surprisingly, the best offering out there, 
at least at the moment, comes from Apple, which offers a 
bidirectional Thunderbolt 3 to Thunderbolt 2/1 adapter at a low 
price. 


This Apple adapter also works for connecting Thunderbolt 2-
based Macs to Thunderbolt 3 peripherals. But before you say 
yippee and run out to buy this adapter and that newfangled 
Thunderbolt 3 device, make sure the Thunderbolt 3 peripheral 
will work with a Thunderbolt 2 Mac. 


The Thunderbolt 3 specification says it's backwards compatible 
with the older Thunderbolt 2. But more than one manufacturer 
has said that its Thunderbolt 3 peripherals are not compatible. 
The reason seems to be twofold; first, some early USB-C 
controller chips seem to have a backward compatibility issue; 
and second, a Thunderbolt 3 peripheral, while using a 
Thunderbolt 3 port, isn't actually using the Thunderbolt data 
channels; instead, it's making the connection over the USB 3.1 
Gen 2 channels. Thunderbolt 2 was never compatible with USB, 
so this arrangement, even with an adapter, won't work. 
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Thunderbolt 3 to FireWire  
If you need to connect a FireWire 800 or FireWire 400 device to a 
new Mac using the Thunderbolt 3 port, you're in for a kludge of 
adapters. At the moment, there's no direct Thunderbolt 3 to 
FireWire adapter available, and I doubt one will ever be made. 
However, Apple makes a Thunderbolt 2 to FireWire 800 adapter, 
which you could combine with the Thunderbolt 3 to Thunderbolt 
2 bidirectional adapter mentioned above. 

If you need FireWire 400, then you'll have to add another item to 
the mix: a FireWire 800 to FireWire 400 adapter. I'm told this will 
work, but my suggestion is this: if you must do this to access 
some stored data on a FireWire device, quickly copy it to a new 
storage system and retire your FireWire system. 

If your goal is to keep a FireWire-based video or audio editing 
system working, this conglomeration of connectors and adapters 
may not prove dependable. My recommendation is to upgrade to 
something newer and better supported. 

Thunderbolt 3 to Thunderbolt 3  
This is the type of cable is used for connecting a Mac or PC with 
Thunderbolt 3 to any Thunderbolt 3 device; displays, storage, 
what have you. It can also be used for daisy chaining one 
Thunderbolt 3 peripheral to another. 

Don’t be fooled by cables that have a USB-C connector at each 
end; this doesn't signify the cable is a Thunderbolt 3 cable. It 
could be a USB-C cable supporting USB 3.1 Gen 1 or Gen 2 
signals. You can tell the two types of similar-looking cables apart 
by examining the USB-C connector; you should see a single 
lightning bolt logo for Thunderbolt cables. 


USB-C (USB 3.1 Gen 1) to USB-A (USB 3)  
You can use the Thunderbolt 3 to USB 3 adapter listed above to 
connect to USB 3 devices. However, if you want to save a little 
bit of cost, USB-C to USB-A adapters are slightly less expensive. 


USB-C to USB-C  
You can use the Thunderbolt 3 to Thunderbolt 3 cable to make 

this connection, but if all you need is USB 3.1 Gen 1 or Gen 2 
connectivity, you can save a bit with this less expensive cable. 
Just remember this cable may not work when used with 
Thunderbolt 3 devices. 

You can identify this cable by looking on the connector. If you 
see a SuperSpeed logo (SS), then the connector supports USB 
3.1 Gen 1. If you see a SuperSpeed+ or SS 10 logo, then the 
cable supports USB 3.1 Gen 2. 


USB-C Charging  
This type of cable is designed just for charging and running 
power to devices. The charging specification for Thunderbolt 3 
and USB-C allows up to 100 watts of power that can be 
delivered to the connected device. 

New Macs, such as the MacBook Pro, come with a charging 
adapter and the needed cable, however, if you need a new 
charging cable, you can look for one labeled to use for charging. 
But if push comes to shove, a standard USB-C to USB-C, or a 
Thunderbolt 3 to Thunderbolt 3 will work for charging purposes 
as well. 


Thunderbolt 3 is Here to Stay  
Thunderbolt 3 is fast, versatile, and without a doubt, well on its 
way to being a universal connection for most things you can 
attach to a computer. Apple has gone whole hog, ripping out 
legacy ports and replacing them with Thunderbolt 3. The only 
non-Thunderbolt port is the headphone jack, and I imagine even 
that will go away someday, replaced entirely by wireless 
connections or third-party Thunderbolt docking stations with 
headphone and microphone inputs. 

PCs will likely hang onto legacy ports for a while longer, but even 
those will give way to Thunderbolt 3 or its later incarnations. At 
some point, adapters will become harder to find as more 
Thunderbolt-based peripherals flood the market. 

If you plan on keeping your current Mac or PC for a bit, I suggest 
stocking up on adapters while they're plentiful and inexpensive.   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Terri Akman updated the following article to philly.com on 
January 18, 2017. tinyurl.com/zgzddw9. © Philadelphia Media 
Network, LLC. She is a Contributing Writer at Philadelphia 
Inquirer, SJ Magazine, & Metrokids Magazine & produced 
Romper Room and Friends TV show. 

Alexa - History Lessons, Grocery Lists, And Sports 
Scores: What Intelligent Personal Assistants Offer 
Families 


Alex (from left), Jackson, and Mackenzie Towers listen to their 
intelligent personal assistant in their kitchen. 

By Terri Akman 
The Towers family bought Alexa, Amazon Echo's intelligent 
personal assistant, just before the Rev. Dr. Martin Luther King 
Jr.'s birthday. So their first request of her was to hear the civil 
rights leader's most famous speech. 


"There was Martin Luther King's 'I Have a Dream' speech, in his 
voice, blasting through my kitchen," Cindy Towers, 53, said. 


Beyond history lessons, the family asks Alexa to play music, 
report the weather, provide store hours, and set their daily alarm 
clock through Echo Dot, a streaming audio player that becomes 

an off-site hub by her bed in her Society Hill home. 


"She's the best assistant you could ever ask for," said Towers. 
"She's in the top five of conveniences that have made my life 
easier. In my world, speed and seconds matter. You don't have to 
do anything - you just talk to her." 


Towers' children, Alex, 14, and Jack and Mackenzie, both 12, use 
it too, often to hear sports scores. They'll occasionally ask a 
homework-related question, but when working on their laptops, 
the computer's web browser is easier to use. 


Since Siri was introduced in 2011 as part of the iPhone 4S, other 
companies have followed to offer customers voice-activated 
personal assistants, most notably Microsoft's Cortana, Google's 
Google Assistant (now part of Alphabet), and the newest entry, 
Facebook M. 


Launched in November 2014, Alexa, around $180; its smaller 
version, the Echo Dot, $50, released in 2016; and Google Home 
at $129, released in November, are currently the only stand-
alones - not part of a smartphone, computer, or other device. 
Cortana's stand-alone unit is scheduled to debut in February. 


Polling a panel of online consumers in May, "38 percent said they 
used a digital assistant," said Ben Arnold, industry analyst with 
the NPD Group, a market research company in Port Washington, 
N.Y. "That number's gone up fairly significantly, probably close to 
50 percent with Amazon and Google's stand-alone units. A lot of 
people have tried Siri on their phones, but it's probably trending 
toward more of these tabletop speaker devices as that market 
expands." 


What's made the assistants - which are able to hear and respond 
after deciding on the best answer - so prevalent is the fact that 
the accuracy has gotten more sophisticated, said Drew 
Morrisroe, CEO of CTN Solutions in Blue Bell, which provides IT 
support and network services. "They can be right most of the 
time." 


And "most of the time" can be very helpful when all you're asking 
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of it are menial tasks - turning off the lights, looking up a recipe, 
having emails or books read aloud - and especially gratifying for 
more dramatic interventions. Some local hospitals use it to 
improve patient behaviors to speed healing. In June, after an 
Australian woman saw her year-old daughter turn blue on a baby 
monitor, she rushed to perform CPR while shouting to Siri to call 
an ambulance. The ambulance arrived and the child made a full 
recovery. 


"We're used to thinking of technology as hardware, but 
assistants innovate on the software side - speech recognition 
combined with [artificial intelligence] to help us get what we 
need," said Jonah Berger, Wharton professor and best-selling 
author of Contagious: Why Things Catch On. "Now we are 
tethered to our devices, but in the future, we will be able to get 
information by voice." 


Some people need convincing: When Alison Goldberg's husband 
bought an Amazon Echo as a joint Mother's Day/Father's Day 
gift last year, she wasn't impressed. 


"I initially thought, 'Why do I need this?' " said Goldberg, 45, of 
Voorhees. "I felt really awkward talking to it - the fact that you 
had to say things in such a deliberate way." 


But over time, she's come to appreciate the convenience it offers 
- being able to build a grocery list the moment something runs 
out, getting recipe conversions with batter-laden hands, 
answering Jeopardy! questions with her kids. "It was a matter of 
learning the right phrase - 'Alexa, please ask 'Our Groceries' to 
add apples to BJ's," she said, demonstrating that Our Groceries 
was the prompt to get to the appropriate app. 


Alexis Garvin got her Echo for Christmukkah and, so far, uses it 
mostly to listen to music and get daily news, weather, and traffic. 
She expects it to become more impactful over time. As for her 
privacy - everything recorded by Alexa lives in the cloud - she's 
come to accept she might lose some. 


"Five years ago, you would have never said that you'd be driving 

in other people's cars with Uber or you'd be sleeping in other 
people's houses with Airbnb," she reasoned. "I've chosen to 
embrace it." 


Morrisroe of CTN Solutions is less convinced. "I get wary around 
the privacy because when you interface with Alexa, it records all 
of things you said to it and all of the questions you asked it," he 
s a i d . " A l l t h a t d a t a i s g o i n g u p i n t o t h e w o r l d 
somewhere." (Concerned users can mute the microphone or 
delete conversations after they are recorded.) 


Since getting his Echo in December, James Macfawn hopes to 
reduce the repetitive, mundane tasks that consume his time: 
turning on and off lights, arming the alarm, locking the door. 


He places the main unit on one floor with Dots on each of the 
other three floors in his Bella Vista home. Using location-based 
services, the device turns on his lights when he is two or three 
blocks from home. He's also tried to use it to order products 
online, but so far, "it isn't completing my requirements," 
Macfawn, 51, said. "It comes up with one solution, and I can do 
that faster on a computer. Maybe that's my ignorance at this 
stage, but my goal is to give it a set of tasks to manage my 
household." 


Patients at Thomas Jefferson University Hospital will soon have 
access to bedside virtual assistants, which, among other things, 
will be able to remind them to walk at periodic intervals to speed 
their recovery, dim the lights, list visiting hours, play music, and 
narrate bios of their medical staff. In conjunction with IBM 
Watson Cognitive IoT and Harman International, Jefferson, which 
is calling its assistant a "cognitive concierge," will be phased into 
hospital rooms, in their clock radios, beginning in mid-March. 


"This groundbreaking innovation," said Neil Gomes, Jefferson's 
chief digital officer, "helps build a relationship with the patient, 
speeds up response time, and allows the physicians and nurses 
to focus their time on clinical efforts."  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Jim Tanous posted the following article to macobserver.com on 
August 23, 2012. tinyurl.com/hyj7tht. © The Mac Observer, Inc.. 
Jim is a photographer and technology enthusiast. He has 
professional experience with both Windows- and Mac-based 
systems and networks. 

How to Create and Manage Strong Passwords  
By Jim Tanous 

Every so often a high-profile hack or security breach captures the 
tech community’s attention and, for a while, everyone becomes 
more diligent about protecting their identities and data. We have 
short memories, however, and eventually we fall back into our old 
habits of weak, but easy-to-remember passwords. 


Thankfully, we have the tools to stop the cycle; all we need now 
is the will. Creating and managing secure passwords has never 
been easier, and the risks of failing to do so have never been 
higher. It was recently discovered that FileVault 2, Apple’s whole 
volume encryption technology, can be cracked in just a few 
hours if it is protected by a weak password. 


With a strong password, the kind we’ll show you how to create 
below, it would take 34 years to break into FileVault. So let’s go 
over some tips on creating and managing strong, secure 
passwords. 


Minimum Requirements 

Before we start digging into password generators and other 
tricks, let’s briefly go over the basic minimum requirements that 

every password should have: 


	 •  Uppercase characters

	 •  Lowercase characters

	 •  Digits

	 •  Symbols


The order in which they appear is not important, but every 
password should contain at least one of each type of character 
listed above. When facing a human or a computer that is 
attempting to break your password, the addition of each type of 
character significantly increases the difficulty of guessing 
correctly. 


“The Haystack” 

Security researcher Steve Gibson 
popu la r i zed the “hays tack” 
concept for password creation and 
cracking. If you think of the total 
possible length of your password 
as a “haystack,” and the specific 
characters, capitalization, and 
order of your password as the 
“needle,” then your goal in creating 
your password is to make the 
haystack as large, and your needle 
as difficult to find, as practicable. 


For example, a password of “123456,” which Mr. Gibson claimed 
is the most common password created by users, would 
mathematically take 18.5 minutes to break at 1000 guesses per 
second. No competent hacker would wait 18.5 minutes to try 
that combination of numbers, however. 


Instead of a mathematical approach of starting with 000001 and 
counting upwards, hackers will put common passwords, like 
“123456,” or “password” at the top of their list and try those first. 
Therefore, the haystack in this scenario may be relatively large, 

�42

http://tinyurl.com/hyj7tht
http://www.macobserver.com/tmo/article/report_filevault_2_takes_34_years_for_brute_force_crack/
http://www.macobserver.com/tmo/article/report_filevault_2_takes_34_years_for_brute_force_crack/
https://www.grc.com/haystack.htm
https://www.grc.com/haystack.htm


                 VOLUME 28, NUMBER 2                    MAIN LINE MACINTOSH USERS GROUP                    FEBRUARY 2017 

but the needle isn’t hidden at all; it’s just resting right on top of 
the hay for all to see. 


The goal, therefore, is to avoid using common words or number 
sequences, regardless of how long they are. Or, if you want to 
use common words to help you remember, modify those words 
so that they are less likely to reside in a hacker’s list of common 
passwords, as we’ll explain next. 


Padding 

Padding a password is the act of adding repeating characters to 
the beginning, end, or both sides of a memorable password. Mr. 
Gibson’s example is illustrative: which of the two passwords 
below is more difficult to crack? 


D0g…………………


PrXyc.N(n4k77#L!eVdAfp9


Despite our preconceptions about the strength of completely 
random passwords, from a mathematical perspective the 
first password, at 24 characters in length, is harder to crack 
than the second password, which only contains 23 
characters. [Editor bolding] You’ll notice that the first password, 
even though it’s easier to read than the second, still has all of our 
“minimum requirements:” uppercase, lowercase, numbers, and 
symbols. 


This concept can be modified to add “padding” to both sides of 
a common word. As we discussed in our Tips to Avoid Being 
Hacked article several weeks ago, consider adding different 
repeating characters to the beginning and end of an easy-to-
remember password, such as “aaaaaTMO!!!!!” The “TMO” is easy 
to remember and we surrounded it with five “a” and “!” 
characters. 


Padding not only increases the size of your “haystack,” it also 
helps hide “the needle” deeper inside. Aside from extremely 
common passwords, a hacker or computer has no way of 
knowing if a subsequent character repeats. It therefore has to run 

through every possibility, with the result that each additional 
character significantly increases the time it takes to break the 
password. 


The passwords listed here are for examples only, of course. If 
everyone simply used a dictionary word and added five period 
characters to the end of it, hackers would quickly figure that out 
and adjust their strategy accordingly. Therefore, make sure to use 
the techniques we’ve discussed to create your own unique 
combinations that hold specific meaning to only you. 


Another example of creating uniquely specific passwords: use 
your significant other’s first name, with upper and lower case 
characters, followed by a date that’s special to you, and a 
random character that repeats the same number of times as the 
numerical value of the month you met. If your wife was named 
Holly, you were married on March 15, and you met in June, your 
password could look like: H0lly0315$$$$$$ 


A password like the one above is easy to remember, but just as 
strong as something like AnD3d$!l35zqWv% 


Password Management 

Now that you’ve figured out how to 
create memorable but strong 
passwords, it’s important to 
remember that you shouldn’t use 
the same password everywhere. 
Hackers can obtain your password 
without having to break it, by 
hacking your bank or online 
shopping service, for example. If 
your password is the same across 
all of your online accounts, your 
identity, financial information, and 
data may all be at risk. 


Thankfully, keeping track of multiple passwords is easy. OS X has 
offered its Keychain application for many years. Built directly into 
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OS X, Keychain allows you to store and recall site or application 
specific passwords through the use of a single “master” 
password. Your Keychain can be accessed by going to /
Applications/Utilities/Keychain Access.app. 


Third party software, such as the excellent 1Password (Mac App 
Store, US$49.99), expands on the OS X Keychain functionality 
and allows you to store site and application passwords, software 
license keys, online and physical membership information, and 
secure notes all in an encrypted archive that can be synced to 
and accessed on all of your Macs, iDevices, and even Windows-
based computers. 


If you don’t want to create memorable passwords but instead 
want the absolute strongest password, both Keychain and 
1Password can generate completely random passwords of 
enormous length, up to 31 characters for Keychain and 50 
characters for 1Password. If you go this route, make sure to keep 
backups of your password archive and/or print a list of your 
passwords and store them in a secure location, such as a safe or 
safety deposit box. If your digital database of passwords was 
ever lost or became corrupted, you’ll have no way to recall those 
long, random passwords. 


Conclusion 

Absolute security can never be guaranteed, but taking the time to 
set up password management software and change your online 
passwords to ones that are both secure and memorable will 
significantly enhance your protection in this digital age. 


In the end, the key is making your haystack as large as possible 
and burying the needle where no human or computer could find 
it without years, or even centuries, of looking. 


Comment Josh    August 23, 2012  
Bang on about password length, but truly, if your password is 
long, you don’t benefit by using numbers, symbols, capitals, 
etc. [Editor bolding].


Cracking algorithms are going to have to test for numbers, 
symbols and capital characters whether you use them or not; the 
algorithm effectiveness is only impacted by your password 
length. [Editor bolding].


Pick something long, memorable, and lower case. 


Good advice on managing passwords with randomization tools 
to avoid the whole problem in the first place though! 


Comment  Geoduck to “For #&%@’s Sake, Make 
Your Passwords Stronger” by Bryan Chaffin. 
January 17, 2017.  tinyurl.com/gwf88jl. 
Everything you say is true. However isn’t it really time we just 
admitted that passwords are obsolete? People can’t 
remember ones that are strong enough to be any good. 
Things like Password Key et.al. are fine but really they are 
just making a stronger lance when the enemy is coming at us 
with tanks. I don’t know what the answer is, but passwords 
are just obsolete. Even if you have a 24 character password 
with everything you mention, enough bots can crack it. 
Social engineering can divulge it. Backdoors and hackers 
can make it meaningless. It is time, well past time, for a total 
change in how we keep our systems secure.  [Editor bolding]. 
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Brian X. Chen posted the following article to nytimes.com on 
February 1, 2017. tinyurl.com/zfd96qx. © The New York Times 
Company. He is a technology reporter at The New York Times, 
author of Always On, and has been a technology commentator on 
a number of radio and television programs. 

Here Is How to Fend Off a Hijacking of Home 
Devices 
By Brian X. Chen  

MODERN homes today are getting internet-connected light 
bulbs, thermostats, TVs and speakers. So with a simple voice 
command or the touch of a button on our smartphones, we can 
set the temperature, turn on a light or prepare the TV to record a 
program. 


What could go wrong?  

A lot more than most people are prepared for, it turns out. If one 
of these devices gets hijacked, hackers could potentially snoop 

around for sensitive data like financial or health information. Or 
they could use a network of compromised devices to perform a 
widespread attack that takes down major websites, which is 
what happened last October. 


The good news is that so far, online attacks on home devices are 
relatively uncommon. Only 10 percent of American consumers 
said they were victims of the crime in a recent study done for the 
Hartford Steam Boiler Inspection and Insurance Company. 
However, those who experienced such an attack through their 
home gadgets reported losses of $1,000 to $5,000 from the 
incidents. 


“There’s still this whole sort of, ‘Gee whiz, it’s so cool’ thing that’s 
going on” with internet-connected home appliances, said Lee 
Tien, a lawyer for the Electronic Frontier Foundation, a nonprofit 
that focuses on digital rights. “That’s also what often gets us into 
trouble.” 


As smart home devices become more popular, they will become 
bigger targets for hackers. So it behooves us to get ahead of the 
curve by securing our home appliances, using these tips from 
security experts who have closely studied smart home 
accessories. 


Research Before You Buy  

When shopping for an internet-connected home device like a 
smart speaker, lighting system or television set, a good rule of 
thumb is to go with a trusted brand. 


Larger, well-regarded companies like Amazon or Google have a 
background in developing products with security in mind, said 
Liviu Arsene, an analyst for Bitdefender, which sells security 
hardware for protecting smart home accessories. Before buying 
a product, consumers should do a web search on it to see if the 
company regularly issues software updates that fix security 
vulnerabilities, he said. 


People should also carefully read company privacy policies. 
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David Britton, a vice president in the fraud and identity 
department of Experian, the credit reporting agency, said people 
should be curious about whether companies themselves were a 
threat to user privacy. 


“What are they capturing about you?” he said. “Is the data 
leaving the device? Is it being sent back to the mother ship?” 


Consider the smart speakers from Amazon and Google. Amazon 
said its Alexa smart assistant, which is used in its Echo speakers, 
automatically downloads software updates to defend against 
new security threats. Data from the Echo is also uploaded to 
Amazon’s servers only after people utter the wake word “Alexa,” 
the company said. That minimizes the likelihood that the device 
will record conversations unrelated to requests intended for 
Alexa. 


Google said its Home speaker similarly issued regular software 
updates and employed advanced security features, like a 
technique that disables the device if its software is tampered 
with. The company added that the speaker processed speech 
only after the words “O.K. Google” or “Hey Google” were 
detected. 


But other large brands occasionally engage in behavior that 
customers may find objectionable. The smart TV maker Vizio, for 
example, made headlines with revelations from the investigative 
news site ProPublica that it kept a detailed record of customer 
viewing habits and shared it with advertisers, who could then use 
the information to identify other devices you owned. 


Strengthen Your Wi-Fi Security  

Your Wi-Fi network is the pulse of your smart home, thus it is a 
vulnerable attack point. Mr. Britton and Mr. Arsene suggest 
connecting all your smart home accessories — for example, your 
Amazon Echo, Nest thermostat, Samsung smart refrigerator and 
Philips Hue smart lights — onto a Wi-Fi network that is separate 
from the one connected to your computing devices, like your 
smartphone, tablet and computer. 


With two distinct Wi-Fi networks, it will be harder for a hacker to 
jump from infiltrating your smart accessory on one network to a 
personal computer on the other network, Mr. Arsene said. 


The easiest way to create a second Wi-Fi network is to make a 
guest network. Many modern Wi-Fi routers, like TP-Link’s Archer 
C7 (the top router recommended by The Wirecutter, a product 
recommendations site owned by The New York Times), include 
the ability to host a network for guests that uses a name and 
password different from that of your primary network. 
Quarantining your smart speakers, lights and TV onto a guest 
network will allow them all to interact with one another, while 
keeping your computing devices safer in the event that any of the 
smart accessories are hacked. 


If you are paranoid about your Wi-Fi network being hacked, you 
can also change the Wi-Fi router’s network settings to disable 
broadcasting the network name entirely, Mr. Britton said. That 
would make it difficult for a hacker driving by to detect and 
compromise your network, though it would also require house 
guests to manually type in your network name and password 
when they log on to your Wi-Fi. 


Beef Up Your Wimpy Passwords  

The same security principles for websites apply to the so-called 
internet of things. You should set strong, unique passwords for 
logging into each device you own. If you recycle your passwords 
and one device is compromised, the others can be, too. 


A strong password can be a random string of characters or a 
nonsensical phrase with numbers and special characters. 
(Examples: My favorite number is Green4782# or The cat ate the 
CoTTon candy 224%.) 


If you cannot memorize your passwords, that is a good thing: 
That means they are hard for hackers to crack. Keep them 
written down on a piece of paper and stored in a safe place, or 
store your passwords in a password-managing app like 
1Password or LastPass. 
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Regularly Audit Appliances for Updates  

While reputable manufacturers of smart home accessories offer 
software updates to patch security vulnerabilities, it is often up to 
the consumer to stay on top of updates. Because it lacks a 
screen, a smart light bulb or an internet-connected power socket 
is going to have a tough time informing you that it needs a 
software update. 


Mr. Britton and Mr. Arsene recommend that consumers regularly 
log into the mobile apps or websites for their smart home 
accessories to check if they need software updates. If updates 
are available, install them immediately. 


When in Doubt, Hit Mute  

Among security researchers, putting a piece of tape over a 
computer webcam has become a tongue- in-cheek 
recommendation for those who are extra paranoid about their 
privacy. (Even Mark Zuckerberg, Facebook’s chief executive, 
does it.) 


With smart speakers like the Amazon Echo and Google Home, 
there is an equivalent: a mute button to disable the device 
microphone so it can no longer listen. In the unlikely event that a 
device is hijacked, muting the microphone could help prevent 
hackers from listening to your conversations, Mr. Britton said. 


Or you could go the safest route and opt out of having these 
devices at all. That was the method chosen by Mr. Tien, the 
lawyer for the Electronic Frontier Foundation, who previously 
studied the privacy risks of smart meters, the devices that utility 
companies use to monitor energy consumption. 


He said he accepted the privacy implications of owning a 
smartphone, but a smart home accessory? 


“I think it’s sort of asking to have your privacy invaded to have 
something like that,” he said. “I’m not sure that the value of it is 
really all that great.”


AI and Humans 
 
Calisthenics  
By Kathy Garges 

Two new robot designs use biological principles to improve robot 
performance. One removes heat efficiently over a broad surface 
area, similar to human perspiration through the skin, for greater 
endurance in physical movement. The other uses muscle-tendon 
concepts for higher vertical jumps.


Kengoro is a robot that does push-ups. Its 108 small motors 
generate lots of heat which eventually interferes with motion. One 
way to get rid of heat in a machine is to use a fan. Another is to 
run cool water around in pipes to absorb the heat and use a 
single radiator, like a car radiator, to dissipate the heat into the air


Humans have an efficient way to get rid of excess body heat that 
uses most of our skin surface area as the radiator - sweating. 
The inventors of Kengoro, at JSK Lab at the University of Tokyo, 
built a similar system into Kengoro, letting water seep out of the 
robot around the motors. They used additive manufacturing (the 
principle of 3D printing) to construct the robot’s metal frame, 
creating some areas which are more permeable than others. The 
design also brings water to the robot’s surface where it can 
evaporate. With this cooling system, Kengoro can do push-ups 
for eleven minutes without stopping, longer than many humans.


Heat generation also limits human brain function and artificial 
intelligence computing. Design concepts similar to those used in 
Kengoro suggest future possibilities for increasing AI brain power 
with hardware better designed for cooling. Even cooler, imagine 
sending Kengoro to impersonate you so you could pass a push-
ups test for physical fitness.


Salto is another robot that can do a simple physical action better 
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than most humans. It can jump higher. Using biological muscle 
power or mechanical motor power directly against gravity to 
jump vertically is subject to the laws of physics.


Biological design in humans and other animals stores energy 
temporarily in tendons and then adds it back to muscle power in 
a strategic system for higher and more agile jumping. The galago 
is the highest jumping animal. Never heard of a galago? Itís an 
African mammal more commonly known as a bush baby. It can 
jump straight up to a height of two meters or more. For a 
fictionalized example of this kind of agility in humans, see the 
movie Crouching Tiger, Hidden Dragon, in which Shu Lien 
(supported by behind-the-scenes 21st century technology) 
chases the mysterious thief of the Green Destiny sword up walls 
and over rooftops in 19th century China.


Engineers at the University of California at Berkeley designed 
Salto with a special leg mechanism to create similar function to 
biological muscle-tendon systems. They carefully defined a 
measuring system for jumping agility that can be applied to both 
animals and robots, and that uses measured jump height with 
ability to jump more than once in succession (frequency) for a 
combined measurement of agility. The initial results reported with 
robot prototypes achieved 78% of galago jumping agility.


News about Salto appeared in an exciting new publication of the 
American Association for the Advancement of Science (AAAS), 
Science Robotics magazine. The first two issues are currently 
available on the website and you can access the magazine online 
for a limited time by free trial subscription. Like other magazines 
in the Science group, Science Robotics includes illustrations and 
abstracts accessible to the general public as well as articles in 
scientific format with detailed information.


Sources and additional information: 

Glen Tickle, ìKengoro, An Advanced Robot Designed With 
Cooling System So It Can Sweat So and Do More Push-Ups, 
Laughing Squid, October 20, 2016, tinyurl.com/jxatryy .


Evan Ackerman, ìThis Robot Can Do More Push-Ups Because It 
Sweats,î IEEE Spectrum, October 13, 2016, tinyurl.com/zcxogg5


ìGalago,î Wikipedia, en.wikipedia.org/wiki/Galago 


Ang Lee, director, Crouching Tiger, Hidden Dragon, 2000, 
www.imdb.com/title/tt0190332 


Duncan W. Haldane, M. M. Plecnik, J. K. Yim, R. S. Fearing, 
ìRobotic vertical jumping agility via series-elastic power 
modulation,î Science Robotics, December 2016, tinyurl.com/
h34z382.  


Science Robotics magazine, robotics.sciencemag.org/ 
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Bob Barton shot this beautiful photo of a construction 
tower crane (old style) at Bryn Mawr Hospital on a 
somewhat cloudy early morning taken from the top 
level of the Old Lancaster Ave. parking garage. He 
said "I couldn't see squat because the sun was in my 
eyes, but the camera was smart enough to handle it 
and provide some interesting sky texture.”


It was taken with front facing camera on Tracfone cell 
phone LG L51AL on autoexposure. Amazing!


SUN SHINING THROUGH
Taken By Bob Barton

 MLMUG PHOTO OF THE 
MONTH


