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EDITOR COMMENTS
Wikipedia Alternatives. There
are limits to what Wikipedia can
oﬀer. Here are 47 Wikipedia
alternatives you can use to find
information, research a paper,
get quick answers, and much
more. tinyurl.com/h9s27f5.
And even more alternatives.
tinyurl.com/aujb3e6.
Warren Buﬀett. He bought 5.41
million shares of Apple in the 2nd
quarter. Cost more than $500
million.
Top 25 Social Networking
Sites. Do you wonder what sites
your children and grandchildren
are visiting? Here’s a good idea.
tinyurl.com/m9fq9kl.
Blue Words. Words in blue are
actually links to websites
(excluding this paragraph’s lead.

SEPTEMBER LOCATION
NOT OUR USUAL!!
REMEMBER - We will meet at
Ludington Library in Bryn
Mawr because of construction
at Good Sam. It’s at the corner
of Lancaster and Bryn Mawr
Avenues, near the Bryn Mawr
train station.
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FOUNDED MAY 1989
MEETINGS - SECOND
SATURDAY OF THE MONTH

iPAD, SEARCH & SECURITY ISSUE
MLMUG UNIVERSITY
SAFE & SECURE COMPUTING IN TODAY'S WORLD - PAUL DEL ROSSI
Paul’s presentation will cover the 10 most common security threats, their terminology, and a brief
description of their similarities and diﬀerences. We will next review 10 of the best safe computing tips
to avoid these common threats. we will learn the best, and safest, policies, procedures and software
to keep our equipment and, most importantly, our information safe.
Paul Del Rossi, a Computer System Consultant/Engineering Manager, has been consulting and
teaching in junior colleges for the last 25 years.

1PASSWORD - MIKE INSKEEP
Mike will demonstrate how to use 1Password, a password manager with apps for Mac and iOS (so
you can securely sync your passwords between your iPhone and iPad and MacBook). Store unique
and very strong passwords for all the websites and email addresses you use, as well as confidential
information such as credit card info, software licenses, etc. No need to enter your passwords to login
to a site.
Mike Inskeep is an independent computer consultant has been supporting Macintosh computers and
other Apple products for 26 years.

PROTECT YOUR PRIVACY ONLINE - ADAM RICE
Adam will look at three tools to help protect your privacy online. Learn how to use ad blockers, VPN,
and Tor and when to use them. Each of these tools provides a different type of privacy from a different
set of observers, so we’ll talk about what kind of information can be kept private, and from whom.
Adam Rice is an independent computer consultant who has supported Apple technology in small
businesses and home offices since1993.
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Typical Meeting Agenda
9:00 - 9:05: Call to order in main meeting
room.
9:05 - 10:05: Three Concurrent Special
Interest Groups (SIGs) convene in
separate rooms. The three current
SIGs are:
Newer Users- We cover the most
basic questions you may have about
your Mac/iDevices and how to use
them.
Multimedia - We discuss using your
Mac/iDevices and applications for
photo, video, audio, and print media.
OS - We go beyond basics to
discuss Apple’s current operating
systems, using your Macs &
iDevices, & various applications, &
have Q&A.
10:05 - 10:15: Continuation of Q&A for all
attendees.
10:15 - 10:30: Welcome and other business.

MLMUG Email list
The Main Line Macintosh Users
Group has its own email list.
Compose your letter and email it to
mlmug@yahoogroups.com and
your message will be sent to
everyone on the mailing list.
Posting to this list is restricted to
MLMUG members. Contact Bob
Barton if you are a member and
you are not on the list.
Please observe rules of etiquette.
See the Yahoo Groups Terms of
Service. The MLMUG list may be
used to post Apple/Macintoshrelated items for sale, but any
solicitation of members through
the list is forbidden without the
written consent of a MLMUG
oﬃcer. The list is hosted at Yahoo
Groups.

10:30 - 11:50: Main Presentation (by a
member or guest)
11:50 - Noon: Raffles and silent auctions.
Come join some fellow MLMUG members
for lunch after the meeting at a nearby
restaurant.
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New Users SIG
You don’t have to wait a whole month to
get answers to your basic Mac questions!
Get together with other members on the
fourth Saturday (i.e., two weeks after each
regular meeting) for the Startup Folder Lite.
Many new users have said that they can
learn much more from face-to-face
meetings than they do from manuals or
other sources. That’s what this meeting is
all about. Go to www.mlmug.org/nusfl.html
for details.
Macintosh Programming SIG/
Philly Mac Programming Group
The objective of this group is to help
members become more familiar with the
concepts of Macintosh and iOS
programming, i.e., the elements of the
Macintosh GUI, user interaction, file
system, etc., and the main Mac
programming tools: AppleScript, Java, C,
and Objective C.
The Philly Mac Programming SIG meets at
10:30 AM on the first Saturday of each
month, but usually skips January and July.
Contact Deivy Petrescu, Chair, for venue
information. www.phillymacprog.org. The
next meeting will probably be at Ludington
Library in Bryn Mawr.
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Membership Information
Membership dues are $25 for individuals and $35 for
families. Memberships are based on your anniversary
date, which is the month you joined. You will be emailed reminders when membership fee is due.
If you’re just visiting to check us out, or if you’ve
been visiting for some time, but haven’t joined,
consider these BENEFITS OF MEMBERSHIP:
• Monthly meetings, where you can learn, share,
a n d m e e t e v e r y o n e f ro m w o r k i n g M a c
professionals to new Mac users from all
backgrounds.
• Monthly newsletter, which is full of interesting
Mac news, tips, and information.
• Useful free items at the monthly Raﬄes.
• Discounts. Vendors oﬀer special prices to User
Group members.
• Web Site with 12 months of MLMUG
newsletters, meeting information, a member
directory, directions to our meetings, and much
more! Our web site is www.mlmug.org.
• MLMUG Mailing List, to post technical
questions or comments to each other and the
experts within the group.
• Reviewers keep items reviewed.
Are you ready to join? Please make a check
payable to MLMUG and bring it to a monthly
meeting or mail it to:
Treasurer, MLMUG
P.O. Box 1374
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But first, here’s a discussion of how passwords are encrypted by
hashing in Doug Goodwin's 2012 article in arstechnica.com.
tinyurl.com/cf6neq9.

Passwords And Passphrases

“Like many password breaches, almost none of the 1.3 million
Gawker credentials exposed in December 2010 contained
human-readable passcodes. Instead, they had been converted
into what are known as "hash values" by passing them through
a one-way cryptographic function that creates a unique
sequence of characters for each plaintext input. When passed
through the MD5 algorithm, for instance, the string
"password" (minus the quotes) translates into
"5f4dcc3b5aa765d61d8327deb882cf99".

By Mark Bazrod

"Passwords are a terrible system. I mean, passwords are
awful”, said Jeffrey Goldberg, Chief Defender Against the Dark
Arts (his real title) at AgileBits, the maker of 1Password,a leading
password management software. However, he says no one has
come up with anything good enough to replace them.

In theory, once a string has been converted into a hash value,
it's impossible to revert it to plaintext using cryptographic
means. Password cracking, then, is the practice of running
plaintext guesses through the same cryptographic function used
to generate a compromised hash. When the two hash values
match, the password has been identified.

Prior to 2009, the main reason you needed passwords was to
prevent a hacker from hacking into your computer., Then the world
changed. Hackers broke into several website databases,
downloaded millions of usernames and encrypted passwords, and
published them on the Internet for other hackers to use.

The RockYou dump was a watershed moment, but it turned out
to be only the start of what's become a much larger cracking
phenomenon. By putting 14 million of the most common
passwords into the public domain, it allowed people attacking
cryptographically protected password leaks to almost
instantaneously crack the weakest passwords. That made it
possible to devote more resources to cracking the stronger
ones.

Without going into too much detail, hackers can make billions of
guesses per second to decode an encrypted password into plain
text. An 8 character password can be cracked in minutes. And the
increasing power of computers reduces the time even further.
Thus, the major security risk is hackers breaking into a
website and stealing passwords.
A password can use 95 different characters (26 lower case letters,
26 upper case letters, 10 numbers, and 33 symbols). An 8 digit
password has 7 quadrillion possible combinations (15 zeros); 12
digit, 540 septillion (21 zeros); 16 digit, 44 nonillion (31 zeros). 16
digit passwords are considered uncrackable by any brute force
method.

Within days of the Gawker breach, for instance, a large
percentage of the password hashes had been converted to
plaintext, a feat that gave crackers an even larger corpus of
real-world passwords to inform future attacks. That collective
body of passwords has only snowballed since then, and it grows
ever larger with each passing breach. Just six days after the
leak of 6.5 million LinkedIn password hashes in June, more than
90 percent of them were cracked. In the past year alone,
Redman said, more than 100 million passwords have been

As a general rule, your passwords should be at least 12 characters
long, but a 16 character length is preferable. Password length is the
single easiest way to increase the security of a password.
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published online, either in plaintext or in ciphertext that can be
readily cracked.”
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most of all, memorable”. You will remember it, but unless you
are one of the few people with only a few passwords, you have
to record them somewhere.

Compounding the problem, many institutions and companies,
particularly financial institutions live in the past and limit password
length to 8 characters. That’s not stupid, but it’s close to it. Yes,
they have all sorts of arcane rules requiring combinations of capital
letters, lower case letters, numbers and symbols, all of which are
somewhat meaningless since password length is the key to
password security. (Stanford University has no limitations when you
use a 20 character password.)

The biggest problem with passphrase is that many services that
use passwords don’t allow spaces and don’t allow such lengthy
passwords. You can take care of the “spaces” problem by
substituting numbers or symbols for the spaces.
No matter which of these three methods you choose, there are
several important passwords which you will need to have available
in paper form:

Long passwords are a necessity. Here are 3 ways to generate long
passwords:

•

The password for your computer. A password manager cannot
operate until the computer is powered on.

1. Use a password manager, such as 1Password, Dashlane,
LastPass, KeePass or Password Safe, which will automatically
generate long passwords, keep track of them, automatically fill
them in when you go to the new website.

•

The password for your administrator account if you use one.

•

The master password for your password manager. I recommend
it should be at least 20 – 24 characters.

Here are some guidelines for constructing passphrases:

Password managers do a good job, but you might not want to
pay the costs (All except iPassword have a free version) or
don't want all your passwords stored somewhere in your
computer or on the Internet.

•

Use 3 – 6 words which total please 20 digits.

•

Use totally unrelated words, such as Italy.spoon.airplane.water.

•

Use a number or a space symbol for the space between words.

•

Do not use words or phrases that might have some relevance to
you, such as names, dates, addresses, or events which might
be discovered in an Internet search

•

Think of the description for the website or device and use the
words that start with first words of the description. For example,
if I described my Mac as “my fifth Apple Mac”, my passphrase
could be “manila.forever.andrew.migration”.That’s 31 digits.

A password is a string of characters. A passphrase is a
password which is a string of words. A passphrase is easier to
remember and it’s easier to make long.

•

Don’t reuse a password at multiple sites, except perhaps for
unimportant sites where any consequence in the event of a
breach would be trivial.

AW8vJED525ML716% is a 16-character long, secure password
that’s difficult to remember. And it’s difficult to type.

•

Do not use popular phrases such as song lyrics or famous
quotations.

On the other hand, “Its fleece was white as you know nothing
John Snow”, at 50 characters, is wonderfully long, secure, and

•

It might be a good idea to use a foreign word..

2. Design 16 digit passwords and keep a paper record or record on
your Mac in a password-protected file.
It is difficult to design effective 16 digit passwords, and they are
impossible to remember, particularly if you have scores of
passwords.
3. Design passphrases of at least 16 digits & keep a paper record
or record on your Mac. in a password-protected file.
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Scott Stein posted the following article to cnet.com on November
11, 2015 and updated it on July 20, 2016. tinyurl.com/nwabnqc. ©
CBS Interactive Inc. He is a senior editor covering iOS and laptop
reviews, mobile computing, video games, and tech culture. He has
written for many publications & regularly appears on TV and radio.

Aesthetically identical to the iPad Air 2, the 9.7-inch iPad Pro
features some significant improvements over its super-sized Pro
sibling. Chief among them are a much more reasonable base price
($599 vs. $799); a 12-megapixel rear camera that records 4K
video; a 5-megapixel front camera with Retina Flash; and a
fantastic display with markedly better glare reduction, brightness,
and Apple's TrueTone automatic color adjustment. Since then,
Apple has also previewed the next version of its mobile operating
system, iOS 10, though it added disappointingly few unique iPadoptimized features. Expect iOS 10 to be released in September,
around the time the next iPhone is released.

EDITOR - I was not able to download the great graphics.

iPad Pro 12.9-Inch Review
A killer creative canvas with laptop-replacement dreams
By Scott Stein
The Good The new iPad Pro is the biggest and fastest Apple
tablet to date. The pressure-sensitive Pencil stylus oﬀers superior
sketching and drawing, and the Pro's gorgeous giant screen and
quad speakers are ideal for split-screen apps, multitasking and
watching movies.

Editors' note: The original Apple iPad Pro review, published in
November 2015, follows.
The iPad has dreamed of owning the future of computing since the
day it was born. Five and a half years later, the iPad Pro -- the
biggest, fastest, most powerful Apple tablet to date -- stakes a
powerful claim on that lofty goal.

The Bad At launch, very few apps are currently optimized to take
advantage of the iPad Pro's full potential. Its large size makes it
less portable than other iPads. Once you've paid for the Pencil and
keyboard peripherals, the iPad Pro costs as much as a good
laptop, but lacks its flexibility.

Looking back, it's been a steady march. When I bought my first
iPad half a decade ago, it became my all-in-one e-reader, game
machine, even modular laptop. It did a lot of things I needed. I
carried it to work each day, in a small bag over my shoulder. It kept
me company when my dad was sick in a hospital uptown. It kept
me connected on trips to my mom's house on Long Island. It
stayed with me, while my laptop sat at home.

The Bottom Line The iPad Pro is a dream machine for graphic
designers and media mavens, but this elegant tablet needs more
optimized apps and accessories before it can fully achieve laptopkiller status.
Overall

…….. 8.3

Design

8.0

Features

8.0

Performance

9.0
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I wanted it to replace my Mac. But it couldn't do everything. I
needed, and still do need, my everyday laptop. For work, in
particular. Certain apps and Web tools just didn't work well with it
and I couldn't edit easily. I kept revisiting the iPad, with similar
results.

As we edge closer to the introduction of the next generation of
iPhones expected this fall, the near-term future of the iPad line is
anything but certain. In March 2016, Apple unveiled a smaller
version of the original, 12.9-inch iPad Pro (reviewed below).

Since then, PCs have arrived to bridge the gap between tablet and
laptop. But compared to something like the Microsoft Surface Pro,
Apple has continued to keep iPads and Macs separate, even as
they have drifted closer in spirit. There's no need to wait on the
future: the future is now.
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Apple's iPad Pro is the biggest -- literally -- and boldest attempt to
reinvent what the iPad fundamentally is and can be. It has a nearly
13-inch screen. Some new inputs and accessories, like a superaccurate stylus called the Pencil, and a new side connector for
keyboards. An operating system that allows for split-screen
multitasking.

SEPTEMBER 2016

is growing up, and it can use some new tools. And a lot more
apps.
Drawing like an artist
I'll tell you right now who's going to want an iPad Pro: anyone who
draws or works with images. Its killer app doesn't even come in
the box. The Pencil, Apple's new stylus is sold separately, for $99,
£79 or AU$165. It's specifically designed to work with the iPad
Pro, and it blows away any other stylus I've ever used , even
Microsoft's Surface Pen. It's fast, accurate, pressure-sensitive,
comfortable, and for apps that support it, glorious.

I'm writing this review on the iPad Pro. I've been living my life oﬀ
its large screen, and I'm not the only one. We had three other
people at CNET using the iPad Pro, working on this review and
much of their other normal workday responsibilities: Marc Mendell,
creative director for CBS Interactive, who guides the look and feel
of CNET.com, CNET Magazine and all of our sister sites; Ariel
Nuñez, one of our many talented videographers and video editors,
who edited the video below completely on an iPad Pro; and
Lindsey Turrentine, CNET's editor in chief, who used it for more
than a week as a stand-in for her everyday computer.

Marc Mendell, an artist by trade, loved it right away. "This device
was made for me," he said. "So sweet, it made my teeth hurt."
While noting that it was "ultra precise and reactive to drawing
actions," he missed some of the wider, brush-like qualities of the
capacitive 53 Pencil, a stylus that's been available for several
years and made to work with 53's own Paper app. Still, he found
Apple's Pencil better to use as a tool: "I'd gladly use it in an
additive sense."

You'd think a super-large iPad might feel absurd. But over time, it
grew on all of us. It's beautifully made, and its extra space can be
surprisingly useful at times. But it still wasn't a complete stand-in
for an everyday computer for any of us...although it's priced like
one: $799, £679 or AU$1,249 for the starter 32GB model; $949,
£799 or AU$1,499 for the 128GB model; and $1,079, £899 or AU
$1,699 for the version with 128GB and 4G LTE data. And that
doesn't even include a keyboard or any other accessories.

Even non-artists like me can appreciate it: it feels like a regular
pen. I was able to write by hand and have it feel normal. The Pencil
is far more accurate than the mushier capacitive styluses you're
probably used to trying on an iPad. It's more like Samsung's SPen for its phones and tablets, or Microsoft's pen for Surface.

It's an amazing tablet for artists, however, and this is what the iPad
Pro might really be best at: a larger canvas for graphics work, with
an input tool in the Pencil that's as good as it gets.

The magic part comes when you tilt the Pencil's tip to an angle: it
can do shading like a real pencil. Any amount of oﬀ-angle tilt can
do extra things depending on what an app allows. Pressure
sensitivity, while it takes getting used to, is finely tuned. The
combination make this feel like a physical art tool, rather than a
piece of technology. "It took time, but I got used to what I referred
to as the shock absorber -- how the nib reacts to contact with
tablet," said Mendell. "It's responsive and recognizes the pressure
well."

For everyone else, it has its limitations -- like any other iPad. But it
could become a Mac replacement, if and when Apple lets it ,
through apps and iOS. The hardware's fantastic, fast, and the
screen's as impressive as advertised. But the apps and the inputs
it supports need to rise up to make it everything it can be. I hope it
happens, because the one thing standing in the way of this "Pro"
iPad is greater flexibility and more customized software. The iPad

I loved doodling around with Pencil on as many apps as I could
find to support it: Apple's Notes app, Procreate, Paper by 53,
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Adobe's new suite of iPad Pro-optimized tools and Evernote. My
7-year-old son picked it up and loved drawing with it too. He just
treated it like one of his colored pencils in his art box. To him it was
just a sketchpad. Lindsey Turrentine noted that her 9-year-old
daughter immediately took to it and started making art in the
Notes app. "She said, 'It's pretty good. I like it so much better than
how you have to use your fingers in drawings. This pen really
works; it's very accurate.'"

SEPTEMBER 2016

alternated between them over a week and a half. I don't have a
clear favorite.
Apple's is thin and light, but oﬀers no back protection and unfolds
into origami-like keyboard and iPad stand modes. The keys,
covered in a smooth nylon, are sealed oﬀ from dust and are
extremely responsive, but feel a little widely spaced for me.
Logitech's keyboard is bulkier: with the iPad snapped in, it's nearly
the size of a 13-inch Retina MacBook Pro. It gives the full
protection of a proper case, and the backlit keys are fantastic,
more like a standard laptop. But these keyboards are both sold
separately, and cost over $150 each (Apple's is $169, £139 or AU
$269). Yes, you can buy a $40 Bluetooth keyboard that handles the
basics, but it wouldn't double as a case or screen protector. And
neither keyboard comes with what I really want most: a trackpad.

The Pencil pairs via Bluetooth, and also needs charging: a
Lightning plug on the end lets you plug it into the Pro for a quick
charge (20 minutes took it from 38 to 100 percent), or plug into a
Lightning cable using an included adapter to charge separately. It
gets 12 hours on a charge, but I've never drawn long enough at a
clip to exhaust it.
I love the Pencil, but I wish it came included with the already very
expensive iPad Pro. It's also weird that there's nowhere to clip it or
magnetically attach it to the iPad, either. And I don't like how it has
a removable end cap to hide its Lightning charger, or that it juts
weirdly out the side of the iPad when charging, like an awkward
thumb.

The Smart Connector could power other peripherals and inputs, in
theory: like, for instance, a trackpad. The iPad Pro lacks one, and
its iOS 9 software doesn't support the idea of one except for some
limited cursor control on the iPad's soft on-screen keyboard, if you
press both fingers down. To edit and work on the Web with my
work tools (Google Drive, or my company's Web-based content
management system), I need a trackpad. I hope iOS 10 and future
peripherals allow it.

But those are quibbles. The Pencil is so good, all iPads should
support it, but right now, it only works with the Pro (I'm sure future
iPads will). And it really should come packaged with the Pro,
because even if you're not an artist, you're missing out on what the
iPad Pro can do if you're not using it.

For writing, however, I could work at a fast clip on the iPad Pro.
The Logi keyboard was better for my lap, while Apple's is best on
a flat desk. Neither, however, allows adjustable angles for the
screen like a laptop does. And the extra-high iPad screen made it
a tough fit in cramped places like my New Jersey Transit train seat.
Apple's 12-inch MacBook, or the 11-inch Air, are far more
compact.

Smart keyboards, smart connectors
Apple's added bags of potential to the iPad Pro with a new side
connector port, called Smart Connector. It's a small row of
magnetic contacts used to attach accessories, similar to how
Microsoft's Surface tablets connect to their keyboard covers.
Accessories snap on, and can be powered by the iPad.

Plus size
There are times when I forget I'm working on an iPad at all: sitting
at my desk, losing myself in that gigantic screen.

I wrote this whole review on the iPad Pro's first two Smart
Connector accessories: the Smart Keyboard, made by Apple, and
the Logi Create Backlit Keyboard Case with Smart Connector. I

Yeah, the iPad Pro is big. It's like the top half of a MacBook,
literally. In terms of length and width, it's between a 13-inch
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MacBook Air and 12-inch MacBook. You can hold it in one hand,
but its giant size makes it seriously unwieldy. It's lighter than it
looks, though, trust me: At 1.57 pounds (713 grams), it's not much
heavier than the very first iPad. That's an impressive
accomplishment, given how much bigger it is.
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It's great having a screen this large for reading websites -- it feels
like immersing myself in a big laptop or even a small desktop PC.
The New York Times (website, not app) spreads out in front of me
like a newspaper on my kitchen table. Documents sprawl out, like
massive printouts. It starts to feel like I'm no longer aware of any
machine at all -- an experience the iPad was originally created to
inspire.

Because of its dimensions, you'll need a work area with enough
space for its footprint and a laptop-size bag to carry it around in. It
stands up fine on a desk with keyboard and stand accessories,
like a mini monitor, but its best use might be flat on a table, or your
lap.

Speedy, in a relative sense
The iPad's A9X processor is Apple's fastest ever in an "iDevice,"
and our benchmarks bear that out. Not surprisingly, the Pro
trounced its iPad siblings in speed tests.

Our editor in chief took to its size. "As a media professional, I
found the iPad to up my professional game during my downtime,"
said Turrentine. "I found that I work faster on my laptop, but that
the browsing and media consumption -- all the evaluation I have to
do as a person who guides editorial teams -- was much more fun
and satisfying on the iPad Pro."

But can the iPad Pro take on "real" laptops? Tests between PCs,
Macs and tablets are necessarily more anecdotal, but using the
Jetstream browser benchmark, a MacBook Pro and Surface Pro 4
came out on top. But when you consider that both of the
computers were running full-on Intel Core i5 chips, the iPad Pro's
performance was quite good.

Its size turns it into something almost like a TV. I sit back on my
sofa and fire up Amazon Video. The iPad Pro is propped up on the
ottoman. This is, in a sense, the other Apple TV. The 12.9-inch
screen and its 2,732x2,048-pixel resolution (264 pixels per inch)
feels larger because it's in a 4:3 ratio, meaning it's extra tall
compared to TVs or laptops (in landscape mode, it's as tall as a
regular iPad standing in portrait mode). It's the screen height of a
15-inch laptop.

Geekbench 3 comparisons omitted
But speed, on something like an iPad, is relative. The iPad Air 2
still feels fast running iOS 9, even split-screen multitasking. I can
get plenty of everyday work done on that, too. Speed depends on
the specialized apps and tools that can take advantage of the iPad
Pro's power. There just aren't enough optimized iPad Pro apps,
yet, to determine what the diﬀerence could be.

Pair a Bluetooth game controller -- the same sort of ones that work
with the new Apple TV -- and this iPad is a stellar game machine.
You could do this on a smaller-screened iPad too, but this iPad's
extra pixel resolution and bright display look fantastic even with
non-optimized games and video apps.

The Pro handles its higher screen resolution and never flags.
Games, apps and every other task I tried flow fast and without
hiccups. Skipping between apps is quicker than ever. But the Pro
only allows two split-screen apps at once, just like on the Air 2 or
the Mini 4 (or three, if you count a picture-in-picture video stream).
With this much screen and power, I wish I could have run three or
even four apps at once.

Even better, its four speakers -- positioned on the four corners of
the sides of the iPad's thin body -- automatically adjust treble and
bass based on orientation, deliver some decent stereo separation,
and won't muﬄe sound when you cover one up by accident. They
finally sound as good as the screen looks. They're loud, too.

And I'd do things faster on the Pro if I had a trackpad, or apps that
allowed even more seamless flow between each other: on a PC, I
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iMovie is one of the only video editing apps we could find right
now for iPad Pro. Will others arrive, and use their own peripherals
and inputs? Right now we don't know. And that's the problem for
any professional.

Battery life, according to Apple, is 10 hours, same as most other
iPads. I used the Pro all day long and it lasted most of the day
without a problem, but I needed a recharge by the end of the day.
And charging on the Pro takes longer, because of its larger battery.
(We'll have more detailed battery testing info soon.)

Microsoft Oﬃce is another interesting case. Pro-optimized
versions weren't yet ready at the time of this review. But when they
do arrive, you'll need to be a subscriber to Oﬃce 365. Unlike the
smaller iPads, the Pro won't run the freemium, "it does most of the
stuﬀ you need" version of the apps. Yes, your employer (or your
school) probably pays for your subscription, but it's just another
one of those asterisks on the Pro, at least in these early days.

Software: Waiting for Pro-optimized apps to arrive, and splitscreen iOS 9 apps to thrive
What the iPad Pro needs most of all are killer apps. At the time of
this review, days before the iPad Pro is even on sale, there are few
optimized apps that take advantage of what this Pro can do. But
those that are here show oﬀ the extra pixels and potential.
Adobe's creative tools take advantage of the extra space and
Pencil compatibility nicely; art apps like Procreate get bigger
canvas sizes. iMovie feels easier to navigate, it's easier to look at
video clips and it can handle video editing more smoothly. Apps
like Evernote begin to feel almost like desktop applications,
because you can manage so much at once.

iOS 9 handles multitasking by splitting two apps on-screen at a
time (it's called Split View), and while the iPad Mini 4 and iPad Air
2 can also do it, on the Pro in landscape mode it starts feeling
much more useful. Two apps can be opened side by side, and
each nearly feels like a whole iPad screen. I was able to look at
notes while writing, or one edit of my review while making changes
in another version. Sliding the split view for email or Twitter to a
narrower side pane still oﬀers plenty of screen space for messages
(wider than an iPhone 6S screen), and the rest of the display feels
plenty wide to do work at the same time.

But you have to work within the limits of what the App Store will
give you, and what iOS 9 will allow for split-screen work. For video
editing, that becomes a challenge: Senior Producer Ariel Nuñez
edited one of our videos on iMovie, and found it very diﬀerent to
working on his iMac. "Touch and pinch gestures make edits easier
and faster than many steps you'd have to take on a desktop
system," said Nuñez, but its "basic edit features" throw him oﬀ:
"No preview window, no stereo editing, limited filters and
transitions, no compositing, no key framing." He admits it's "easy
to preview videos" and that simple edits can be done fast:
"Recording voiceover or live capture is really easy -- no rendering."
But he sees it as a quick tool, not a way to do lengthy or intricate
work. "I can't see myself doing a documentary or music video,
something that needs intricate editing."

It starts to feel like a full computer. But the limited configurations of
split-view apps, and the fact that many iPad apps can't even work
in Split View yet, makes it less exciting than it should be.
And, because the Pro has such a large screen, non-optimized
apps (like, currently, Google Drive and Docs, which is what we use
for work at CNET) look too big, with text and icons taking up too
much space. "As a regular Google apps user, it was certainly
frustrating for those apps not to be optimized," said Turrentine.
"This isn't Apple's fault, of course, but I'm very much looking
forward to more apps with more Pencil integration and that take
advantage of the large screen and high resolution."
What the iPad Pro could be
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(keyboard, Pencil and 128GB of storage). There are lots of
opportunities where this could have been a bolder, more Pro
experience.

And if you're looking for the ultimate "media" iPad -- to play video
and listen to music -- this certainly fits the bill, albeit at a
swingeing premium.

The home screen: there's tons of wasted space. The pinned apps
on the dock below still only hold six icons, max. I'd like to add
more, like I can on the MacBook's app dock. And I want to have
notifications and widgets, now available via a pull-down menu,
able to live on the side of my display if I want. I want access to
more things at once. I want more side-by-side apps and widgets.
Why can't I customize more? This iPad can handle it, and so can I.

For others? This iPad Pro will probably feel like something that's
not quite ready yet. Until its unique software and accessories
finally arrive, it's really just a very large, very powerful iPad with
some enhancements.
Right now, the iPad still can't fully replace my laptop. And it
probably can't replace yours, either. But at times, it comes close.
The whole weekend before I filed this review, I didn't open up my
laptop once. I just used this iPad Pro. And I liked it. Except for
approving edit suggestions in Google Docs, which it didn't handle
well.

There's no USB port on this iPad, but the Lightning port supports
USB 3-level speeds with forthcoming adapters. Why not open that
up more, with new accessories? Yes, admittedly, using cloud
storage to drop files to and from the iPad Pro is easier than ever
(although still more app-dependent than a regular Mac or Windows
computer), and using AirDrop from an iPhone or Mac to the Pro
works like a charm. And, yes, Apple is always famously pushing
the envelope when it comes to dropping legacy ports and drives.
But the last big design change to the MacBook Pro added HDMI
output to the Thunderbolt, USB and SD card ports that were
already there -- and with good reason for those of us who use
them every day.

Now I'm back to working on my 13-inch Retina Pro. Using splitview apps, just like on the iPad Pro. Making edits on the same
desk. And I miss the iPad Pro, a little bit. For some things.
I want the future of computing. I don't like making diﬃcult
purchase decisions. Apple's iPad Pro is a weird product: it's half
the future of all Apple computing. And it's half not. It's a 12.9-inch
massive tablet, in a place where many other 12- and 13-inch Apple
products already thrive: the MacBook Air, Retina MacBook Pro
and new MacBook.

I want a trackpad too. And I want iOS to welcome it. Or, at least let
me use apps that work with one. That Smart Connector port has a
ton of potential, but keyboards don't really show oﬀ what it could
do.

I want the iPad to eat the Mac, the way the iPhone ate the iPod.
This iPad has already crept up to become as large as a Mac. But
iOS needs to fully change with it. I need to connect to my old files
and Web tools better, because that's what I need as a pro. I want it
to become as flexible as a computer should be. The iPad needs to
bridge the gap.

Conclusion: One more small step towards Apple's future of
PCs
The iPad Pro's biggest strength right now is for creative visual
artists. For that Pencil, and for the potential of using larger-scale
apps on that fantastic screen, this is a dream iPad canvas. It's
expensive, but it's far better for those needs than any other iPad.
It's big and beautiful, and its pressure-sensitive stylus support
makes a huge diﬀerence.

The iPad Pro feels like the top half of a new futuristic
superpowered laptop. I want the bottom half, too.
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backlit, but I can guess the keys by touch pretty well. The display
is beautifully crisp and vibrant. And it runs a magic mix of work
tools and fun stuﬀ. I can read easily. I can play games. I can watch
movies. It's extremely convenient.

iPad Pro 9.7-Inch Review
The best iPad ever has your laptop in its sights

I've used the Air 2 and a Belkin keyboard case as my go-to for a
while now. It's a compact, convenient combo. And I type on the
iPad. Lately, a lot. I use it for taking quick notes, or as a security
blanket when my laptop's somewhere else. It comes with me to
work.

By Scott Stein
The Good The new iPad Pro delivers a fast processor; a bright,
antireflective display; support for Apple Pencil and Smart
Keyboard accessories; better, louder speakers and top-notch
cameras, in the same exact body as the iPad Air 2.

But the iPad still, despite Apple's insistence on it being the future
of computing, isn't a laptop replacement. I can't bring it to a press
conference and make it my one machine to cover the event. I can't
run the camera-tethering software I need, or easily communicate in
a window with my teammates via Google Chat (though I can with
Slack), or write and edit and publish stories from my in-browser
content tools. I can't even do my corporate expenses on my
company's Java-based accounting system. Maybe I could come
up with some way it could meet my needs, but it wouldn't really do
it the way I'm used to. And that's the point, really. My tools don't
always line up with the iPad's tools. The iPad, and its vision of the
future of computing, remains stubbornly separate from the Mac,
and less multipurpose than a Windows device.

The Bad A higher price, plus expensive accessories. Less RAM
and a slightly slower processor than the 12.9-inch iPad Pro. iOS
still limits overall flexibility of this iPad.
The Bottom Line It's still not a full-fledged laptop killer, but the
new 9.7-inch iPad Pro is the best iPad ever made -- a near-perfect
balance of tablet power and portability.
Overall

9.0

Design

9.0

Features

9.0

Performance

9.0
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All of those frustrations seem to to belie "Pro" moniker on this
iPad. And yet, if I were to pick the iPad that came closest to
perfection, it would be this one. It's a portable dream. The tiniest
little productivity tool Apple makes. It's got performance, better
sound and display, and -- what am I looking for that's really
missing?

Take last year's largest-ever iPad, shrink it down to the more
traditional 9.7-inch size, add an even better camera and screen,
and you've got the new 2016 iPad Pro. It starts at $599, £499 or
AU$899 for the 32GB Wi-Fi model -- and it's the iPad I'd buy if I
were in the market for a new tablet right now.

Nothing, except I want the iPad to be more like a laptop. Just a bit.

But if I already had an iPad Air 2, I'd hold oﬀ unless I really needed
the drawing features enabled by Apple's excellent Pencil stylus
(sold separately for $99, £79 and AU$165).

Hardware, perfected
Last year's iPad Pro, the 12.9-inch one, was crazy-big -- the
biggest iPad to date. I felt like I was carrying a sheet of glass
everywhere. But it had some good features, supporting the
fantastic-but-expensive pressure-sensitive Pencil stylus, quad

I'm writing this on the 9.7-inch iPad Pro with its Smart Keyboard
sitting on my lap. On a plane. The keyboard's comfy. It's not
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got all of those, and even more, in the same-size body as the older
Air 2.
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That said, while it's less expensive than the larger Pro, the 9.7incher is still expensive compared with most other tablets. It costs
more than previous iPad Airs did. You could spend well over a
thousand, if you spring for the highest capacity (an insane 256GB)
and built-in LTE cellular wireless, as well as the Pencil and Smart
Keyboard.

Weirdly, this smaller iPad has a few key improvements over the
massive 12.9-inch iPad Pro, and they're pretty significant:
Better cameras: Its cameras are entirely better: a 12-megapixel
rear camera that can record 4K video (with real flash, no less) and
a 5-megapixel front camera with Retina Flash give the 9.7 Pro the
same cameras as the iPhone 6S. Does that matter? It does if
you're using the iPad as a camera. You might mock the idea of
taking pictures on an iPad, but having top-notch cameras on a
tablet has no downside. (And for those of us who use the camera
as an on-the-fly document scanner, it's definitely an upside.)

Battery life, which Apple estimates as being the same as on the
iPad Air 2 and 12.9-inch iPad Pro (10 hours), lasted 11 hours even
on our video playback test with Wi-Fi oﬀ at 50 percent brightness.
Basically, the battery life is about the same as every other recent
iPad: good enough for at least a solid day of use. I've rarely
burned more than 50 percent of my battery in a single day.
The iPad Air 2 with a good keyboard can sometimes feel just as
good, if you're not a power user.

Better screen: The iPad Pro's display is fantastic, too. True, it's
the same resolution as the older iPad Air 2, but it's gotten
markedly better glare reduction, brightness boost and Apple's
weird-but-strangely-good-for-reading TrueTone automatic color
adjustment. Almost like an automatic and more subtle version of
iOS 9.3's Night Shift, this iPad continually adjusts its color
temperature to match your environment. It's not annoying, and it's
so subtle that it's easy to forget it's working unless you toggle this
feature oﬀ in settings. Seriously, the antiglare, brightness and
color-temperature-adjusting improvements make this iPad far
better as an outdoor -- or even indoor -- device.

Spending up for a more futureproof iPad
Why would I get this and not just buy a more aﬀordable iPad, like
the still very-good iPad Air 2 -- which Apple just discounted? Well,
this is more versatile, I tell myself. And it's simply better. And if you
care about drawing or design in any way, the added Pencil
functionality means you can use Apple's stellar pressure-sensitive
stylus for a growing bunch of apps like Adobe's creative app suite
and FiftyThree's Paper app, my go-to idea-sketching tool.
I'd still recommend the iPad Air 2 for everyday use for most
people. Or maybe anyone who doesn't mind getting a year-and-ahalf-old tablet. The Air 2 is still good enough to do most things: It
can be used to write, and to multitask with split-screen apps, and
yes, you can use a less-fancy-but-still-capable capacitive stylus to
sketch. You can get a 64GB iPad Air 2 for $100 less ($499, £429 or
AU$729) than the entry-level 9.7 iPad Pro, for which -- by the way
-- you'll still need to spend $250, £208 or AU$394 to get Apple's
Smart Keyboard and Pencil.

But there are a few little drawbacks compared with the larger iPad
Pro. This smaller model has the same A9X processor, but in
benchmark tests it runs a bit behind the 12.9-inch version. I doubt
any human would notice, though. It also has half the RAM -- 2GB
versus 4GB. I haven't seen any issues yet, but for future-proofing,
it's frustrating -- RAM helps a lot with multitasking. But one gets
the feeling that these features were toned down only to keep this
smaller Pro from being a slam-dunk choice over its larger sibling.
And, of course, this smaller model has the same pixel density, but
fewer pixels. For large-scale art, the 12.9-inch model can simply
show more.

Maybe that's why Apple put "Pro" in the iPad Pro. It's not for
everyone. But if the iPad and iOS ever choose to grow out and
combine for a serious PC-beating device, then this Pro's
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Pro will feel better (and be a better investment) in a year or two,
when Apple is releasing iOS 11 and iOS 12.
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in-picture and a lot more interconnected tools. But the only thing
holding the iPad back, at this point, is its software definition of
how it chooses to be a computer. Its hardware is damn near
perfected.

Still waiting for a leap in software

Consider the Microsoft Surface Pro, which has blended a full
Windows 10 world into a tablet and done it just fine. The iPad is
long overdue for that type of flexibility. Sure, the iPad has an
unbeatable library of apps and a growing flexibility in iOS to handle
cloud and locally connected jobs. But it's not the same as a fully
flexible computer.

But for the iPad to truly be better from now on, it needs software
and an OS that can let it be a pro tool for anyone at all. More
flexibility. Other types of smart connector-compatible accessories,
like maybe (dare I say) a trackpad. Or, if someone else had an idea
for a pro tool it could snap into, why not make that too? Being pro
means having options. To me, at least.

I love the iPad Pro 9.7. It's my favorite iPad. It's the one I'd buy
right now. But I really hope Apple steps up and gives it the types of
diverse smart connector-enabled accessories and revamped OS
that this hardware could use.

Yes, I want more versatility in iOS. I want Mac OS X to find its way
into the iPad, somehow, to dovetail, so I can bring an iPad along
with me on a mission-critical event (a business trip, a presentation
or -- for me --an Apple keynote) and use it instead of a MacBook.
iOS has slowly gotten more adept with split-screen apps, picture-

The original Mac had a 9-inch screen. This iPad has a 9.7-inch
one. There's something in its size that doesn't feel accidental. This
iPad could truly be the successor to the Mac -- when Apple lets it
be.
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And this combines all desktop PCs and laptops that HP and
Lenevo sold. Coming in just below the iPad was Dell with 9.1
million and then Asus with 4.7 million.
So with the iPad being by far the most popular tablet and the third
most popular non-smartphone computing device in the world, why
is the media lining up to go to its memorial service?

Is The iPad Still Popular?
By Daniel Nations

The iPad has seen a decrease in year-over-year sales for the last
couple of years. This has led to financial analysts wondering about
the long-term viability of Apple's stock, but what does the decline
of iPad sales mean out here in the real world? Is it dying? Is it
becoming unpopular?

The big news out of Apple during the third-quarter results was a
7% bump in iPad revenue over the same quarter last year. The
tablet beat analyst projections, forcing the media to pause in
hammering the last nails in the iPad coﬃn and greet the news with
such resounding applause as CNET's "Apple iPad shows faint
signs of life" and BGR's "Apple's iPad isn't dead just yet."

The iPad isn't alone in declining sales. The entire tablet market has
experienced a decline in sales over the same period. In fact, the
entire PC market has been in decline for several years, so by the
same logic, every computing device that isn't a smartphone is on
its deathbed.

Faint signs of life? Not dead just yet?
Has the popularity of the iPad really fallen to the point where we
are about to put it into the ground?
In the first quarter of 2016, Apple sold 10.25 million iPads. Let's
put this number in perspective. The total tablet market was 39.5
million units that quarter, and that includes cheap $50 Android
tablets that can barely do more than surf the web.

And the smartphone is on its way to the hospital. Now that the
world is moving away from subsidized phones with 2-year
contracts and towards bring-your-own-phone plans, the thought is
that people won't be buying a new phone every two years. Which
means -- yes, you guessed it -- "The Smartphone is Dead!" is
coming to a magazine cover sometime in 2017.

It's also important to note that the iPad figure is based on actual
sales while the rest of the numbers are guestimates based on the
number of tablets shipped.

Don't Let Your iPad Boss You Around!

The second leading tablet sells is Samsung, who sold 6 million
tablets that quarter. The third place winner is Amazon with 2.2
million tablets sold. The "not quite dead" iPad outsold the second
and third best-selling manufacturers combined by a margin of
around two million tablets.

Apple Has an Ace Up Its Sleeve. The Question Is When Will
They Play It.
Two words: upgrade cycle.
The PC has it. The smartphone had it with 2-year contracts. The
iPad doesn't have it. The only iPad that has become obsolete was
the original iPad. Since 2011, there's been no need to upgrade
your iPad.

But perhaps it is just tablets that are dying oﬀ?
Compared to all PC shipments, the 10.25 million iPads sold would
make it the third most popular PC in the world. Lenovo took first
prize in the first quarter of the year with around 12.5 million
computers sold and HP was second with 11.4 million.

The iPad 2 and the iPad Mini are the two most popular iPads, with
the iPad 2 accounting for 20% of all iPads as of late 2015 and the
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doubled the power of the iPad, doubled the memory and added
dual-facing cameras to the mix. It is the iPad we've all come to
love, which is one reason why the iPad Mini was modeled after it
and why both of them were so popular.

Why is this important?

But if we absolutely must have a funeral for the iPad, let's hope it
is for the iPad 2.

The iPad 2 and the iPad Mini are run by the exact same processor.
And the only major diﬀerence between the iPad 3's processor and
the iPad 2's is a faster graphics processor, which was needed
because the iPad 3 was the first iPad with a Retina Display. So for
the most part, they are all running the same CPU.

Right now, the vast majority of apps are written for the iPad 2. This
includes games, productivity, etc. App developers want to bring in
as big of an audience as possible, and when you consider that the
processor running the iPad 2 accounts for about half of all iPad
users, you can rest assured that they take notice.

And they are all getting a little long in the tooth.
The iPad Pro is 12 times faster than the iPad 2. Let's put that into
perspective. If the iPad Pro entered the 40-yard dash against the
iPad 2, the Pro would be crossing the finish line around the time
the iPad 2 had taken its fourth step. 3.3 yards. That's how far the
iPad 2 would get before the iPad Pro was proclaimed the winner.
And then we'd have to wait for the iPad 2 to pass the 10 yard
mark. And the 20 yard mark. And after a trip to the concession
stand for a Coke and some nachos, the iPad 2 would finally finish
the race.

In addition to being very slow compared to the iPad Air and iPad
Pro line of tablets, the iPad 2 also has less memory. The original
iPad had 256 MB dedicated for holding apps in memory. This isn't
storage. This is the RAM used when you launch the app. The iPad
2 increased this to 512 MB and the iPad 4 increased it to 1 GB.
The 9.7-inch iPad Pro has 2 GB and the 12.9-inch monstrosity has
4 GB.
The death of the iPad 2 means two things: more speed and more
memory for apps. And app developers actually developing for
tablets with more speed and more memory. Which in turn means
we'll get a lot better apps and games to run on our tablet.

Apple stopped supporting the original iPad a few years ago. In the
not-so-distant future, they will stop support for the iPad 2, the iPad
Mini and the iPad 3. When they pull that trigger, it will signal to
almost half of all iPad owners that it is time to upgrade.

And that may very well make the iPad cool again.

Sure, the iPad's year-over-year sales have been sluggish, but this
is mainly because Apple hasn't pulled that trigger. And Apple
hasn't pulled that trigger because the iPad Mini was still being sold
just a few years ago. No one wants to buy a tablet and then have it
become obsolete two years later. But at some point, Apple is
going to make that decision.

Hidden Secrets That Will Turn You Into an iPad Pro (Editor Worthwhile reading)

The iPad 2 Becoming Obsolete Will Be the Best Thing Since
the iPad 2
The iPad 2 is the bomb. That's why it was so popular. Retina
screens and split-screen multitasking are great, but the iPad 2
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If you buy an eligible Mac (any model but the Mac mini), you can
get a free pair of Beats Solo2 Wireless Heaphones, via a $299.95
instant credit. Buy an eligible iPhone (6, 6 Plus, 6s, or 6s Plus) or
an iPad Pro, and you’ll get a $199.95 credit for a pair of
Powerbeats2 Wireless Heaphones—and you can pay $100 more
to get the Beats Solo2 instead. This promotion expires September
5, and conditions apply, so be sure to read all the fine print.

iPad Pro Or Macbook? The Best Apple Gear For
College
Heading back to school? Take the right tech. We'll tell you what
Macs and iPads to buy today—and what to pass on until it's
updated.

These are our picks for the best Apple gear for students—what to
buy now, and what to wait for, as several major Apple product lines
should see refreshes by the end of 2016.

By Susie Ochs

12-inch MacBook
Look, I’ll just level with you: This isn’t the greatest time in history to
be in the market for a cutting-edge Mac laptop. As of this writing,
the MacBook Air lineup has not been refreshed in 525 days, since
March of 2015, and the Retina MacBook Pro lineup has languished
454 days, since May 2015. Rumor has it, Apple is poised to
introduce totally redesigned MacBook Pros this fall, but perhaps
not until October.
The MacBook is Apple’s lightest (and pinkest) laptop.
So if you need something today, the 12-inch MacBook (starting at
$1299 in the Apple Store) is the most recently upgraded Mac
laptop, having gotten a proper refresh this April. It’s got a lovely
Retina screen, and at just a hair over 2 pounds, it’s the lightest
Mac you can buy, which makes it perfect for students whose
laptops spend a lot of time in backpacks getting lugged from the
dorms to class to the library and back.

You worked incredibly hard to get yourself (or your child) into
college. Now when it’s time to pack up your bags and head oﬀ to
campus, you’ll want to bring along all the right technology to help
you do your best.
Most of Apple’s Mac lineup is overdue for a refresh, but if you’re
shopping for college, you might consider a MacBook or iPad Pro.
Both have key features that make them especially handy for
college students. And both are eligible for Apple’s back-to-school
promotion.

Keep OWC’s USB-C Dock on your desk, and you’ll be able to
connect just about anything to your single-port MacBook.
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The Apple Pencil is great for note-taking, if you’re more of a
handwriting person than a typing person.

The MacBook only has a single USB-C port, along with a standard
headphone jack. This shouldn’t slow you down when taking notes
in class or studying in the library—it gets 10 hours of battery life,
after all. And you can always pick up a dock for the desk in your
dorm room. A USB-C dock would let you keep peripherals hooked
up, like a hard drive for backups, an external display, or just a
couple spare USB ports to charge your iPhone and iPad. We like
the $45 Satechi Type-C Pass Through USB Hub with USB-C
Charging Port if you don’t plan to hook up an external display, or
the $150 OWC USB-C Dock if you do.

The iPad Pro has some more advantages for students too. With a
Wi-Fi plus cellular model, you’ll always be online, on campus or
oﬀ. The multitasking features in iOS 9 let you research in Safari
while writing a paper in Byword or Scrivener—or just watch movies
in the Picture in Picture window while you’re catching up on your
reading. In fact, I’d rather read ebooks on an iPad than any other
device, and the iPad Pro has Night Shift and True Tone to keep
those late-night study sessions easy on the eyes.

BEST APPLE LAPTOP FOR STUDENTS
Apple MacBook (2016) MACWORLD RATING 4/5
9.7-inch iPad Pro
The iPad Pro isn’t a real laptop replacement, but if it can handle
most of the tasks you would need a laptop for, who cares? With a
Smart Keyboard, you’ve got everything you need to type notes
during class. Or grab an Apple Pencil and use a clever app like
GoodNotes 4 to scratch notes on an infinitely scrolling notepad—
they’ll sync to your Dropbox and thanks to OCR you can search
them later.

The Smart Keyboard never needs charging or pairing.
Of course, college isn’t all work and no play, and an iPad has tons
of entertainment options too, from streaming video services to
games. With a $49 Lightning Digital AV Adapter, you can hook it up
to your TV without needing a set-top box—but you could beam
content over wirelessly with a $35 Chromecast or a $149 Apple TV.
Oh, and if you ever find yourself with free time to learn things on
your own, outside of class (yeah, right), the iPad Pro is the perfect
device for diving into Apple’s brilliant Swift Playgrounds app, in
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preview now and shipping this fall alongside iOS 10. This teaches
you Apple’s Swift programming language step-by-step, no coding
experience required, but it’s as fun as any cerebral puzzle game.
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shouldn’t find their way into your shopping cart today, but they’ll
all be solid buys for students when Apple does refresh them.
Apple Watch

BEST IPAD FOR STUDENTS

The rumors about an Apple Watch 2 say it could be announced in
September, alongside the next iPhone. So it might not be the best
time to pick up the first model, although it’s never been cheaper,
starting at $299 for the 38mm Apple Watch Sport. After a year, I
still love mine the most for its fitness features, and students should
find the glanceable info it provides invaluable. It’ll let you keep
track of your calendar, see when the next bus is coming, order an
Uber, answer a phone call, set alarms, make Apple Pay
transactions, and never miss a text from your bestie.

Apple 9.7-inch iPad Pro
MACWORLD RATING 4.5/5
Apple TV
You don’t need an Apple TV to succeed in school. But you don’t
need a cable bill at college, either. For $149, the Apple TV can turn
the cheapest 1080p TV you can find into a connected cornucopia
of content, from Netflix and Hulu to Apple Music to the cable-like
packages of Sling. You’ll have fun watching Game of Thrones with
your dormmates, or blowing oﬀ steam after a test with a few
rounds of NBA 2K16.

The Apple Watch keeps you on schedule and in touch with your
loved ones—which makes it pretty perfect for students.
MacBook Air

When you’re too tired to do anything but veg out, the Apple TV lets
you find stuﬀ to watch with your voice.

I love the MacBook Air—even without a Retina display, it’s got the
right mix of size, weight, performance, and ports that I need day in
and day out. The 13-inch MacBook Air starts at $999, and the 11inch at $899, and that starter model is no slouch. The 13-incher,
for example, comes with a 1.6GHz Intel Core i5, 256GB of flash
storage, and 8GB of RAM, which Apple just made standard in
April. If the company can keep those prices the same while
upgrading the line to newer processors, this could be a more
convenient option for students than the single-port MacBook.

Grab a gamepad if you plan to do much gaming—these are our
favorites—and consider the $199 64GB model of Apple TV. But if
all you want to do is binge-watch your latest Netflix obsessions
(hey, there are diﬀerent kinds of all-nighters), the 32GB model is
plenty. Either one will be able to AirPlay content from your other
Apple gear, which can come in handy when you’re having a group
study session and want to mirror your MacBook or iPad’s screen
on your TV.

We’d recommend waiting on a new MacBook Air.

BEST SET-TOP BOX FOR DORM ROOMS

MacBook Pro

Apple TV (2015)
MACWORLD RATING 4/5
What to wait for
We’re stuck in a little bit of a holding pattern waiting for some
Apple products that should be coming soon. These probably
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If you’re smart enough to get into college, you’re hopefully wise
enough to wait for the heavily rumored MacBook Pro refresh we’ve
been hearing about. Apple reportedly plans to slim down the
MacBook Pro, and add Touch ID as well as a pressure sensitive
trackpad. The row of function keys along the top will be replaced
by a strip of touch-sensitive OLED keys that can change
depending on what app you’re using. Current MacBook Pros start
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at $1299 for the 13-inch and $1999 for the 15-inch, but it could
conceivably last you all four years.
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you’re cutting your thumb every time you slide to unlock. (But first,
try to hobble by with a screen protector or just a layer of clear
packing tape.) While you could pick up an iPhone 6s now and just
rely on iOS 10’s launch this fall to make your phone feel new, it’s
probably best to wait for the iPhone 7. It should have a better
camera, faster processor, more storage (starting at 32GB)—but no
headphone jack. So I guess if that’s a dealbreaker, the iPhone 6s
(or the iPhone SE) is your last chance to upgrade to a headphonejacked phone, but then again, the 6s price should drop when the
new one comes out.

The 2015 MacBook Pro 13 packs an Intel Broadwell CPU—but the
next models will be even better.
The next iPhone
Since a new iPhone comes out every September, buying one in
August is a last resort—as in, only if your screen is so smashed
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In fact, it is moving an app. But instead of dropping the app on an
open area on the iPad's home screen, you drop it onto another
app.
How To Put Apps Into Categories On An iPad

How To Organize Apps On Your iPad

When you are dragging an app across the screen and hover over
another app, an outline will appear over that app. If you continue
hovering, you will zoom into a folder view. You can create the
folder simply by dropping it within the folder area after the iPad
zooms into the folder.

Organize Your Apps With Folders, Docking Apps or Alphabetically
By Daniel Nations
Apple owns the
trademark to "there's
an app for that" for
good reason: there
seems to be an app
for almost everything.
Unfortunately, there
isn't an app for
organizing all of the
apps you download
from the App Store,
and if you love to take
advantage of every
d o w n l o a d - f o r- f r e e
One way to organize your iPad is to promotion that comes
place a series of folders on the dock. your way, you will quickly
find the need to organize
your app in a way better than just letting each individual app go to
the back of the line. Luckily, there are a number of great ways to
keep your favorite apps at your fingertips, including folders, using
the dock and simply sorting apps alphabetically.

You can also name the folder at this time. Simply tap on the name
at the top and type whatever you want for the folder name. The
iPad defaults to a name derived by the apps in the folder, so if you
created a folder of two games, it will read "Games".
Most of us can put all of our apps on a single screen simply by
creating a few folders. I like to create a folder called "Default" for
all of the default apps like Tips and Reminders that I don't use on
the iPad. This gets them out of the way. I also create a folder for
Productivity apps, a folder for Entertainment such as streaming
video or music, a folder for Games, etc. With only a half dozen
folders, it is easy to have a category for almost everything.
Forgot how to move apps? Read our tutorial on moving apps
around the screen.
Place Your Most-Used Apps on the Dock
The apps on the dock at the bottom of the screen stay the same
no matter which page of apps you are currently on, so this area
makes the perfect place for your most used apps. Many of us
never change out what apps are on the dock, and while the iPad
defaults to only four apps on the dock, you can actually place up
to six apps on the dock.

Organize Your iPad With Folders
When the iPad was originally introduced to the world, it didn't
include a way to create folders. But this quickly changed as the
number of apps in the App Store grew. If you've never created a
folder on the iPad, don't worry. It is as simple as moving an app.

You place on app on the dock the same way you would move it
anywhere. When you are moving the app, simply move your finger
to the dock and then let it hover until the other apps on the dock
move out of the way for it. Remember, there must only be five or
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fewer apps on the dock at that time. You can't add a seventh app
to the dock.
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First, launch the Settings app. In settings, go to General on the
left-side menu and choose "Reset" at the bottom of the General
settings. Tap "Reset Home Screen Layout" and confirm your
choice on the dialog box that appears by tapping "Reset". This will
sort all of the apps you have downloaded in alphabetical order.
Unfortunately, the default apps are not sorted with the downloaded
app.

If your dock is already full, or if you decide you don't really need
one of the default apps on the dock, you can move apps oﬀ the
dock just as you would move them from anywhere. When you
move the app oﬀ the dock, the other apps on the dock will
rearrange themselves.

Skip Organizing the iPad and Use Spotlight Search or Siri

Place Folders on the Dock

I admit, I gave up organizing my iPad. I download dozens of new
apps each week either to review them for an article or simply to
review them as a way of keeping up with the iPad in general. And
as you can imagine, I also delete apps on a regular basis. All of
this leads to a little bit of chaos on my home screen.

One of the coolest ways to organize your iPad is to flip the script.
While the dock is intended for your most used apps and the home
screen is intended for your folders and the rest of your apps, you
can actually use the home screen for the most popular apps and
the dock for everything else by filling the dock up with folder.

But that's OK because I have no problems launching any app at
any time using Spotlight Search. This is a great way to keep from
hunting for the app and is about as fast a way to launch an app as
you can find. Another easy way to launch an app is to use Siri by
saying "Launch Notes" or "Launch Mail".

Yes, you can place a folder on the dock. It's a great way to access
a whole slew of apps from any home screen. And because you can
place up to six apps on the dock, you can place six folders on it.
That's probably enough to hold every app you have on your iPad.
So instead of using the dock for apps you want to get to easily,
you can leave them on the first page of your home screen and put
all of your other apps in folders on the dock. It almost makes the
iPad seem like a desktop operating system's interface, which
doesn't always have to be a bad thing.

The only downfall is that you need to remember the name of the
app you are launching. Which can sometimes be harder than it
sounds, but is usually quite easy.
The Fastest Ways to Open an App on Your iPad

One downside of this method is that you cannot drop an app into
a folder when the folder is on the dock. This means you'll need to
move the app to the home screen, drop the app in it, and then
move it back to the dock. Hopefully, Apple will fix this annoyance
in a future release.
Sort Your Apps Alphabetically
There is no way to keep your apps permanently organized
alphabetically, but you can sort them without moving each
individual app using a workaround.
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iCloud related files for an app. The fact they share the same name
but have diﬀerent functions, and are references in diﬀerent
sections of iOS Settings, is a little confusing, but they are diﬀerent.

How To Delete Documents & Data On iPhone Or iPad

The “Documents & Data” associated with an iOS app include
things like caches, app data, preferences, login details, and
assorted other app-specific information. Most of this data is
expendable and in many situations for many apps that have large
Documents & Data storage consumption, the data tends to be very
heavy on caches. This is typically the type of Documents and Data
on an iPhone or iPad that users want to remove to free up some
space.
Separately, the “Documents and Data” associated with iCloud are
typically files and documents associated with the app itself, but
stored in iCloud. These are the same type of files you might see in
browsing iCloud Drive, and these Documents and Data are
How to Delete Documents & Data on iPhone, iPad

If you have noticed your iPhone is low on storage space, or
perhaps you are just browsing your storage settings, you might
discover that certain apps have a large “Documents & Data”
storage footprint and inordinately large storage burden in iOS.
We’ll cover what Documents & Data actually are, and also how to
delete the Documents & Data found on an iPhone or iPad.

The simplest way to delete Documents & Data on an iPhone or
iPad is by removing the app and then re-downloading it again.
That may not make a lot of sense, but for the time being Apple
oﬀers no method in iOS to manually delete caches and app data,
so instead if you want to delete that app data, you have to delete
the app entirely.

Note this is not really intended to be a guide to free up general
space, and if you simply want quick ways to free up storage space
in iOS go here instead. This is aimed specifically at conquering the
mysterious “Documents & Data” that can be found relating to
specific apps on iPhone and iPad. It’s a bit more advanced, and if
you have never heard of Documents and Data, then you probably
won’t need this article let alone find it useful.

Keep in mind that when you delete an app, and then re-download
it, you will likely lose whatever data, logins, and other saved details
from that app. Do not do this if you don’t have login information
saved elsewhere, and do not delete an app or its documents and
data caches if you have important data stored within that app. You
should back up your iOS device before beginning so that you can
restore in the event you mess something up.

What are Documents & Data on iPhone and iPad?

1. Open the “Settings” app in iOS
2. Go to “General” and then go to “Storage & iCloud Usage”
3. Go to “Manage Storage” under the ‘Storage’ section

There are two types of “Documents & Data” stored on iPhone and
iPad, both of which can take up space on a device. One is usually
app specific caches and other related app data, and the other is
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4. Find the application(s) that have the ‘Documents & Data’
you want to delete (for example, Twitter is a 64MB app but
can often take up several hundred MB with its Documents
and Data), then tap on that app and choose “Delete App”

Once you have re-downloaded the app, that apps Documents &
Data burden should be just about nothing, though as you use the
app it will slowly accumulate more documents, caches, and data
again. In the case of an app like Twitter or Instagram, much of the
documents and data are simply caches from pictures and videos,
and thus are usually not really critical to the apps functionality in
any way, they just take up space. Many other iOS apps behave the
same way, which is fine until you start running out of storage
space, and since iOS oﬀers no way other to directly take care of
this rather than deleting and redownloading the app, it can be
annoying.
If this sounds familiar, it’s probably because this is actually one of
the main ways you can go about removing “Other” data storage
from an iPhone or iPad (aside from restoring the device
completely, which works best), and some users will go so far as
delete all of their apps and then redownload them all again if many
are found to be taking up large amounts of Documents & Data
storage.

5. Now go to the “App Store” and search for and re-download
the app you just deleted
6. After the app has finished re-downloading, if you return to
the same Storage screen you will find it now consumes
much less space because the documents and data has
been cleared out
(keep in mind that deleting and redownloading an app also will
update it to the latest version available, so don’t do this if you want
to keep using an older version of an iOS app)

How to Delete Documents and Data from iCloud in iOS
The other type of Documents and Data is stored in iCloud, and it’s
the type of Documents & Data that users can directly delete
without having to remove the entire app first. With iCloud
Documents and Data, the storage burden isn’t really on the device
itself, it’s in iCloud, so most users won’t need to manually delete
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Documents & Data from iCloud and apps storing that data there.
Nonetheless, here is how you can delete Documents and Data
from iCloud in iOS:
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will come to the app specific local device storage Documents &
Data types found on iPhone and iPad.
Why can users not manually delete Documents & Data from
iOS apps?

1. Open the “Settings” app in iOS
2. Go to “General” and then go to “Storage & iCloud Usage”
3. Look under the ‘iCloud’ section and choose “Manage Storage”
(be sure you go to iCloud otherwise you’ll end up in the
installed app listing we covered earlier)
4. Scroll down until you see “Documents & Data” section, then tap
on the app you want to remove the Documents & Data from
5. Choose “Edit” then “Delete” or swipe left and choose “Delete”
on the iCloud documents and data you want to remove from
the specific app

That’s a good question, hopefully a future version of iOS will oﬀer a
manual option to delete app caches and app data. Many Android
apps have such a feature, and a manual cache removal option
would be very welcome in the iOS world where Documents & Data
and the “Other” storage routinely balloons out and is nearly
impossible to reclaim without a significant amount of eﬀort and
often a device restore.
Is there really no way to get iOS to delete local storage
Documents & Data without removing the app first?
Generally speaking, that is correct. However, you can use a few
possible workarounds to force iOS to run it’s app “Cleaning…”
process. One method that I have been using for years is to use a
third party camera app to force iPhone Camera to take pictures
even when there is no storage available, which tends to work for
quite a while (where it finds storage space in who knows what
ether is a big mystery) before you’ll get an error message about
storage space which then triggers the “Cleaning” app name in iOS
maintenance process. Very quirky, very much a workaround, and
no, not at all user intuitive, and not really recommended. But
anecdotally, it can work. Another trick that works in the same way
is to attempt to download a huge movie from iTunes (for example,
Lord of the Rings in HD) that clearly won’t fit onto the iPhone or
iPad, which will also trigger the same app clean up process after
or during the failure downloading the enormous movie.

6. Leave Settings when finished
The way Documents and Data is handled with iCloud Storage is
certainly preferable to the impossible to manually delete caches
that show up in native iOS apps, since it oﬀers more user control
over what to delete and what to keep. Hopefully this same ability
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The following article was posted to osxdaily.com on August 1,
2016. tinyurl.com/gp3gq5a. © OSX Daily. Try the site. Lots of tips.

How To Turn Oﬀ “Hey Siri” On iPhone And iPad

The “Hey Siri” voice activated control feature on modern iOS
devices is a great feature that many people find tremendous use
with, but not everyone enjoys it. Some users may wish to disable
“Hey Siri” on iPhone or iPad, which will prevent the voice activated
ability from listening for the appropriate commands, but turning oﬀ
Hey Siri has no impact on the broader ability to use Siri by
accessing it from the Home button.

4. Exit out of Settings as usual

To be perfectly clear, this does not disable Siri in general, it only
turns oﬀ the “Hey Siri” voice activation feature, which allows a user
to summon and command Siri from afar. If you don’t use Siri at all,
you can disable Siri in iOS completely, which will turn oﬀ all
aspects of the intelligent assistant agent, including remote voice
activation.

The “Hey Siri” feature is deactivated, meaning you or anyone else
can now say “Hey Siri” as many times as you want and it won’t
turn on. Instead, Siri has to be summoned the old fashioned way
by pressing and holding on the Home button in iOS.
If you find yourself turning this oﬀ because Siri is talking out of the
blue and seemingly unsolicited, you can use voice training to
improve Hey Siri detection for your voice, which will help to
prevent accidental triggers and summons for the virtual assistant.

Disabling “Hey Siri” on iPhone and iPad
1. Open the “Settings” app in iOS and then go to “General”
2. Choose “Siri”

Like any other feature of iOS, you can always re-enable “Hey Siri”
voice activation again if you decide you like the feature and want it
back on your compatible iPhone or iPad.

3. Locate the switch for “Allow ‘Hey Siri'” and toggle that to the
OFF position
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The fourth era of computing is a potent combination of
technologies and an alphabet soup of computing buzzwords:
• IOT (Internet of Things, including wearables)
• AR (augmented reality)
• Natural interfaces (voice, gesture, and expressions)
• 5G networking
• PAs (personal assistants)
• AI (artificial intelligence)
• CaaS (conversation as a service)
• Social networks (or the "life platforms" that they are
evolving into)

The Next Battleground: The 4Th Era Of Personal
Computing
By Steve Brown
The smartphone wars are over. Apple and Google won. Intel,
Microsoft, Blackberry and others lost. But this is old, old news.
The smart money has already moved on. The next platform battles
are already well underway.

The fourth personal computing platform will be a combination of
IOT, wearable and AR-based clients using speech and gesture,
connected over 4G/5G networks to PA, CaaS and social
networking platforms that draw upon a new class of cloud-based
AI to deliver highly personalized access to information and
services.

Understanding where the new battlegrounds have moved to is vital
for anybody in the tech sphere. Even if you're not in tech, knowing
where the tech world is going next is key to future success. It
should inform your business strategy, your partnership strategy,
and probably your personal financial investment strategy.
THE FOURTH ERA OF PERSONAL COMPUTING

To understand what you can expect from this fourth era, keep
reading. First, a quick explainer on what it takes for the fourth era
to happen, which helps us figure out the timing we all need to plan
for.

I believe we are moving into the fourth era of personal computing.
The first era was characterized by the emergence of the PC. The
second by the web and the browser, and the third by mobile and
apps.

MOORE'S LAW + BELL'S LAW + THE DATA SPIRAL
This fourth era of computing comes about as a natural
consequence of Moore's Law playing out, and also Bell's Law (a
new class of computers emerges about every decade) taking it's
course. Computing devices at the edge are getting smaller and
cheaper, making IOT and wearable applications viable. In a
seeming paradox computers are also getting exponentially bigger
and more capable in the cloud, powering breakthroughs in pattern
recognition, cognitive computing, deep learning and all manner of
artificial intelligence.
In my previous post, I described the importance of the data spiral,
the idea that data is collected using value created from a
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previously-collected, lesser data set. Services are created that
operate using a complex data set. The service is designed to
collect a new data set that can then be used to deliver new value
and collect yet another new data set. A spiral of value
creation. Think of it as the Moore's Law of data, if you like.

SEPTEMBER 2016

chatbots will front many of these interactions and help you do
everything from buying stamps, to organizing a birthday party.
Want to book a weekend away? You will tell your personal
assistant what you want in plain language: "Find me two flights to
Austin the weekend of my birthday that gets us home by 5 o'clock
on Sunday and recommend a hotel near 6th street".

The data spiral is essential to evolving the next generations of
artificial intelligence. Deep learning algorithms need data to munch
on so help them learn about the world.
If you combine the power of the data spiral with the power of
Moore's Law and Bell's Law, it leads to a new era of computing,
what I am choosing to call the fourth era of personal computing.
And it's starting in limited ways now, and really takes oﬀ starting in
about 2020, with the full platform in place by 2025. Think about it:
you only got your first glimpse of an iPhone less than 10 years
ago, and look how the mobile revolution has taken over the world.
THE FOURTH ERA OF PERSONAL COMPUTING
So what does the fourth era of
personal computing look like?
It's a world of smart objects,
smart spaces, voice control,
augmented reality, and artificial
intelligence. Screens largely
disappear, possibly including
your smartphone, which today
has become the indispensible
remote control for our lives. You
might still use a smartphone to perform some tasks in much the
same way we still use PCs to achieve some tasks. For
example, I'm writing this post on a Macbook, not my iPhone. But
by 2025, for most daily tasks, I think we will be ditching the
smartphone and will access most information and services using
our voices, gestures, and with the help of personal assistant
services, chatbots, messaging services, and other AI-based
interfaces. Social networks will blossom into "life platforms" able
to connect you to people, brands, and services. Sophisticated

Your PA will understand all the complexity embedded in your
request and then find you the best deals from whatever flight and
hotel aggregation services you trust. It will do all this using an
understanding of your preferences and needs that it has built over
time through working with you, much the same way a good human
PA might do.
You might talk to your PA using a device in your home (think
Amazon Echo today), your smartphone, an in-ear wearable, your
connected car, or whatever other Internet-connected microphone
you happen to have near you at the time.
Your PA will also help you through your day, oﬀering you
reminders, coaching, and support. "Steve, now would be a good
time to collect the dry cleaning. Don't forget to pick up milk while
you're out." Or for the memory-challenged amongst us (like I am),
a personal assistant could whisper into our ears via our smart
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earbuds: "Steve, this is Gary, you met him last year. He's friends
with Buzz and works at Adidas."
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platforms, and more. I'll be exploring these ideas in future posts,
including a discussion on how we might prefer these technologies
to evolve. There are many open questions to be answered. For
example, who would a personal assistant ultimately answer to?
You, or its provider?

Need to do a load of laundry? Tell your washing machine what you
want: "These whites are extra dirty so give them a good wash, and
finish when I get home from work". The washer figures out to wash
the clothes hot, add steam, and do an extra wash cycle for heavy
soil. It starts the load an hour and twenty minutes before your
expected arrival time. It finishes up right around the time you walk
through your front door. How does it know your schedule? Simple,
it's friends with your personal assistant and gets an easy consult.

What do you think about the fourth era? Make sense? How do you
see these technologies combining in the future to create an entirely
new platform? I'd love to hear your feedback in comments.

Microsoft HoloLens demo of a weather object. You might place
such an object on your coﬀee table, on the wall in your hall, on the
dash of your car, or anywhere in your environment you'd like.

SPEAKER ROSTER FOR
MLMUG'S 2016 MEETINGS

The fourth era of computing is one filled with virtual objects rather
than app interfaces. Why hunt, peck and scroll through a few
screens on your phone to find out the weather forecast when you
can either just ask your PA, or glance at the virtual weather object
you placed on your coﬀee table.

January 9
February 13
March 12
April 9
May 14

MIT's "Enchanted umbrella" shows how information can be
delivered in simple, new and interesting ways - no more weather
app needed. Or better still, just glance at your umbrella by the
front door, and if the handle is glowing softly that means it's going
to rain and you should take it along with you. Yep, that's a thing.
My friend David Rose over at MIT created an "Enchanted
Umbrella" that does just that. His book, Enchanted Objects, is well
worth the read.

June 11
July 9
August 13
September 10
October 8
November 12
December 10

Expect a world filled with smart objects, and to be spending your
time in smart spaces that are able to understand and respond to
the needs of the people that inhabit them. We will enjoy myriad
new ways to interact with information and services. And we will
start to form relationships with digital personal assistants that help
us through our day.
The fourth era is one of simpler, more natural interfaces,
personalized assistance services, virtual objects, chatbots, life
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your Web search questions - you get to know that search engine
better and can use it more successfully over the long run.
Top Ways To Make Your Home "Smarter"
However, with all the great search engines out there, it would be a
crying shame to limit yourself to just one. Get to know a few
search engines and your searches will not only be more
interesting, but more eﬀective as you learn which searches work
best in which search engines. For more information, read my
article titled How to Pick the Best Search Engine.

Seven Habits Of Highly Eﬀective Web Searchers
By Wendy-Boswell
Every time I need to find
something on the Web, I
am successful. Right? Uh,
not exactly. Eventually, I get
to where I'm going, but it
takes some work sometimes.
Over the years I've
developed a few search
habits that have made me a
more eﬀective searcher, and
with just a little practice, you
can too. After all, searching
the Web is a snap - it's actually finding what we're looking for
that's the trick!

Eﬀective Habit 3: Learn a Few Web Search Tricks
There are a few Web search tricks that can make your life a lot
easier. Nope - no scary computer programming involved, just a
few simple Web search tricks that can instantly transform your
searches from "blah" to "wow!". Check 'em out in my article titled
My Top Ten Web Search Tricks.
Eﬀective Habit 4: Use Your Time Wisely
The longer you spend time searching for something, the more
frustrated you can get. It's inevitable that sometimes there's
going to be a Web search stumper somewhere in your horizons - it
happens to me all the time. Rather than continually beating your
Web search head against the wall, get creative: try another search
engine, try another way of framing your search query, etc. There's
actually a lot of stuﬀ you can do to cut down on the frustration. For
more information, read my article titled How to Get Better Search
Results.

Eﬀective Habit 1: Use Targeted Phrases
The more specific your query is, the more success you're likely
to have.
After all, "why is the sky blue" is easier to understand than "sky
blue question". For more information on how to craft a more
specific query, read my article titled

Eﬀective Habit 5: Learn How Stuﬀ Works on the Web
If you want something to work right, you've got to read the
users manual. The Web is a big place, and there's a lot of stuﬀ
going on. It can seem overwhelming, but it's crucial when
developing more eﬀective Web search habits to actually learn
more about what it is you're spending time on. For more
information, read my article titled Web Search for Beginners, or my

Looking for a Specific Phrase
Eﬀective Habit 2: Expand Your Search Horizons
Get out of the habit of only using one search engine for
everything. It's okay to use one search engine for the majority of
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Why would I want to conceal what I'm doing on the Web?
People have many reason for wanting to browse the Web privately,
but they all boil down to the need to protect something or
someone.

Eﬀective Habit 6: Stay on Top of New Web Developments
There's a whole lotta shakin' going on in the World Wide Web.
Every day, I come across something that is absolutely changing
the way that we use the Web - for the better. The Web is becoming
a platform for all kinds of new inventions and tools, and you can
find more information about them in my feature titled The Social
Web.

For instance, if you are in a country that has restrictive Web
policies, you probably want to hide your browsing habits from the
government if you are looking at sites that are contrary to their
policies. If you are at work, you might not want your employer to
see that you've been looking for another job. If you are at home
searching for prescription drug information, you probably don't
want spam emails sent to you oﬀering the latest in drug
advancements. It's all about privacy.

Eﬀective Habit 7: Cultivate a Love of Discovery
Once you find what you're looking for, you can just stay there,
right? No way! There is too much treasure on the Web to be
satisfied with just one search engine, one search tool, one great
Web site.

Who or what do you want to hide from?
Private Web surfing can take two basic forms.
Privacy from other people: You'd be surprised at how much
information is available from your Web browsing habits.

Seven Habits of Highly Eﬀective Web Searchers - Get Started!

For instance, by using simple "sniﬀers" (hacker tools), somebody
who really wanted to could find out your IP address, cookies,
what's in your browser cache, what kind of computer you're
using...they could even connect to your hard drive and access
your private files, including passwords and banking information.

A good habit is easy to start. Grab any of these seven eﬀective
Web search habits today to start a more eﬃcient and enjoyable
Web search journey!

How To Browse The Web Anonymously - Beginner's
Guide

Privacy from the Web: Say you're searching the Web for
information on a drug to help with your arthritis. Your search
keywords, IP address, time, etc. will probably be logged and
tracked by the Web site that you land on.

By Wendy Boswell
Are you concerned about
privacy on the Web? Then
anonymous Web browsing, the
ability to surf the Web without
being tracked, is for you. Here
are some frequently asked
questions about hiding your
tracks more diligently on the
Web.

The best case scenario is that you just start getting a lot of
spammy emails in your inbox trying to sell you the new arthritis
wonder drug.
The worst case scenario looks like this: your browsing information
is sold to other drug Web site companies, you start getting
telemarketing phone calls at dinner time (your phone number is
easily accessible unless it is unlisted), you start getting junk mail at
home, and lots more. Suﬃce it to say that there are a LOT of ways
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navigate to the proxy site, enter in the URL you'd like to visit
anonymously, and you'll be able to surf leaving virtually no trace
that you were ever there.

Web Browsers and Your Information
I've mentioned the fact that Web sites and other people can sniﬀ
out information about you including your IP address; well, what
exactly does that mean? What is an IP address and why would
you want to hide it?

How Proxy Sites Work
Basically, when you use an anonymous proxy and enter in the URL
that you'd like to visit anonymously, the proxy retrieves the pages
BEFORE they are delivered to you. This way, the IP address and
other browsing information that the remote server sees does not
belong to you - it belongs to the proxy.

Basically, your IP address is the signature address of your
computer as it is connected to the Internet. The reasons you might
want to hide your IP address are many, but here are the basics:

That's the good news. The bad news is that these services tend to
slow down your lightning-fast browsing a bit, and there usually will
be ads on the top of your browser window (they've got to pay the
bills somehow!). But it's worth it if you really need to be invisible on
the Web.

Tracking: you can be found and tracked using your
IP address very easily.
Attacking: your IP address gives hackers an
entryway into your computer.

Proxy Resources
There are literally hundreds of free proxies out there; here are just a
few:

In a nutshell, anonymous surfing works by putting a buﬀer
between you and the Web site you want to look at, allowing you to
view information without being tracked. There are two main ways
by which this can be accomplished.

ByPassIt: A free website that you can use to bypass
work, school, and other firewalls to visit any website you want.

Web Browsing with an Proxy Server
Proxy servers work by retrieving Web pages for you. They hide
your IP address and other important browsing information, so the
remote server does not see your information but sees the proxy
server's information instead.

Anonymouse: This service allows you to surf the web
without revealing any personal information.
HideAndGoSurf.com:You can choose which
information you'd like stripped from the record here.
Tor: Using Tor can help you anonymize web browsing
and publishing, instant messaging, IRC, SSH, and other
applications that use the TCP protocol.

However, there is a slight chance that the proxy is recording your
data, and it is entirely feasible that a malicious proxy server can
scoop up everything on your machine. Using an anonymous server
with a good user rating and clear privacy policy should avoid this.

250 Working Proxies: the biggest list I've ever seen of
anonymous proxies.

For much, much more detailed information about how proxy
servers work and how to set up your browser to surf with an
anonymous server, I invite you to check out Bradley Mitchell's
excellent six-part tutorial titled Introduction to Proxy Servers.
Surfing with an proxy site or service is simple: all you do is

Have more to say about anonymous surfing? Talk about it in the
Web Search Forums.
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Every week, I receive dozens of emails from readers asking me to
help them find someone, or, to alert me to a website that has been
featured on About Web Search that is asking for a fee. In regards
to help with finding someone, as stated in this Web Search FAQ,
unfortunately, these requests are unable to be fulfilled.

Should I Pay To Find People Online?
By Wendy Boswell

In regards to a site asking for a fee, no site that asks for financial
information in exchange for information is featured as part of the
free people search resources here at About Web Search. This
policy is strictly adhered to, and while it does happen that sites
that previously oﬀered free information change to asking for a fee,
this change is usually described in a disclaimer (or the site is no
longer featured).

Here at About Web Search, I
welcome reader interaction,
especially when it concerns an
article that resides on this site.
One of the most popular topics
here is how to find people
online, as people all around the
world are looking for a long-lost
relative, digging up background
information on an associate, or
looking for more records to fill
out their family tree.

So what happens when a reader comes across a website that is
asking for money to find someone? There are usually three distinct
scenarios in which this happens. Let's go through them one by
one:
"This site won't give me information without a credit card!"

There are a wide variety of free
resources available to us on the
Web, and these have been
featured in a series of articles,
tutorials, and lists here at About
Web Search. These include:

I always caution About Web Search readers to never give their
credit card or other personally identifying information to any
website that oﬀers to find someone. Why? Because readers have
the same access to this information as the sites asking for money
do, thus there is no need for you to pay for it.
Unfortunately, I receive emails every single week from readers who
have forked over a lot of money to these sites. While I am certainly
sympathetic, I am not able to contact the oﬀending companies
and resolve these situations. Instead, I suggest using common
sense online safety protocols, such as keeping your financial
information secure and carefully vetting companies before handing
over your credit card. More information on keeping yourself safe
online can be found in the following articles:

How to Find People with Google
The Best Free People Search Sites
Five Ways to Find a Cell Phone Number
Every resource listed in these articles (and others like them, found
at this hub of free people search resources) is absolutely free and
will not ask users for personal financial information. Of course,
there's a few websites that choose to change their policies; there
is a disclaimer for any website that does this at the beginning of
any article referencing that particular website.

How to Keep Yourself Safe Online
Five Ways to Check Out a Hoax On the Web

What happens if a site is asking me to pay to find someone?

"None of the sites you are featuring are free!"
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As previously mentioned, every single site on About Web Search is
a free resource. Many times I receive emails from readers who
have read one of the articles on finding people online, clicked on
an ad found somewhere on the page, and found themselves on a
website that is not endorsed by About Web Search.

information. Unfortunately, many people fall for these scams
simply because they don't know how to use the variety of free
tools and people search sites that are available online. Here are
three thoughts to keep in mind when you're considering buying
people-related information:

Unfortunately, ads do sometimes feature websites that are not part
of the free people search resources found in the originating article.
These ads are automatically triggered by keywords found on the
page, and are not able to be editorially controlled. While ads pay
the bills and thus are necessary to the continuation of this site, it's
strongly suggested that readers browse carefully when reading
and click only on suggested resources within the article itself.

There are no secret access codes.

"I can't find anyone using these resources; can you suggest a paid
site?"

Unfortunately, many people overestimate their ability to stay safe
on the Web, and there are people just waiting to take advantage of
this naive outlook. Using your credit card information to purchase
"background information" is almost guaranteed to be problematic.

The vast majority of sites that try to tell you they've got "secret"
information are using the exact same resources that you have
access to, for free. Don't buy something you can easily dig up
yourself with just a little bit of knowledge.
Your information is not necessarily safe.

Paid sites are not featured here at About Web Search, simply
because they don't provide another level of access that isn't
already available. It is completely possible to find information on
people online using the free resources mentioned above.

If you can't find it, they probably can't either.
Not all information is necessarily online. If, after exhausting every
tutorial at About Web Search, enlisting the expertise of more
knowledgeable searchers, and consulting state/federal guidelines,
you're not able to find what you're searching for, the chances are
high that a computer-generated script robot will not be able to
locate it, either.

However, while you can certainly find a great deal of information
using the Web, there will be situations that end up being
unresolved. Not all information is available online, and if someone
doesn't live a life that is documented on the Web, it will be diﬃcult
to track down pertinent information. Many times a Web search can
be a great way to kickstart a greater search that continues oﬄine,
at country records oﬃces, genealogy societies, and other free
public resources.
Are free people search sites for real?

Again, you don't have to pay for this information. Why? Because
with just a little bit of practice (and a lot of patience), you can use
the Web to track down almost anyone. Here are a few resources to
get you started:

Free people search sites: are they really out there, or are you
doomed to spend X amount of money in your search for your long
lost classmate/friend/significant other? In other words, how can
you spot a scam?

A Step by Step Guide to Finding Someone on the
Web: If you're a Web search beginner, this is the best place to start
when thinking of finding someone online. This step by step guide
takes you through each level you need to learn, at your own pace.

Answer: If you've ever tried to find someone on the Web, you've
probably come across a lot of sites that try to "sell" you
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together snippets of information that when brought together will
give you a clear picture of who you are looking for.

Google People Search: Google may be the world's
most popular search engine, but it's also a key to unlocking
databases, digging behind information walls, and much more.

Also, finding information about people is one thing; locating public
records is another. In most cases, public records are not available
on the Web (see The Best Sites for Free Public Records for more
information).

15 Free People Search Engines: Search engines are
useful tools, especially when they're focused only on finding
people-related information. Use these niche search engines to find
the person you're looking for online.

Bottom line: never pay to find information on someone online. The
vast majority of websites that ask you for your credit card number
will simply serve you the same information you would have been
able to track down yourself, with just a little patience.

It's good to remember that in most cases you are NOT going to
find everything you want in one place. Using a variety of diﬀerent
search engines, sites, and other search tools will help you piece
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find people online, read this article: Should I Pay to Find People
Online?
Zabasearch
One of the first places you'll want to go when trying to find
someone online is Zabasearch. Type the person's full name into
the search field, and see what comes up.

How To Find Anyone Online: 10 Free Resources
By Wendy Boswell
Want to reconnect with someone? How about track down a long
lost classmate, a friend you just lost contact with, or even look up
your genealogy? You can do all this and more with free tools found
online.

You most likely will get a lot of information here, but do not pay
for information. If you see something that asks you to pay, just
disregard it. You'll be able to obtain a good amount of absolutely
free information here on the person you are looking for - or at least
enough to keep going.

In order to get the most out of this guide, I suggest you do the
following:

Once you have your information, copy and paste it to a Word
document or Notepad file for easy access, and keep on going to
the next step in this list.

Have an open Word document or Notepad tab handy to keep
track of your information. You will not find everything you are
looking for in one place; that's why we always suggest that you
use a wide variety of sites and tools in order to find all the
information that is possibly available to you.

Google
In order to find someone on the Web, you're going to need all your
sleuthing skills - very rarely does all the information you're looking
for come to you in one search. That's where Google comes in. You
can use this article on Google People Search for specific Google
tips that will help you find who you're looking for with this popular
search engine.

Put together as much information as you have on the person
you're looking for first. Do you have an address? Last name? Date
of birth, date of death? These are all tidbits of information that will
greatly aid in your search.
Use as many diﬀerent sources as possible. It is virtually
impossible to find everything you're looking for from one source. In
order to get the best array of information, it's imperative that you
use as many sources as you can.

For instance, merely typing the person's full name in quotations "John Smith" - into Google's search field can potentially yield quite
a few favorable results.

Also, a word of caution. Every week I get many letters from
frustrated readers who have clicked on an ad promising the moon
for a low monthly fee, usually in regards to finding someone online.
I never suggest that readers utilize these sites; they are accessing
exactly the same information as you are and therefore you should
not be paying for it. If at any time one of the sites suggested in
these pages suddenly changes their policies and starts charging
for services, I do my best to take that site oﬀ the list of free Web
resources. For more information about why you shouldn't pay to

Facebook
Facebook is one of the largest social networking sites on the Web
- and there is a very good chance that the person you are looking
for has a profile there.

If you know where the person lives - "John Smith" Atlanta - you'll
get even more results. How about where the person works? "John
Smith" "coca-cola" Atlanta.

If you have the full name of the person you're looking for, you can
use that to find them on Facebook. You can also find someone on
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Facebook by using their email address, if you have it. Or, you can
type in the name of the high school, college, or company that the
person you're looking for is aﬃliated with.

Type in who you're looking for into ZoomInfo and you'll potentially
come back with a lot of information that leads to other information:
i.e., links that show you where else that person is on the Web
(that's IF they have a presence online.

Pipl
Pipl is a people-specific search engine that gives you information
that's a bit diﬀerent than what you'll find using Google or Yahoo,
because it searches the Invisible Web, otherwise known as the
information that's not readily accessible in a cursory Web search.

If the person you are looking for doesn't get on the Web much, this
isn't going to do you much good.).
PeekYou
If the person you're looking for has done anything on the Web,
PeekYou should be able to pick it up.

Type in the person's name that you're looking for in the Pipl search
box, and see what you come up with.

For example,Peekyou enables you to search for usernames across
a variety of social networking communities. For instance: say you
would like to learn more about the person who uses the handle "ILove-Kittens"; you can use PeekYou to see what else they might
be doing on the Web under that username (most people use the
same username across many diﬀerent Web services; you can learn
more about searching via username in this article: Five Ways to
Find Someone Using A Username).

Obituaries
Obituaries can be relatively simple to track down, or they can
require a lot of research both on the Web and oﬀ. It just depends
on when and where they were published. However, you can use
the Web to find many obituaries online for free, or, at least get
started on your research.
Public Records
If you want to find someone online, one of these resources in the
Top Ten Public Records Sources is sure to help you.

LinkedIn
If you know the person's name that you're looking for, type it into
the LinkedIn search box and you'll get information such as current
job, professional aﬃliations, and more.

These are some of the best free public record search databases
online, from obituaries to census records. Note: Depending on the
state or country that you live in, you might not be able to access
more personal public records, such as birth certificates, drivers'
licenses, marriage certificates, etc., without A) showing physical
proof of identification or B) paying a fee.

If you're lucky, you'll be able to find a LOT of information on
LinkedIn, and you'll be able to use that information in turn to keep
going in your people search. Every little bit counts.
Zillow
If you have an address, you can find out a lot about your person's
home at Zillow. Just type in an address, a general area, or a zip
code, and Zillow will return a whole plethora of real estate
information about your query.

Many of these resources give you a good starting point from which
to begin your research.
ZoomInfo
ZoomInfo takes searching for people on the Web to a whole new
level; by using a combination of various technologies to crawl the
Web (Web sites, press releases, electronic news services, SEC
filings, etc.), ZoomInfo organizes all the information about people
into a readable, sensible format - profiles that can also be
searched within ZoomInfo by corporate headhunters.

SEPTEMBER 2016

In addition, you'll also be able to see how much that person's
house has been valued at, houses in the surrounding areas, local
resources, and more.
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unnecessary, but since we can’t predict when “most of the time”
really is, it’s by far the safest thing to do right away.
Naturally, make sure to change it to a secure password,
particularly if you’ve been lazy about that in the past.

What Should I Do When My Account Is Involved In A
Breach?

You’re at much higher risk if you previously used a weak password
– even if the hackers didn’t actually get the password itself in the
data breach. Depending on the data included in the breach, there
are techniques hackers can use to try millions, if not billions, of
diﬀerent passwords at high speed to see which ones work. The
weaker your password was, the more likely they are to discover it.

If your account is ever part of a breach, secure your account to
avoid further risk.
By Leo Notenboom
I received 2 notices below concerning my e-mails (Yahoo &
Google) being exposed. I changed passwords on both. Is this
common? If it reoccurs what are my options? I have a lot of
information stored in e-mail accounts is there a back up
application before getting new accounts?

You’re also at higher risk if you used that same password
elsewhere. This turns into more work.
The second thing to do
Depending on your personal security habits, the next step can get
messy.

Email Password: Exposed Online (may or may not be readable)
Type of Compromise: Potential breach
Where your data was found: web page
Potential Impacted Site: www.adobe.com
Email Password: Exposed Online (may or may not be readable)
Where your data was found: social media

Do you use that same password for other accounts?
If so, go change the password at each of those other
accounts. Make sure to give each a unique password so you’re
never using the same password twice. Use a password manager if
you have trouble keeping track of all your passwords – it’ll let you
use lots of complex passwords and still keep them unique,
because you won’t have to remember them.

This has happened to me as well.
I want to be clear: normally, this does not mean your accounts
have actually been hacked.

The issue is simple: if a hacker is somehow able to get your
password for the account aﬀected by the breach, they’ll have an
email address / password pair. Those are often the exact same
log-in credentials people use at other online services: same email
address, same password. Hackers know this, and immediately
start trying that combination at a variety of online services. If you
use the same password at multiple sites, losing one could be as
good as losing them all.

However, depending on the specifics of the breach, and your own
security habits, it could mean your account is at risk.
Your initial response to change passwords was correct.
The first thing to do
Your instincts were good.

This “password reuse” scenario has recently been blamed for
several widespread account hijacks at popular, and sometimes
sensitive, services.

If you have any concern at all, changing your account password is
exactly the right first step. Most of the time it’s actually
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But even showing up as part of five separate breaches, I’ve not
been hacked. I believe that to be the more common case, but
there’s no way to know for sure.

If your account has been hacked
If you suspect your account actually has been hacked and
accessed by someone else, you need to do much more than just
change a password.

Find out if your account is part of a breach
Aside from the various security and credit monitoring services that
include this as a feature, you can look for your own email address
on major breach lists. ‘;–have i been pwned?2 is a free service that
will tell you if your email address appears in any breach for which
they have the data.

In short, you need to change or verify every bit of your account
profile that could be used to reset or recover your password (for
instance, phone numbers, security questions, and more). Hackers
have been known to use this to re-hack an account, if all you’ve
done was change your password. They’ve also been known to
change this information so they can get back in whenever they
want.

This is where I showed up five times: MySpace, Adobe, Gawker,
LinkedIn, and Patreon.3

More about the steps you need to take are in this article: Email
Hacked? 7 Things You Need to do NOW. It applies to much more
than just email accounts.

You can also sign up to be notified if a new breach contains your
email address. This is how I learned of my involvement in the
Patreon breach, for example.

Something to consider
This is also a good time to consider two-factor authentication if
your account provider(s) support it.

Backing up email
You also asked if there was a backup application for email, should
you decide to get a new account.

Two factor, or multi-factor, authentication is an added security
layer that prevents hackers from signing in to your account even if
they know the password.

Absolutely. It’s called any desktop email program.
Seriously, get a program like Thunderbird or Microsoft Oﬃce
Outlook or any of a number of others. Install that on your PC,
configure account access using the IMAP protocol, and the
program will dutifully download all of your email to your PC as a
backup. On top of that, since I’m certain you’re also backing up
your PC, you’ll be further protected that way as well.

I now strongly suggest two-factor authentication, along with
complex and unique passwords, for any account you consider
even moderately sensitive.
Is this common?
You asked if this was common.

Back up your email regardless of whether you’re involved in a
breach or not. There are so many diﬀerent ways you could lose
access to your email account that you simply must have a backup
or you risk losing everything stored in it – often without warning or
recourse.

All I can say is yes … and no.
It does seem like we hear about massive account breaches at an
increasing pace. In my opinion, that pace will escalate until we
come up with something better than passwords for user
authentication.

Remember: if it’s only in one place, it’s not backed up.

As I said, it’s happened to me. My email address shows up on no
fewer than five lists of breached accounts.1 I’ve changed more
than a few passwords as a result.
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The following article was posted to osxdaily.com on April 5, 2016.
tinyurl.com/jbe6csh. © OSX Daily. Try the site. Lots of tips.

How To Password Lock Notes On iPhone & iPad
The latest versions of the Notes app for
iOS allow users to password protect
particular notes within the app, making it
an excellent place to store personal
information and private snippets that
you’d like to keep away from prying eyes.
In addition to password protection, Notes
in iOS also allows users to lock and
unlock notes with Touch ID as well, so if
the iPhone or iPad supports that feature
you’ll be able to use a quick unlock access method too.
We’ll run through how to lock notes in iOS, as well as how to
unlock and access the note(s) after they have been locked. Notes
app supports locking with any version of iOS after 9.0, earlier
releases do not have this feature. By no means is this a
substitution for using a passcode to lock the iOS device, instead it
should be looked at as an additional layer of security to protect
extra sensitive data contained on an iPhone, iPad, or iPod touch.

4. Fill out the password and hint that you want to use as the note
lock, and optionally but recommended keep “Use Touch ID”
enabled” and then tap ‘Done’ *

How to Lock Notes with Password Protection in iOS
This demonstrates how to apply password lock protection on any
note within the Notes app on iPhone, iPad, or iPod touch:
1. Open the Notes app in iOS if you haven’t done so already
2. Tap on the sharing icon in the upper right corner of the note, it
looks like a little box with an arrow flying out of it
3. In the action menu, find and tap on “Lock Note”
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The note will verify that it has been locked with a “Lock
Added” message, you can now lock the note by tapping on the
lock icon at the top of the note, or by locking the screen of the
device as you would normally.

3.
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At the “This note is locked” screen, choose “View Note”
Enter the password for the note to view the contents, or use
Touch ID (if applicable)

Once you’re finished viewing or editing the note, you can lock it
again as usual. You can also remove a lock permanently from a
note by returning to the Sharing section, and tapping on “Remove
Lock”.

Once the Notes app has been closed, the device screen has been
locked, or the notes have been deliberately locked, any locked
notes will remain locked until the proper password has been
entered or Touch ID has been used to unlock the protected note(s).
And yes, this works to lock any notes at all, whether they’re a
standard text note, a drawing or sketch made in Notes app, a
checklist, a collection of pictures contained in a note, or whatever
else you have kept in the note(s) you want to lock down.
* Be aware that the set password will lock and unlock any of the
notes locked within Notes app, each note does not have a
separate password. This applies to Touch ID as well.
Finally, it’s worth pointing out that for iPhone and iPad users that
have a Mac as well, as long as the computer is updated to the
latest version of OS X and using the same Apple ID, then the
locked iCloud notes will be accessible from both devices. You can
learn more about password protected Notes in Mac OS X here.

Unlocking Password Protected Notes in iOS
Want to access and view the contents of a locked note in iOS?
Here’s what you’ll want to do:
1.

Open the Notes app and tap on the note that is locked
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Dan Moren posted the following article to macworld.com on July
29, 2016. tinyurl.com/gtaelpo. © Mac Publishing.LLC. He is a
Contributor at Macworld and has been writing about all things
Apple since 2006.

prove your identity using not just one piece of information, but
several diﬀerent pieces. Traditionally, there are three types of
factors: something you know (such as a password), something you
have (such as a key), and something you are (biometrics).

Apple's Web Of Authentication

Apple has now implemented authentication via all these factors:
passwords and passcodes, your mobile phone and Apple Watch,
and Touch ID. In general, when you try to take an action that
requires authentication, Apple asks for at least one if not more of
these factors. For example, the company’s two-step verification
(and now its two-factor authentication) sends a code to an iOS
device or a Mac when you try to log into your iCloud account or
make an iTunes purchase from a new device. So, not only do you
have to know the password to that account, but you also need to
be able to prove that you have the device in question.

Apple uses three main authentication factors: something you know,
something you have, and something you are.
By Dan Moren
As someone who seems to live most
of his life on the Internet, I’ve always
appreciated Apple’s thorough and
thoughtful approach to security. The
company realizes that we keep all
sorts of important stuﬀ in our devices,
from our credit card numbers to our
super-secret, handed-down-throughseventeen-generations French toast
recipes. Hardly the kind of stuﬀ we want plastered all over the
world.

With Apple’s new two-factor authentication, that’s even further
improved, since all your other devices will be alerted, letting you
know if someone else is attempting an unauthorized login.
My voice is my passport
Once the thing of science fiction, biometric authentication has
become pedestrian. Logging in to your phone with your fingerprint
certainly makes it more convenient, especially when you do it so
many times a day, and it allows you to, for example, create a far
longer passcode since you hopefully won’t have to enter it as
frequently.

Like every other technology company, Apple has to weigh the
fundamental tradeoﬀ between security and convenience. In
general, the higher the level of security, the less convenient it is—
no surprise there, since making something more diﬃcult for
someone else to break into generally means making it more
diﬃcult for you, too.

Biometric security comes with its own risks, however. Unlike a
password or passcode that can be stored in your memory alone,
biometrics relies on something that’s easily accessible. You leave
fingerprints everywhere, for example, and face-based biometrics
can in some cases be circumvented via video. And once
compromised, that form of security basically can’t be used again:
you can change your password if your account is hacked, but you
can’t really change your fingerprints.

Apple’s security measures are pretty comprehensive, and they’re
only getting better. With the latest additions to Apple’s lineup this
fall, the company is getting one step closer to creating an
interconnected web of authentication that should hopefully make
your device security better and more transparent.
The X factors
When it comes to security, the safest options rely on a multi-factor
authentication approach. That is, you ideally want to be able to
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This is an interesting and somewhat complex web of
authentication, which essentially works like this: when you unlock
your Apple Watch, you need to enter your passcode on it or on
your iPhone. However, the Watch knows when it’s being worn, and
can automatically lock when it’s removed from the wearer’s wrist.
(There is a workaround, but it’s a little tricky.) As long as you’re
wearing your Watch, it’s considered to be an authenticated token,
in the same way that you can use it for Apple Pay as long as it’s
been unlocked.
That could open up opportunities for the Watch to be used as an
authenticated token in other places, too. Who knows? Maybe
someday your Apple Watch will be the key fob for your Apple Car,
letting you open the door and start the engine without having to
take any actions. Maybe HomeKit-enabled smart door locks will
use the Watch to authenticate you to your house. Perhaps you
might even be able to watch content you own on a friend’s Apple
TV if it detects your Apple Watch in the vicinity.

Some precautions can be taken to make that harder. For example,
when Apple stores your fingerprint for Touch ID, it’s not actually
scanning your fingerprint but storing a series of mathematical
measurements and information about it. If that digital information
—which is stored in the isolated secure enclave on an iOS device’s
processor—is somehow compromised, it would be hard to turn
that into something that could be used to create a fake fingerprint.
Harder, anyway, than lifting an actual fingerprint from somewhere
in your house and creating a fake fingerprint using that. Either way,
it does require some degree of dedication.

I have no doubt that seamless security and authentication will
continue to be major features that Apple pushes as it continues to
improve its existing products and roll out new ones. After all, the
company not only likes to boast of the things only its integration
between hardware, software, and services can accomplish, but
also about its stance on privacy and security. Why not take the
opportunity to improve both?

Rumor has it that Apple is investing further in biometrics, possibly
including an iris scanner in a future version of the iPhone. If true,
presumably it would use much the same methodology as Touch
ID.
Wear your authentication on your sleeve
Apple announced one additional authentication feature debuting
this fall. Using watchOS 3, iOS 10, and macOS Sierra, you’ll be
able to unlock your Mac without entering your password when
you’re wearing your Apple Watch.
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security of your Apple ID and all the personal information you store
with Apple.

Two-Factor Authentication For Apple ID

Once signed in, you won’t be asked for a verification code on that
device again unless you sign out completely, erase the device, or
need to change your password for security reasons. When you
sign in on the web, you can choose to trust your browser, so you
won’t be asked for a verification code the next time you sign in
from that computer.

Two-factor authentication is an extra layer of security for your
Apple ID designed to ensure that you're the only person who can
access your account, even if someone knows your password.

Trusted devices
A trusted device is an iPhone, iPad, iPod touch, or Mac using iOS
9 or OS X El Capitan that you've already signed in to using twofactor authentication. It’s a device we know is yours and that can
be used to verify your identity by displaying a verification code
from Apple when you sign in on a diﬀerent device or browser.
Trusted phone numbers
A trusted phone number is a number that can be used to receive
verification codes by text or phone call. You must verify at least
one trusted phone number to enroll in two-factor authentication.
You should also consider verifying other phone numbers you can
access, such as a home phone, or a number used by a family
member or close friend. You can use these numbers if you
temporarily can't access your own devices.

How it works
With two-factor authentication, your account can only be
accessed on devices you trust, like your iPhone, iPad, or Mac.
When you want to sign in to a new device for the first time, you'll
need to provide two pieces of information—your password and the
six-digit verification code that's automatically displayed on your
trusted devices. By entering the code, you're verifying that you
trust the new device. For example, if you have an iPhone and are
signing into your account for the first time on a newly purchased
Mac, you'll be prompted to enter your password and the
verification code that's automatically displayed on your iPhone.

Verification codes
A verification code is a temporary code sent to your trusted device
or phone number when you sign in to a new device or browser
with your Apple ID. You can also get a verification code from
Settings on your trusted device.
A verification code is diﬀerent from the device passcode you enter
to unlock your iPhone, iPad, or iPod touch.
Turn on two-factor authentication for your Apple ID
Two-factor authentication is currently available to iCloud users with
at least one device that's using iOS 9 or OS X El Capitan or later.
Learn more.

Because your password alone is no longer enough to access your
account, two-factor authentication dramatically improves the
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You can follow the steps below to turn on two-factor
authentication.
On your iPhone, iPad, or iPod touch with iOS 9 or later:
1.
2.
3.

Go to Settings > iCloud > tap your Apple ID.
Tap Password & Security.
Tap Turn on Two-Factor Authentication.

View and manage your trusted devices
You can view and manage a list of your trusted devices in the
Devices section of your Apple ID account page.

1.

Go to Apple () menu > System Preferences > iCloud >
Account Details.
2.
Click Security.
3.
Click Turn on Two-Factor Authentication.

1.
2.
3.

What to remember when you use two-factor authentication
Two-factor authentication significantly improves the security of
your Apple ID. After you turn it on, signing into your account will
require both your password and access to your trusted devices or
trusted phone number. To keep your account as secure as
possible and help ensure you never lose access, there are a few
simple guidelines you should follow:

Go to your Apple ID account page.
Sign in with your Apple ID.
Go to the Devices section.

The device list shows the devices that you're currently signed in to
with your Apple ID. Select a device to view the model, serial
number, and other useful information, including whether or not the
device is trusted and can be used to receive Apple ID verification
codes.
You can also remove a trusted device. Removing a trusted device
will ensure that it can no longer display verification codes and that
access to iCloud, and other Apple services on the device, is
blocked until you sign in again with two-factor authentication. If
you need to find or erase your device before you remove it from
your trusted device list, you can use Find My iPhone.

Remember your Apple ID password.
Use a device passcode on all your devices.
Keep your trusted phone number(s) up to date.
Keep your trusted devices physically secure.

Manage your account
You can manage your trusted phone numbers, trusted devices,
and other account information from your Apple ID account page.

Help and frequently asked questions
Need help? You might find the answer to your question below.
Is this different than Apple’s current two-step verification feature?
Yes. Two-factor authentication is a new service built directly into
iOS 9 and OS X El Capitan. It uses diﬀerent methods to trust
devices and deliver verification codes, and oﬀers a more
streamlined user experience. The current two-step verification
feature will continue to work separately for users who are already
enrolled.

Keep your trusted phone numbers up to date
To use two-factor authentication, you need at least one trusted
phone number on file where you can receive verification codes.
You can update your trusted phone numbers when you follow
these steps:
1.

Sign in with your Apple ID.
Go to the Security section and click Edit.

If you want to add a phone number, click Add a Trusted Phone
Number and enter the phone number. Choose to verify the number
with a text or phone call, and click Continue. To remove a trusted
phone number, click
next to the phone number you want to
remove.

On your Mac with OS X El Capitan or later:

•
•
•
•
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Go to your Apple ID account page.

46

VOLUME 27, NUMBER 9

MAIN LINE MACINTOSH USERS GROUP

file for two weeks in case you need to return your account to its
previous security settings. After that, they will be deleted.

What if I forget my password?
You can reset or change your password from your trusted iPhone,
iPad, or iPod touch when you follow these steps:
1.
2.
3.
4.
5.

Can Apple Support help me regain access to my account?
Apple Support can answer your questions about the account
recovery process, but can't verify your identity or expedite the
process in any way.

Go to Settings > iCloud.
Tap your name.
Tap Password & Security.
Tap Change Password.
Enter a new password.

What are the system requirements for two-factor
authentication?
For the best experience, you should make sure you meet the
system requirements below on all the devices you use with your
Apple ID:

These steps will work only from a trusted device with a device
passcode enabled. If you don’t have access to a trusted device,
go to iforgot.apple.com and enter your Apple ID. Follow the
prompts to reset your password.

•
•
•
•

What if I don’t have access to a trusted device or didn't
receive a verification code?
If you're signing in and don’t have a trusted device handy that can
display verification codes, you can have a code sent to your
trusted phone number via text or a phone call instead. Click Didn't
Get a Code on the sign in screen and choose to send a code to
your trusted phone number. You can also get a code directly from
Settings on a trusted device. Learn how to get a verification code.

iPhone, iPad, or iPod touch with iOS 9
Mac with OS X El Capitan and iTunes 12.3
Apple Watch with watchOS 2
Windows PC with iCloud for Windows v5 and iTunes 12.3.3

What if I don’t recognize the location shown in my sign in
notification?
When you sign in on a new device, you’ll get a notification on your
other trusted devices that includes a map showing the
approximate location of the new device. This is an approximate
location based on the IP address the device is currently using,
rather than the exact location of the device. The location shown
might reflect the network you're connected to, and not your
physical location.

If I can't sign in, how do I regain access to my account?
If you can’t sign in, reset your password, or receive verification
codes, you can request account recovery to regain access to your
account. Account recovery is an automatic process designed to
get you back in to your account as quickly as possible while
denying access to anyone who might be pretending to be you. It
might take a few days—or longer—depending on what specific
account information you can provide to verify your identity.
Do I still need to remember any security questions?
No. With two-factor authentication, you don't need to choose or
remember any security questions. Your identity is verified
exclusively using your password and verification codes sent to
your devices and trusted phone numbers. When you enroll in twofactor authentication, we will keep your old security questions on
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If you know you’re the person trying to sign in but you don’t
recognize the location shown, you can still tap Allow and continue
signing in.
However, if you ever see a notification that your Apple ID is being
used to sign in on a new device and you're not the one signing in,
tap Don’t Allow to ensure the sign in attempt is blocked.
What if I use two-factor authentication on a device running
older software?
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Glenn Fleishman posted the following article to macworld.com on
June 29, 2016. tinyurl.com/h8gnqvz. © IDG Consumer & SMB. He
is a Senior Contributor to Macworld and a regular contributor to
the Economist, Fast Company, and Boing Boing. He appears
regularly on public radio to discuss the tech industry.

If you use two-factor authentication with devices running older OS
versions, you might be asked to add your six-digit verification
code to the end of your password when signing in. Get your
verification code from a trusted device running iOS 9 or OS X El
Capitan, or have it sent to your trusted phone number. Then type
your password followed by the six-digit verification code directly
into the password field.

Tune Up Your Two-Step Recovery Key
Do you even know where your Recovery Key is?

Can I turn oﬀ two-factor authentication after I’ve turned it on?
Yes. But keep in mind that if you turn oﬀ two-factor authentication,
your account will be protected only with your password and
security questions.

By Glenn Fleishman

To turn oﬀ two-factor authentication, sign in to your Apple ID
account page and click Edit in the Security section. Then click
Turn Oﬀ Two-Factor Authentication. After you create new security
questions and verify your date of birth, two-factor authentication
will be turned oﬀ.
If someone has turned on two-factor authentication for your Apple
ID without your permission, you can also turn it oﬀ from the
enrollment confirmation email sent to your Apple ID or rescue
email address. Click Turn Oﬀ Two-Factor Authentication at the
bottom of the email to restore your Apple ID to its previous
security settings and regain control of your account. The link is
active for two weeks after you enroll.

If you’re using Apple’s two-step verification system for logins, I
have just one (not two) questions for you: do you know where your
Recovery Key is?
A friend recently went through a multi-week set of interlocked
problems when he was locked out of his Apple ID account on his
iPhone, and couldn’t find his Recovery Key. He wasn’t ultimately
able to get Apple to unlock his account. (During this period, his
phone also locked up for a few days and he couldn’t receive texts
or alerts, either.)
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He had forgotten he’d enabled two-step verification, which is the
older of Apple’s two methods of using a second piece of
information to validate that you’re the accountholder. With the twostep system, Apple uses something akin to Find My iPhone to
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provide a code on your iOS devices or sends an SMS that you use
to complete your login.
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necessarily lose access forever if your password is reset or
forgotten. When logging into any Apple site or service, Apple’s 2FA
system sends a location alert to every OS X and iOS device
connected to the Apple ID. Once you approve the location by
clicking or tapping Allow, you’re presented with a 6-digit code to
enter on the login screen or site. You can also opt to send a text or
have an automated voice call in which the number is read aloud.

If you can’t remember your password, you need to have two other
things to hand: a Recovery Key generated at the time you enabled
two step, and access to one of the account’s trusted devices,
which can be iOS devices or a phone that can receive an SMS.
Your Apple ID can also be locked for reasons out of your control,
such as someone trying to hack your account, and you won’t be
able to log in with the password. If you wind up without your
Recovery Key, all was lost.

To enable 2FA, you first have to disable two-step verification. For
months, I tried to enroll in 2FA, and was told I didn’t meet the
system requirements: at least one device had to be running iOS 9
or OS X 10.11 El Capitan. Despite all my hardware using those
releases, it wasn’t until about six months into Apple’s rollout that I
could finally make it work.

So…can you find your Recovery Key right now? No? You’ve got
three choices:
Disable two-step verification at appleid.apple.com. This reduces
your protection against someone guessing or obtaining your
password, but you won’t get locked out.

If you lose access to the account, you can go through a recovery
process with Apple that involves human beings and can take a few
days. They need to confirm you really are the valid owner of the
account. Apple notes in its support page that registering a creditcard number with your iCloud account that uses the Apple ID can
aid in recovery as part of verifying your identity.

Reset your Recovery key. Generating a new Recovery Key while
you retain access to your account also solves the problem. Follow
these steps:

Remember that in both cases you need to generate app-specific
passwords, available at the Apple ID site, to use third-party apps
that need access to calendars and contacts.

1. Go to the Apple ID account page.
2. Log in and validate the session as prompted.
3. Click Security, click Edit, and then click Replace Lost Key.
Follow the steps.
4. Figure out where you will put the Recovery Key this time to
not lose it.
I suggest dating the Recovery Key so you know the last time you
reset it. If you use software that can strongly encrypt data and
which doesn’t sync that data via Dropbox or other sources, you
can keep a digital copy. Otherwise, figure out a physical location,
including a safe-deposit box or other safe location—wherever you
keep your birth certificate, say.
Switch to two-factor authentication. Apple newer two-factor
authentication (2FA), introduced in fall 2015 and still apparently
rolling out, no longer uses a Recovery Key, so you won’t
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Mary Landesman posted the following article to about.com on
March 3, 2015. tinyurl.com/62mt9v. © about.com. She is Senior
Security Researcher for Cisco and has been directly involved in
computer security since the early 1990s.

exposure by reading email in plain text only and avoid clicking
links or opening attachments in email received unexpectedly even if it comes from someone you know.
Of course, you should never respond to ads from strangers - stick
with the good guys. For a free online scan, use one of these top
online scanners online scanners. Keep your system patched to
prevent exploit: use the free Secunia Software Inspector at least
monthly to check your system for vulnerabilities that need
patching.

What Is Scareware?
By Mary Landesman
Scareware is fraudulent and malicious software that is advertised
as being a virus scanner or other security software. Scareware,
also known as rogue scanners, goes by many diﬀerent names.
Some of the more common include XP Antivirus, SpywareSheriﬀ,
and SpyFalcon (see: 69 Scanners to Avoid).

How to Spot Scareware
A classic symptom of a rogue scanner is getting unexpected virus
alerts from a product you don't recall installing. Before you do
install a new scanner or other security software, check first to
make sure it's not on the rogue scanner list. If you are receiving
virus alerts unexpectedly, follow these Six Steps to Tell if a Virus
Alert is Legit.

Once on the system, the scareware typically displays false virus
alerts, with instructions to buy the "full version" in order to remove
the fictional infections. Wasting your hard-earned dollars on a
bogus product isn't the only thing you need to worry about. There
have been multiple reports from folks who fell for the scam only to
end up with credit card charges much higher than expected - and
often a series of fraudulent charges continue to appear on their
statements. Victims typically encounter rogue scanners in one of
three ways:
•
•
•
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Removing Scareware
First and foremost, absolutely do not let the rogue scanner
connect to the Internet. Typically, an uninstaller is placed under the
Add/Remove Programs option in Control Panel - but the uninstaller
seldom works. If your existing antivirus can't remove the rogue
scanner, use SmitFraudFix - a free tool that specializes in the
removal of this specific type of malware. (Editor - For Windows
PCs)

Email scams disguised as greeting cards or breaking news
alerts;
Advertisements that oﬀer a free scan or system tune-up;
Compromised websites retrofitted to exploit software
vulnerabilities.

Preventing Scareware
Scareware is often distributed through legitimate advertising
channels on websites. One of the best ways to avoid a scareware
infection is to disable active scripting being fed through third party
websites. The easiest way to do this is to use NoScript (available
for Firefox only).
You should also keep your legitimate antivirus/antispyware
scanner up to date. You can also help mitigate your risk of
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AI And Humans

swim. The results might help in developing therapies and
prosthetics for humans who suﬀer limb amputations or paralysis.

By Kathy Garges

In Italy, researchers designed a soft, octopus robot which they
named the Octobot Robopus. It has no bones or exoskeleton, but
can grasp, crawl and swim. It crawls by stretching its arms and
using a combination of “muscles” to push oﬀ from the sea floor.

Robot Guinea Pigs
Scientists are using robots as experimental
subjects in research. Building a robot that embodies animal
characteristics of movement creates a physical model to use for
experiments about evolution, anatomy and behavior that wouldn’t
otherwise be possible.

Based on their experiments, the scientists believe that the octopus
is better able to navigate in the ocean, which is a complex
environment compared with air, by giving up central brain control
of its movement. Instead, the octopus relies on the spontaneous
interaction between its body structure and the environment.

A team of U.S. scientists studied the mudskipper, a small fish that
swims and also propels itself on land, and designed a robot based
on the fish. Their purpose was to explore how the first animals to
move from water to land were able to make this radical transition
about 350 million years ago.

These experiments all fall into the broad theory of embodied
cognition (discussed in previous columns) which explores how the
body and brain work together to create intelligence and intelligent
behavior. There are various theories about how this coordination
operates. If true, the idea of embodied cognition gives a new
perspective on human intelligence. It isn’t a matter of central brain
or mind control, but depends on continual physical interaction with
the environment.

They found that the robot used its limbs to move forward and lift
itself up a sandy slope, as expected. But it also used its tail in
coordination with its limbs to stabilize the movement. The
experiments suggest that the tail was crucial to the evolutionary
transition of animals from water to land.

Embodied cognition theory also suggests that designing AI in the
form of augmented reality devices and the Internet of Things would
be the user-friendly, human-friendly, path for AI. Augmented reality
includes devices that are part of the environment that directly
aﬀect or interact with humans, like speech recognition and
environmental sensors, in addition to devices humans wear or
hold, like headsets, contact lenses and gloves. The Internet of
Things is a concept of smart devices embedded in the
environment that interconnect via the Internet with each other and
with humans. In comparison, the mouse, graphical user interface
and desktop metaphor of the original Mac, innovative as they were
at the time, seem like a primitive and tentative step towards a
world interwoven with AI.

Scientists in the Netherlands invented the Pleurobot, a robot
based on the salamander, to explore a diﬀerent aspect of evolution
and anatomy, namely, how the spinal cord controls movement. The
Pleurobot has 27 motors and 11 segments in its spine, compared
to the 40 vertebrae and multiple free-moving joints in the spine of a
real salamander. The research team printed the robot’s bones with
a 3D printer and used electronic circuitry to create a nervous
system.
When the researchers applied a low level of electrical stimulation
through the “nerves,” the Pleurobot walked. With increased levels
of stimulation it automatically went faster and then started to

51

VOLUME 27, NUMBER 9

MAIN LINE MACINTOSH USERS GROUP

The embodied cognition perspective also suggests why
computers and iDevice technology tend to negatively aﬀect human
well-being. In their present form, these technologies tend to
“disembody” humans, causing us to stop moving and interacting
with our environment and instead constrict our bodies to focus on
a small screen that, as big as it may be, is much smaller than the
world we are immersed in. Augmented reality and the Internet of
Things favor designs that expand our interaction with the world.
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Sources and additional information:
AAAS, “Evolution of the Tail: From Water to Land,” YouTube, July
7, 2016, http://tinyurl.com/z2c3m4e.
“Robot mimics vertebrate motion,” Kurzweil Accelerating
Intelligence newsletter, July 7, 2016, http://tinyurl.com/zcjso6x.
Lori Dorn, “Scientists Construct a Multi-Armed Soft Robot That
Mimics the Movements of an Octopus,” Laughing Squid, April 11,
2016, http://tinyurl.com/jomdbuk.

Embodied cognition theory also creates a diﬀerent perspective for
analyzing ethical issues related to technology. Steve Mann, a
pioneer in wearable computing, has initiated an eﬀort to create a
“Code of Ethics for Human Augmentation.” The first eﬀort is
diﬃcult reading. It seems this perspective and the technology are
so new and unfamiliar that our language does not have the words
to express the ideas we need. But it also promises to be a useful
approach for analyzing important issues created by AI and other
technology, such as privacy and surveillance.

Keith Frankish, “The mind isn’t locked in the brain but extends far
beyond it,” Aeon, July 7, 2016, http://tinyurl.com/jfx7ybm.
Steve Mann, et al., “Code of Ethics on Human Augmentation: the
three ‘Laws,’” Kurzweil Accelerating Intelligence News, July 7,
2016, http://tinyurl.com/z2vxbmn.

On the practical side of embodied cognition theory, a new
company has created the Ori system of robotic furniture that
restructures itself to adapt to human needs. It’s especially
designed to make the best use of small spaces and make them
seem larger to humans.

Glenn Tickle, “Ori, Robotic Furniture That Changes Shape to
Maximize the Use of Small Spaces,” Laughing Squid, August 19,
2016, http://tinyurl.com/h7tr3bd.
“Mechatronics,” Wikipedia, https://en.wikipedia.org/wiki/
Mechatronics.

The Ori system has some familiar elements, like storing away the
bed or rearranging it to make room for daytime seating. But it uses
the new interdisciplinary approach called mechatronics to
accomplish familiar and innovative design ideas. Mechatronics
combines engineering design with intelligent control systems.
Once you install your Ori system, you can phone home to
rearrange the furniture, conceal your unmade bed, and roll out the
grill and dining table to welcome guests to a last-minute dinner
party.

Ori, http://orisystems.com/#welcome-home.
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MARITIME CRUISE PHOTOGRAPH
Taken by Marian Berray
Marian advised me that this photo was taken at sunrise when they were sailing on Lake Ontario
into the Port of Toronto, Canada on their Pearl of the Seas Cruise. They ate in the CN Tower
revolving restaurant which is the spire you see in this stunningly beautiful photo.
Sally Bazrod
Photo Editor
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