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EDITOR COMMENTS
The solution to remove
temporary items in OS X is
remarkably simple: reboot
the Mac. It will usually clear
out the entire bloated
temporary section of Mac OS
system files.
Watch a video, Notable Mac
Viruses and Malware to Look
Out For, in the article, How
To P r o p e r l y S c a n Yo u r
Computer for Viruses,
Trojans, and Other Malware.

FEBRUARY LOCATION
NOT OUR USUAL!!
We will meet at Hershey’s
Mill Community Center. It’s
oﬀ Greenhill Road,
somewhat northeast of
West Chester and south of
Frazer. See the MLMUG
website for directions.

SATURDAY OF THE MONTH

TROUBLESHOOTING ISSUE

MICROSOFT OFFICE & APPLE TV
Our main presenter at Saturday’s meeting will be Stan Horwitz who will
discuss Microsoft’s two new products ,Oﬃce for Mac 2016 and Oﬃce
365, and Apple's new 4th generation Apple TV device and its new
remote control.
Stan Horwitz will give an overview of the products and then
demonstrate their use. NOTE: His review of Apple TV is on pages 34-36
of this issue.
Stan Horwitz is a long-time MLMUG member and has been an
unoﬃcial Mac evangelist for many years. A veteran Mac user, Stan
uses his Macs for everything from personal taxes, banking, and
investments to interactive messaging, digital photography, music, and keeping in touch with
distant friends and family. He works at Temple University in the Computer Services
Department where he is responsible for disaster recovery. Stan lives in the Art Museum area
of Philadelphia with his cat, Darwin, and is an avid photographer.

REMEMBER -THIS MONTH WE ARE MEETING AT HERSHEY’S
MILL BECAUSE OF CONSTRUCTION AT GOOD SAM.
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Typical Meeting Agenda
9:00 - 9:05: Call to order in main meeting
room.
9:05 - 10:05: Three Concurrent Special
Interest Groups (SIGs) convene in
separate rooms. The three current
SIGs are:
Newer Users- We cover the most
basic questions you may have about
your Mac/iDevices and how to use
them.
Multimedia - We discuss using your
Mac/iDevices and applications for
photo, video, audio, and print media.
OS - We go beyond basics to
discuss Apple’s current operating
systems, using your Macs &
iDevices, & various applications, &
have Q&A.

MLMUG Email list
The Main Line Macintosh Users
Group has its own email list.
Compose your letter and email it to
mlmug@yahoogroups.com and
your message will be sent to
everyone on the mailing list.
Posting to this list is restricted to
MLMUG members. Contact Bob
Barton if you are a member and
you are not on the list.
Please observe rules of etiquette.
See the Yahoo Groups Terms of
Service. The MLMUG list may be
used to post Apple/Macintoshrelated items for sale, but any
solicitation of members through
the list is forbidden without the
written consent of a MLMUG
oﬃcer. The list is hosted at Yahoo
Groups.
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New Users SIG
You don’t have to wait a whole month to
get answers to your basic Mac questions!
Get together with other members on the
fourth Saturday (i.e., two weeks after each
regular meeting) for the Startup Folder Lite.
Many new users have said that they can
learn much more from face-to-face
meetings than they do from manuals or
other sources. That’s what this meeting is
all about. Go to www.mlmug.org/nusfl.html
for details.
Macintosh Programming SIG/
Philly Mac Programming Group
The objective of this group is to help
members become more familiar with the
concepts of Macintosh and iOS
programming, i.e., the elements of the
Macintosh GUI, user interaction, file
system, etc., and the main Mac
programming tools: AppleScript, Java, C,
and Objective C.
The Philly Mac Programming SIG meets at
10:30 AM on the first Saturday of each
month, but usually skips January and July.
Contact Deivy Petrescu, Chair, for venue
information. www.phillymacprog.org. The
next meeting will probably be at Ludington
Library in Bryn Mawr.

10:05 - 10:15: Continuation of Q&A for all
attendees.
10:15 - 10:30: Welcome and other business.
10:30 - 11:50: Main Presentation (by a
member or guest)
11:50 - Noon: Raffles and silent auctions.
Come join some fellow MLMUG members
for lunch after the meeting at a nearby
restaurant.
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Membership Information
Membership dues are $25 for individuals and $35 for
families. Memberships are based on your anniversary
date, which is the month you joined. You will be emailed reminders when membership fee is due.
If you’re just visiting to check us out, or if you’ve
been visiting for some time, but haven’t joined,
consider these BENEFITS OF MEMBERSHIP:
• Monthly meetings, where you can learn, share,
a n d m e e t e v e r y o n e f ro m w o r k i n g M a c
professionals to new Mac users from all
backgrounds.
• Monthly newsletter, which is full of interesting
Mac news, tips, and information.
• Useful free items at the monthly Raﬄes.
• Discounts. Vendors oﬀer special prices to User
Group members.
• Web Site with 12 months of MLMUG
newsletters, meeting information, a member
directory, directions to our meetings, and much
more! Our web site is www.mlmug.org.
• MLMUG Mailing List, to post technical
questions or comments to each other and the
experts within the group.
• Reviewers keep items reviewed.
Are you ready to join? Please make a check
payable to MLMUG and bring it to a monthly
meeting or mail it to:
Treasurer, MLMUG
P.O. Box 1374
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both you and I will be rewarded if we explicitly consider that initial
question.

Youtube & Wikipedia - Search Engines!

I first go to Wikipedia if:

By Mark Bazrod

1. I have a limited amount of knowledge about the subject, or
2. I’d first like to get an overview of the subject.

YOUTUBE & WIKIPEDIA - SEARCH ENGINES

It's much more efficient to go directly to Wikipedia and do the
search within Wikipedia to find the articles I'd first like to examine.
This way I don't have to do a Google search, scroll down the
results until I see the Wikipedia article I want, and then select that
article. In addition, there are at times other articles in Wikipedia. By
doing the search first in Wikipedia, I see all the Wikipedia articles at
once. Then, once I have my overview I can search with Google
across the web for more detailed content, as necessary.

This column hopes to motivate you to begin your Internet searching
by first checking out YouTube and Wikipedia. YouTube contains
millions of videos on an unbelievable number of subjects. Wikipedia
has hundreds of thousands of articles.
YouTube and Wikipedia are great search engines. In some
respects, they are better search engines than Google, Bing and
Yahoo.

It’s amazing and surprising to see what’s available on Youtube I
first go to YouTube if:

That may be hard to believe, but the problem is that (1) most of us
only think of YouTube and Wikipedia as vast bodies of content
(generally termed databases) and (2) the general definition of a
search engine is software that accesses the Internet. For the
purposes of this column, I prefer to split the definition of search
engines to those that access the Internet - generalized search
engines - and to those that access a particular database specialized search engines.

1. I want to see video clips of old or recent TV shows,
2. I want to see video clips of old movies,
3. I want to watch detail instructions on how to do something,
particularly computer and do yourself projects,
4. I want answers to computer problems, or
5. I want to learn something new and be able to see it done, such
as using a new computer operating system or learning to play
pool.

Google and other generalized search engines are typically the best
platforms to locate the content you require, particularly if complex
queries are required. But generalized search engines have a major
disadvantage - they dredge up all sorts of irrelevant results. You
have to pick out the gems from the mass of material.

There are hundreds of specialized search engines on the Internet
in addition to YouTube and Wikipedia. (The rest of the world calls
them specialized databases.) You might read Searching
Specialized Databases, tinyurl.com/j6hndw7. Some are free; some
are not. If you frequently need information on a particular subject, it
might pay you to find out what “specialized databases“ are
available and use them for your initial search.

So the initial question for a searcher should be whether to start off
with a specialized search engine or a generalized search engine. I
suspect we start off with Google as a matter of habit, but I think
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The following article was posted to cbslocal.com on January 5,
2016. tinyurl.com/jxgr79n. © CBS Local Media.

“It comes by default, it is switched on,” said Campbell. “That’s
why there’s an uproar.”

New iPhone Feature Can Drive Bill Up

Apple had no comment.

[Editor - Check site for excellent video link after 25-second ad.]

To turn oﬀ WiFi Assist, go to settings, then cellular,
then down at the bottom users can switch oﬀ the
feature.

Data overages can lead to big phone bills.
One family, however, was shocked when they got a bill for more
than two thousand dollars. The big bill was because of a new
feature on Apple iPhones that you may not be aware of.
Like many teens, Ashton Feingold didn’t think much about the text
message from AT&T which warned that he was nearing his data
limit.
“It just said maybe 65 percent of your data has been used,” said
Feingold.
Then the bill came.
“I thought my dad was going to kill me,” he said.
“It’s usually $250 a month and this was $2,000!” said Ashton’s
father Jeﬀ.
The diﬀerence? A new feature on Ashton’s iPhone called “WiFi
Assist” which is standard with the new iOS 9.1 operating system.
“I had no idea what that was,” said Jeﬀ Feingold.
It’s intended to make sure the user always has a good signal by
automatically switching to cellular data when a WiFi signal is weak.
In Ashton’s bedroom, he thought he was still connected to WiFi
while streaming and surfing the web. Instead, his phone was
gobbling up data- more than 144-thousand megabytes.
“That’s pretty high but I can see it happening,” said Mike Campbell
with “Apple Insider.”
He added that while some customers like what WiFi Assist does,
many don’t know they have it.
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Bryan Chaﬃn posted the following article to MacObserver.com on
January 18, 2016. tinyurl.com/haumvzl. © The Mac Observer Inc.
Bryan is the Cofounder of The Mac Observer and currently serves
as Afternoon Editor. He has coauthored Incredible iPad Apps for
Dummies with Bob LeVitus.

Beware Phishing Scam That Looks Like Real Apple
Email
By Bryan Chaﬃn
I received the best looking phishing email I've seen in a long time,
if not ever, and wanted to make folks aware of it. While it looks like
it could be from Apple, including legitimate links to Apple's
Support site and online forums, the link to "My Apple ID" is to
http://nuestrocafe.es/ar, not an Apple URL, and I don't recommend
loading it in a browser.
It's a sophisticated attack in that the phishers used my full name in
the To field, as shown in the image below. This wasn't a blind BCC
blast; it was one email sent to me.
The copy is also fairly clean, a rarity in the vast majority of phishing
schemes I've seen as they are often crafted by non-native English
speakers/writers. In this one, several "i" letters use "ι" instead, and
"Incase" was typed as one word, but I had to look closely to notice
either issue.
Tips: Always check URLs before clicking or tapping them. When
viewing an email in most versions of Mail.app in OS X, hovering
over a link will reveal the actual URL in a popup rectangle. This is
true even when the link has been crafted to look like one URL
when it really points to another. Also, when fiddling with your
iTunes account, it's always best to do so within iTunes itself, and
not by clicking an external link.

Phishing email scam designed to look like it's from Apple

Help spread the word on this one. It's sure to catch unsuspecting
victims.
Here's what the phishing email looks like:
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Tim Fisher posted the following article to about.com on January
20, 2016. tinyurl.com/jcwn64l. © About.com. He is a freelance
technology author, co-owner of a technology services company for
small businesses, and author of Windows 8 Basics in 30 Minutes.
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More times than you would believe, I would visit a customer's
home or business, listen to a long story about an issue, and then
simply restart the computer to fix the problem.

5 Simple Fixes For Most Computer Problems

Contrary to accounts otherwise, I do not have a magic touch.
Computers sometimes encounter very temporary issues that a
restart, which clears its memory and reruns processes, solves.

Try These Ideas Before You Pay for Computer Service (and You
May Not Have To!)
By Tim Fisher
You may have already decided that the computer problem you're
dealing with is too hard to fix yourself, or at least not something
you're interested spending your time doing.

Make sure you restart your computer at least one time before
scheduling computer repair with anyone. The problem, assuming
its of a certain nature, might simply go away.

I'd argue that you should almost always try to fix your own
computer problem, but I understand if you're just completely
against it. No hard feelings.

Tip: If the computer problem you're having means that restarting
properly isn't possible, powering oﬀ and then back on
accomplishes the same thing. More »

However, before you call tech support, or run oﬀ to the computer
repair shop, I get one more shot to convince you to at least try
something before you pay someone else for help.

2. Clear Your Browser's Cache
Yet another joke, albeit a more recent one, is that clearing your
browser's cache, that collection of recently visited pages that's
saved to your computer's hard drive, is the fix for all possible
Internet problems.

Having worked in the computer service industry for years, I'm very
familiar with the simple things that most people overlook, things
that could completely eliminate the need to have a computer
worked on at all.

That's certainly an exaggeration - clearing cache won't fix every
broken website or Internet related problem - but it is often helpful.

You could quite literally save hundreds of dollars, and an equally
valuable amount of frustration, by following some of the really easy
things below.

Clearing the cache is very easy to do. Every browser has a
straightforward method for doing so, even if it is hidden a few
layers deep in a menu. [Editor: In Firefox, go to Preferences, scroll
down on the left to Advanced, and under Cached Web Content,
click on Clear Now.]

1. Restart Your Computer
It's a long running joke that the only thing tech support folks know
how to do is tell people to restart their computers.

If you have any sort of Internet related issue, especially if it's
impacting only certain pages, be sure to clear the cache before
taking your computer in for service.

I've had the displeasure of working with a few "professionals" that
might have inspired that joke, but please don't overlook this
extraordinarily simple step.

How Do I Clear My Browser's Cache?
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Tip: While most browsers refer to cache as cache, Internet
Explorer refers to this collection of saved pages as Temporary
Internet Files.

Reinstalling a program means to uninstall it, and then install it
again from scratch. Every program has an automated process for
removing itself from, as well as installing itself onto, your computer.

3. Scan for Viruses & Other Malware

If you think the problem you're experiencing is software-specific,
gather up the original installation disc or download the program
again, and then reinstall it.

No doubt scanning for a virus infection was the first thing that
came to mind if a virus or other malicious program (collectively
called malware) made itself obvious.

5. Delete Your Browser's Cookies

Unfortunately, most problems caused by malware don't always
clearly point to an infection. It's great if your antivirus program
warns you of a problem, but it won't always.

No, there aren't real cookies in your computer (wouldn't that be
nice?) but there are tiny files called cookies which are sometimes
the cause of problems browsing the web.

Often times, virus-caused problems appear as general computer
sluggishness, random error messages, frozen windows, and things
like that.

Like the cached files mentioned in #2 above, the browser stores
these files to make surfing the web easier.

Before you take your computer in for any reason, be sure to run a
full malware scan using whatever antivirus software you're running.

If you're having problems logging in to one or more websites, or
you see a lot of error messages when browsing that other people
don't seem to see, be sure to clear your browser's cookies before
you pay for computer repair

How To Scan Your Computer for Viruses & Other Malware [Editor:Article is on pages 10-11 of this issue.]

Some More Ideas Before You Pay for Support

This tutorial is really helpful if you're not sure what you're doing,
don't have antivirus software (I link to several free options), can't
access Windows, or can't run a scan for some reason.

I know, I know, we've been over this. You don't want to fix it
yourself! But before you pay someone for help, I wanted to let you
know that I'm available to help out as well, and I don't charge
anything at all!

4. Reinstall the Program That's Causing Trouble

Just head over to my Get More Help page for more on that, as well
as some other free options for support.

A lot of computer problems are software-specific, meaning that
they only happen when starting, using, or stopping a particular
program that's installed.
These sorts of problems can make it seem like your whole
computer is falling part, especially if you use the oﬀending
program a lot, but the solution is often very simple: reinstall the
program.

9

VOLUME 27, NUMBER 2

MAIN LINE MACINTOSH USERS GROUP

Tim Fisher posted the following article to about.com on August 04,
2015 tinyurl.com/k8cwnpk. © About.com.
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How To Clear the Cache in Chrome
How To Clear the Cache in Firefox
How To Clear the Cache in Microsoft Edge [Coming Soon]
How To Clear the Cache in Internet Explorer
How To Clear the Cache in Safari
How To Clear the Cache in Opera

How Do I Clear My Browser's Cache?
Clear Cache in Chrome, Firefox, Edge, IE, Safari, & More
By Tim Fisher
Your browser's cache is a collection of web pages, including the
text, images, and most other media contained on them, that is
stored on your hard drive.

Note: Microsoft Internet Explorer often refers to the cache as
temporary Internet files.

Having a local copy of a web page makes for very quick loading
on your next visit because your computer doesn't have to
download from the Internet all of that same information again.

All browsers have cache management settings where, at a
minimum, you can choose how much space you'd like the browser
to use for cached website data.

If browser caching makes pages load faster, why would you ever
want to clear your cache?

Want to Learn More About Browsers?
About.com has a dedicated Web Browsers site that's full of
information about popular browsers like Firefox, Edge, IE, Chrome,
and more.

A few reasons come to mind.
Firstly, clearing your cache forces your browser to retrieve the
newest copy available from the website, something that should
happen automatically but sometimes does not.
You might also want to clear the cache if you're experiencing
issues like 404 errors or 502 errors (among others), sometimes
indications that your browser's cache is corrupted.

Tim Fisher posted the following article to about.com on
August 26, 2015. tinyurl.com/h5jknej. © about.com. This is
about Windows PCs, but is helpful for Mac users.

Regardless of why you might want to do it, clearing your cache
really easy to do in all the popular browsers in use today.
How Do I Clear My Browser's Cache?

How To Properly Scan Your Computer For Viruses,
Trojans, And Other Malware

In most browsers, you can clear the cache from History area in the
Settings or Options menu.

Completely and correctly scanning your computer for malware like
viruses, Trojan horses, rootkits, spyware, adware, worms, etc. is
often a very important troubleshooting step. A simple virus scan
will no longer do.

By Tim Fisher

The steps involved in clearing the browser cache depend entirely
on what web browser you're using. Here some browser-specific
tutorials [Editor: Go to this article, tinyurl.com/k8cwnpk, for the
links.]
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Before running a virus scan or malware scan, you need to make
sure the virus definitions are up to date. These regular updates tell
your anti-virus software how to find and remove the latest viruses
from your PC.

Note: See my Free Bootable Antivirus Programs list if you need to
scan for viruses but don't have access to Windows right now.
More serious viruses can prevent your operating system from
starting and so you'll have to use one of those tools instead.

Important: Don't have a virus scan program installed? Download
one now! There are several free anti-virus programs available so
there's no excuse for not running one.
3. Run a complete virus scan on your entire computer. If you have
a dedicated malware scanner that does more than look for viruses,
run a full scan using that program too.

Diﬃculty: Easy
Time Required: Properly scanning your PC for viruses and other
malware could take several minutes or longer

Note: Don't simply run the default system scan which may not
include many important parts of your PC. Check that you're
scanning every part of every single hard drive and other connected
storage device on your computer.

Applies To: These are general steps to scan and remove malware
from your PC and should apply equally to Windows 10, Windows 8
(including Windows 8.1), Windows 7, Windows Vista, and
Windows XP.

Important: Make sure any virus scan includes the master boot
record, boot sector, and any applications currently running in
memory. These are particularly sensitive areas of your computer
that can harbor the most dangerous malware.

How To Scan Your Computer for Viruses, Trojans, and Other
Malware
1. Download and run the Microsoft Windows Malicious Software
Removal Tool. This free, Microsoft provided malware removal tool
won't find everything, but it will check for "specific, prevalent
malicious software" which is a good start.

Tips & More Information
1. If you've scanned your entire computer for viruses but suspect
that it may still be infected, try a free on-demand virus scanner
next.

Here's a list of everything it will find and remove.

An online virus scan is yet a further step you can take, at least in
situations where you have a good idea what file(s) may be infected.

Note: You may already have the Malicious Software Removal
Tool installed. If so, make sure you update it using Windows
Update so it can scan for the latest malware.
2. Update your anti-virus/anti-malware software installed on your
computer.
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Tom Nelson posted the following article to about.com on March
15, 2015. tinyurl.com/k3tmfaj. © About.com. He is a consultant
and writer providing Macintosh training, advice, and support. He
has written hundreds of articles, tutorials, and product reviews.

FEBRUARY 2016

You must create the account before trouble strikes, though, so be
sure to put this task at the top of your to-do list. More.
2. Mac Stalls on Gray Screen at Startup

Top 10 Troubleshooting Tips For Mac Startup
Problems

The Mac's startup process is normally predictable. After you push
the power button, you see a gray screen while your Mac searches
for the startup drive, and then a blue screen as your Mac loads the
files it needs from the startup drive. If all goes well, you'll end up at
the desktop.

By Tom Nelson
Your Mac is probably generally trouble-free, working day after day
without complaint. Many of us are lucky enough to go for years
without running into any problems that keep our Macs from
starting up. But when and if your Mac refuses to finish booting, it
can be a disaster, especially if it happens when you're working
against a deadline.

If your Mac gets stuck at the gray screen, you have a bit of
detective work ahead of you. Unlike the blue screen problem
mentioned below, which is pretty straightforward, there are a
number of culprits that can cause your Mac to get stuck at the
gray screen.

We've gathered 10 of the best tips for getting your Mac working
again. Some of the tips address specific types of problems; some
are more general in nature. And some tips, such as creating a
spare user account, are designed to help you prepare for problems
in advance, rather than actually diagnose them.

Luckily, it may be easier than you think to get your Mac running
again, although it may also take a bit of time. More.
3. Troubleshooting Mac Startup Problems - Stuck at the Blue
Blue Screen

Speaking of being prepared, you should always have a current
backup of all of your data. If you don't have a current backup,
head over to Mac Backup Software, Hardware, and Guides for
Your Mac, select a backup method, and then put it into action.

If you turn on your Mac, make it past the gray screen, but then get
stuck at the blue screen, it means your Mac is having trouble
loading all the files it needs from the startup drive.

1. Create a Spare User Account to Assist in Troubleshooting

This guide will take you through the process of diagnosing the
cause of the problem. It may also help you perform the repairs
needed to get your Mac up and running again. More.

A spare user account with administrative capabilities can help you
troubleshoot problems with your Mac.

4. How to Use Your Mac's Safe Boot Option

The purpose of a spare account is to have a pristine set of user
files, extensions, and preferences that can be loaded at startup.
This can often get your Mac running if your normal user account is
having problems, either at startup or while you're using your Mac.
Once your Mac is up and running, you can use a variety of
methods to diagnose and repair the problem.

The Safe Boot option is one of the most often used methods for
diagnosing problems. It essentially forces the Mac to start up
using the fewest possible system extensions, fonts, and other
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startup items. It also checks your startup drive to ensure that it's in
good shape, or at least bootable. More.

you each step it's taking during startup, so you can see where the
startup process is failing.

5. How to Reset Your Mac's PRAM (Parameter RAM)

This guide lists all of the Mac's startup-related keyboard shortcuts.
More.

The Mac's PRAM holds some of the basic settings necessary for it
to boot successfully, including which startup device to use, how
much memory is installed, and how the graphics card is
configured.

9. Resetting the SMC (System Management Controller) on
Your Mac
The SMC controls many of the Mac's basic hardware functions,
including managing sleep mode, thermal management, and how
the power button is used.

You can solve some startup issues by giving the PRAM a kick in
the pants. This guide will show you how. More.
6. How Can I Repair My Hard Drive If My Mac Won’t Start?

In some cases, a Mac that won't finish starting up, or starts up and
then freezes, may just needs its SMC reset. More.

Many startup problems are caused by a hard drive that just needs
some minor repairs. But you can't perform any repairs if you can't
get your Mac to finish booting.

10.
Use OS X Combo Updates to Correct Installation
Problems
Some Mac startup problems are caused by an OS X update that
went bad. Something happened during the installation process,
such as a power hiccup or power outage. The end result can be a
corrupt system that won't boot, or a system that boots but is
unstable and crashes.

This guide shows you tricks to get your Mac up and running, so
you can try to repair the drive with Apple or third-party
software.»More.
7. My Mac displays a question mark when it boots. What is it
trying to tell me?

Trying again with the same upgrade install is unlikely to work,
because upgrade versions of the OS don't include all necessary
system files, just the ones that are diﬀerent from the previous
version of the OS. Because there's no way of knowing which
system files may have been aﬀected by a corrupt install, the best
thing to do is use an update that contains all necessary system
files.

If your Mac displays a question mark when you power it on it's
having a problem figuring out which of the available devices is the
startup device. Even if your Mac eventually finishes booting, it's a
waste of your time to let the Mac try to solve the problem on its
own. This guide will show you how to set your Mac's startup
device. More.

Apple provides this in the form of a combo update. This guide will
show you how to obtain and install combo updates. More.

8. Mac OS X Startup Keyboard Shortcuts
When your Mac won’t cooperate during startup, you may need to
force it to use an alternate method, such as booting in Safe Mode
or starting from a diﬀerent device. You can even have your Mac tell
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Andy O’Donnell posted the following article to about.com on
October 31, 2015. tinyurl.com/zt5tq73. © About.com. He is a
senior security engineer & analyst who has focused the last 13
years developing, managing, auditing, and securing systems. He
has several security certifications.

bandwidth. Your computer might have become infected with
malware that has forced it to become part of a bot net collective
and may be in the process of being used by the bot net “master”
to attack other computers.

10 Signs Your Computer Might Have A Malware
Infection

2. Browser Redirects Everywhere
Oftentimes, rootkit malware will redirect (hijack) your browser and
send it sites that you had no intention of visiting. It does this to
help earn revenue for the criminal who managed to get the
malware installed on your computer.

By Andy O’Donnell
Our computer is like a
member of our family,
when it doesn’t “feel
good” or something is
wrong with it, we can
usually tell. We might not
know exactly what is
bothering it, but we have
a feeling that something
is wrong and we want to
do everything we can to
make them all better.

The person who infected your computer is likely participating in a
malware aﬃliate marketing program that pays cyber criminals to
infect as many PCs as they can.
Control over infected PCs is then sold on the black market. These
infected computers are used for all kinds of diﬀerent purposes,
from sending out SPAM, to performing Denial-of-Service attacks.
3. Pop-ups Are Popping Up
Usually, along with browser redirects, comes browser pop-ups.
Some clever ones will avoid your browser’s pop-up blocker.

How Can You Tell if Your System is Infected With Malware?
Let’s look at 10 signs that your computer might have a malware
infection:

Again, the purpose of infecting your computer with this kind of
malware is to earn the hacker money through advertising views /
forced clickthroughs, etc.

1. It’s Running Much Slower Than Normal

4. It’s up All Hours of The Night

If your computer is normally setting speeds records jumping from
app to app with ease, then it suddenly grinds to a halt, taking an
eternity to perform even the most basic tasks, such as opening the
calculator app, this is a sign that you may have a malware
infection.

Malware and hackers never sleep. If your computer is showing
network and/or disk activity in the middle of the night, and you
don’t have some known backup or maintenance process running,
this may be a telltale sign of infection.

Malware may be running in the background, chewing up valuable
CPU cycles, and eating up all your free memory and network
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Your system may be under the control of a botnet collective and
has likely been given its orders and is busy processing illicit tasks
using your resources and bandwidth.

Isolate and quarantine your system immediately and read our
article Help! I’ve Been Hacked! Now What? to see what you need
to do next.

5. Strange Processes Are Running

9. Antivirus is Unresponsive

If you’ve opened up your OS task manager and you see some
unfamiliar process eating a lot of resources, you may be infected.
Google the process name that seems suspicious. It could be
legitimate or it could be a process associated with a specific
malware program.

Sometimes, malware will deliberately disable your antivirus
software in order to protect itself. Consider investing in a second
opinion malware scanner to help detect and defend against this
kind of thing.
See our article on Second Opinion Scanners for more information
.
10. Sometimes There Are no Symptoms at All

6. Your Browser Has a New Homepage That You Didn’t Set
Has your browser’s homepage suddenly been changed to
something you didn’t authorize? Again, this is a sign that is hard to
ignore and is likely a sign of either malware or intrusive adware.
Consider resetting your browser to its default settings. This may
remove the issue, but further action might also be needed.

Sometime there are no symptoms at all, or if there are some they
are very hard to detect. Again, the best defense is to keep your
system patched and ensure that your antivirus software is up to
date. As mentioned earlier, a second opinion scanner may help
provide an additional line of defense that may catch malware that
slips past your front line scanner.

7. Some System Tools Won’t Open
If basic tools, such as your disk defragmentation tool or other
system maintenance and restore tools are unresponsive, malware
may have uninstalled them or made them inaccessible in an
attempt to prevent you from removing the malware. It’s basically a
malware self-preservation tactic, and one that might make the lazy
person give up and throw in the towel. You will need to take action
in order to remedy this situation.

NEEDED
New Product Reviewers. If you want to obtain a free Macrelated application, hardware, book, accessory, or training
package, all you have to do is review them for the MLMUG
Website and Newsletter. Just contact Maria Arguello, our
Vendor Liaison, at arguello10@verizon.net with the product’s
name and the vendor’s URL. She will try to get you a review
copy. You keep what you review.

8. Websites Tell You That You’ve Been Blacklisted
If websites that you visit are reporting to you that your IP address
has been associated with computer hacking and has been
blacklisted, you have likely been compromised by a bot net and
your computer is victimizing other computers unbeknownst to you.
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Tom Nelson posted the following article to about.com on January
25, 2016. tinyurl.com/jjgpszo.© About.com. He is a consultant and
writer providing Macintosh training, advice, and support. He has
written hundreds of articles, tutorials, and product reviews.

all of the following functions, depending on the version of OS X
you're using.

Use The Wireless Diagnostics App To Fix Your Mac's
Wi-Fi Issues

Monitor Performance:

The Wi-Fi Diagnostics app's main functions are:

Wireless Diagnostics App Includes Utilities for Getting Wi-Fi
Working

Provides a near real-time graph of signal strength and signal noise.
Also generates a log of signal performance over time. (OS X Lion
and later)

By Tom Nelson

Record Events:
Can log specific events, such as users connecting to or
disconnecting from the Wi-Fi network. (OS X Lion and later)
Capture Raw Frames:
Allows you to capture data sent over the wireless network, data
sent or received by your computer over the wireless network, and
data from any nearby network to which you have access rights.
(OS X Lion and later)
Turn on Debug Logs:
Allows you to capture debug-level events occurring on your
wireless network. (OS X Lion and later)
Scan for Wi-Fi Networks:

Your Mac includes a built-in Wi-Fi Diagnostics application that you
can use to troubleshoot your wireless network connection. You
can also use it to tweak your Wi-Fi connection for best
performance, capture log files, and much more.

The scan function will look for all Wi-Fi networks in your general
area and show key information about each one, including strength,
noise level, and channels being used. In addition, the Scan
function will also suggest the best channels for you to use for your
own Wi-Fi network, a very helpful feature if you're in a crowded
Wi-Fi environment.

What Can the Wi-Fi Diagnostics App Do?

Info:

The Wi-Fi Diagnostics app is designed primarily to help users
resolve Wi-Fi issues. To assist you, the app can perform some or

Provides text-based details about the Wi-Fi network you're
currently connected to, including transmit rate, security protocol in
use, channel, and band.
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You can use any one of the functions individually. Not all of the
functions can be used concurrently with some versions of the WiFi Diagnostics app.

•

Monitor Performance

•

Record Events

For example, in OS X Lion, you can’t monitor signal strength while
you capture raw frames.

•

Capture Raw Frames

•

Turn on Debug Logs

The most useful of the functions for most Mac users is the one that
monitors signal strength and noise. With this near real-time graph,
you can discover what's causing your wireless connection to drop
from time to time. You may find that whenever your wireless phone
rings, the noise floor jumps up to squash the signal received, or
maybe it happens when you're microwaving pizza for lunch.

2.

You may also see that the signal strength is marginal, and that
moving your wireless router may improve the Wi-Fi connection's
performance.
The other useful tool is for recording events. If you've been
wondering whether anyone is attempting to connect to your
wireless network (and perhaps succeeding), the Record Events
function can provide the answer. Whenever someone attempts to
connect, or does connect, to your network, the connection will be
logged, along with the time and date. If you didn't make a
connection at that time, you may want to find out who did.
If you need a bit more detail than Record Events can provide, you
can try the Turn on Debug Logs option, which will log details of
every wireless connection made or dropped.

You can make your selection by clicking the radio button
next to the desired function. For this example, we're going
to select the Monitor Performance function. Click
Continue.The Wi-Fi Diagnostics application will display a
near real-time graph showing you the signal and noise level
over time. If you're trying to discover what's causing noise
problems, you can try turning oﬀ or on various appliances,
services, or other noise-generating items you may have in
your home or oﬃce, and seeing how it aﬀects the noise
level.If you're trying to gain a better signal, move either the
antenna or the entire wireless router or adapter to another
location to see how it aﬀects the signal level. I discovered
that just rotating one of the antennas on my wireless router
improved the signal level.The signal and noise level display
shows just the last two minutes of your wireless
connection's performance, however, all of the data is
maintained in a performance log.

Accessing the Monitor Performance Log
1.

And for those who really want to get down to the nitty-gritty of
debugging a network, Capture Raw Frames will do just that; it
captures all traﬃc on a wireless network for later analysis.
Using Wi-Fi Diagnostics With OS X Lion and OS X Mountain
Lion
1.
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Launch the Wi-Fi Diagnostics application, located at /
System/Library/CoreServices/.The Wi-Fi Diagnostics
application will open and present you with the option to
select one of the four available functions:

With the Monitor Performance graph still displayed, click
the Continue button.You can choose to save the log to the
Finder or send it as an email. I haven't been able to
successfully use the Send as Email option, so I suggest
selecting the Show in Finder option. Click the Report
button.The report is saved to your desktop in a compressed
format. You'll find details about viewing the reports at the
end of this article.

Using Wi-Fi Diagnostics With OS X Mavericks and Later
1.
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app by holding down the option key and clicking the Wi-Fi
network icon in the menu bar. Select Open Wireless
Diagnostics from the menu that appears.The Wireless
Diagnostics app will open and provide a brief description of
what the app will do. Click the Continue button.The app
needs to make some changes to your system during the
diagnostic phase. Enter your admin user name and
password, and click OK.The Wireless Diagnostics app will
check how well your wireless connection is working. If it
finds any issues, follow the onscreen advice for fixing the
problem(s); otherwise, continue to the next step.At this
point, you can select one of two options: Monitor My Wi-Fi
Connection, which will start the logging process and keep a
history of events that you can review later, or Continue to
Summary, which will dump the current Wi-Fi logs to your
desktop, where you can view them at your leisure. You don’t
actually have to select either of the listed options; instead,
you can make use of the additional Wireless Diagnostics
utilities, available from the Window menu of the app.

FEBRUARY 2016

In OS X Yosemite and later, the Wireless Diagnostics utilities are
listed as individual items in the app's Window menu. Here you will
find the following:
Info: Provides details of the current Wi-Fi connection, including the
IP address, signal strength, noise level, signal quality, channel
being used, channel width, and quite a bit more. It’s a quick way to
see an overview of your current Wi-Fi connection.
Logs (called Logging in the Mavericks version): Allows you to
enable or disable collecting logs for specific events associated
with your Wi-Fi network. This includes:
Wi-Fi: a general log of Wi-Fi events
802.1X: logs network authentication events that use the 802.1X
protocol
DHCP: logs devices requesting IP address assignments
DNS: logs access to DNS (Domain Name System) hosts resident
on your network
Open Directory: keeps track of any directory services requests
Sharing: logs file-sharing events on your Wi-Fi network

OS X Mavericks Wireless Diagnostics Utilities
If you're using OS X Mavericks, accessing the Wireless
Diagnostics utilities is slightly diﬀerent than in later versions of the
OS. If you open the Window menu of the app, you'll see Utilities as
a menu option. Selecting the Utilities item will open a Utilities
window with a group of tabs across the top.

To collect logs, select the type of logs you wish to gather data on,
and then click the Collect Logs button. Selected events will then
be logged until you turn the logging feature oﬀ by returning to the
Wireless Diagnostics Assistant in the Window menu.
Scan (called Wi-Fi Scan in Mavericks): Performs a one-time scan
of the Wi-Fi environment, displaying any local Wi-Fi networks, the
type of security being used, signal strength, noise, channel used,
channel width, and more. The scan also shows which are the best
channels for you to use in your area.

The tabs correspond to the various utilities that are listed in the OS
X Yosemite and later versions of the Wireless Diagnostics app's
Window menu. For the rest of the article, when you see a reference
to the Window menu and a utility name, you'll find the
corresponding utility in the tabs of the Mavericks version of the
Wireless Diagnostics app.

Performance:Produces a real-time graph showing signal quality,
signal strength, and noise. Depending on the version of OS X, the
real-time graph may also include transmission rate.

OS X Yosemite and Later Wireless Diagnostics Utilities
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Sniﬀer (called Frame Capture in Mavericks): Allows you to use
your Mac to capture Wi-Fi packets to analyze.
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format, which can be read by most XML editors. The other format
you will see is the pcap format, which is used by most network
packet capture applications, such as WireShark. Additionally,
many of the diagnostics files can be opened by the Console app
included with OS X. You should be able to simply double-click the
diagnostics files to view them in the Console log viewer, or in one
of the dedicated viewing apps included in OS X.

Monitor (OS X Yosemite and later only): This is similar to the
Performance utility, except with a smaller display that you can
leave running in the corner of your Mac’s monitor.
When you're through with the Wireless Diagnostics utilities, you
can return to the Assistant by selecting Assistant from the Window
menu, or by closing any utilities windows you may have open.
Monitoring Wi-Fi Connection

For the most part, the reports that the Wi-Fi Diagnostics app
creates aren't that helpful for casual users just trying to get their
wireless network up and running. Instead, the various Wireless
Diagnostic utility apps we mentioned above may provide a better
way for you to run down any Wi-Fi issues you may be having.

If you're having intermittent problems with your Wi-Fi connection,
you can select the option to Monitor My Wi-Fi Connection, and
then click Continue. This will cause the Wireless Diagnostics to
watch your Wi-Fi connection. If the connection is lost for any
reason, the app will notify you of the failure and oﬀer reasons for
why the signal was dropped.
Quitting Wireless Diagnostics
When you’re ready to quit the Wireless Diagnostics app, including
stopping any logging you may have started, select the Continue to
Summary option, and then click the Continue button.

SPEAKER ROSTER FOR
MLMUG'S 2016 MEETINGS

You'll be asked to provide any information you think is appropriate,
such as where the Wi-Fi access point is located. Click the
Continue button.

January 9
February 13
March 12
April 9
May 14
June 11
July 9
August 13
September 10
October 8
November 12
December 10

You can add information about the access point you're using, such
as brand and model number. Click Continue when done.
A diagnostic report will be created and placed on the desktop.
Once the report is completed, click the Done button to quit the
Wireless Diagnostics app.
The Wireless Diagnostics Report
The report is saved to your desktop in a compressed format.
Double-click the diagnostic file to decompress the report.
The report files are saved in various formats, depending on which
function you were using. Most reports are saved in Apple's plist
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The following article was posted to osxdaily.com on January 11,
2016. tinyurl.com/gp3gq5a. © OSX Daily.

So, what’s going on, and how do you fix the constant Apple ID
verification request?

Fix Constant Apple ID Verification Password Pop-Ups
On iPhone & iPad

Constant iOS Apple ID Password Verification Pop-Up Alert Fix
Resolving the continuous Apple ID password verification request is
usually by doing the following:

Some iPhone and iPad users have discovered their devices keep
asking them repeatedly for their Apple ID to be verified with a
password. If you have this issue, this Apple ID password
verification pop-up appears at random but frequently, and you’ll
see it appear anytime you reboot the device on the lock screen,
and often when unlocking the device after a period of going
unused.

1.

When you see the Apple ID Verification pop-up
message, choose “Settings”

2.

Sign into the Apple ID with the password for the
account as usual, this will make the message go
away temporarily

3.

Next, back up the iPhone, iPad, or iPod touch to
iCloud and iTunes, you need to backup the device
because you likely need to update iOS software

4.

Open the Settings app and go to “General”
followed by “Software Update”, install any software
updates that are waiting available – If you’re
already on the latest version of iOS and there are
no software updates available skip this step, reboot
the device, and go to the next

5.

When the device boots back up, go back to
“Settings”, then to “iCloud” and tap on the Apple
ID username and email address, then sign in to
iCloud when requested

6.

Exit out of Settings, you shouldn’t see the Apple ID
verification pop-up again

A bit of jumping around, a possible iOS update, a reboot, and
multiple logins for the same Apple ID and iCloud account, but for
most users this resolves the issue. Contrary to some other reports
on discussion boards, you do not need to log out or change the
Apple ID to resolve the issue, simply verifying the password and
rebooting is usually enough.

There are actually two diﬀerent pop-ups you may encounter with
this issue in iOS, the wording is either “Apple ID Verification – Enter
the password for (Apple ID) in Settings” or “Apple ID Password –
The password for (Apple ID) needs to be updated.” in both cases,
you’ll have an option to go to “Settings” and to “Sign In”.
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If you reboot the device after this, you should no longer see the
lock-screen error message requesting Apple ID password
verification.

Of course, you can just ignore the pop-ups and nothing seems to
change, though if you don’t login to the Apple ID then your device
won’t be backing up to iCloud and you’ll see a “last backup could
not be completed” error message until the issue is resolved. Quite
a few users have experienced this frustrating issue as shown in
various Apple discussion threads, another similar issue exists with
some versions of iOS with constant iCloud backup password
requests in the form of a pop-up. Both of these are likely a bug
that will be sorted out in a future iOS version, so be sure to keep
iOS updated (or consider to use automatic iOS update if you
regularly procrastinate). Nevertheless, if your iPhone keeps asking
for your Apple ID password and verification, now you at least know
how to fix it.
By the way, Mac users may also find that iCloud in OS X is asking
for the password randomly with Messages, FaceTime, or iCloud
usage, and if you encounter the issue on one device, chances
seem to be that you’ll encounter it on another soon after as well.
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Bob LeVitus posted the following article to macobserver.com on
December 31, 2015. tinyurl.com/h5dz4j9. © The Mac Observer. Bob is
the author of more than 75 books, a computer columnist, and a Mac
expert. He writes a weekly column for The Mac Observer and is one of
my favorite authors and speakers.

FEBRUARY 2016

I didn’t expect a Safe Boot to fix my damaged external disk, but I
figured it was worth a shot before I gave up. Much to my surprise,
when I ran Disk Utility’s First Aid after my Safe Boot, it reported
that the disk was just peachy and required no repairs.
By the way, OS X 10.11 El Capitan doesn’t give as much feedback
as previous versions; to determine if you’ve actually performed a
Safe Boot, open the System Information application and click
Software in the column on the left as shown here:

I Found An Easy Fix For My Recalcitrant Mac Backup
Disk
By Bob LeVitus
A couple of weeks ago my Mac displayed an alert telling me that
my Time Machine disk was damaged and that I should repair or
replace it as soon as possible. The first thing I tried was Disk
Utility’s First Aid feature, which has been part of OS X since time
immemorial. Sadly, it was unable to fix the damage and suggested
I back up my files and erase the disk.
By the way, I’m pleased to report that Disk Utility in OS X 10.11 El
Capitan no longer requires you to reboot from another disk in
order to run First Aid on your boot disk [Editor bolding]—yet
another reason you might want to consider upgrading to El
Capitan if you haven’t already.
Moving right along, I don’t give up easily, so I tried some thirdparty disk utilities (which shall remain nameless for reasons that
will become apparent), but none could repair the damaged disk.
I was about to throw in the towel and erase the disk, but there was
one more thing I wanted try: a Safe Boot. To perform a Safe Boot,
first shut down your Mac, wait 10 seconds, and then press the
power button. Immediately after the startup tone, press down the
Shift key and keep pressing it until you see the gray Apple logo
and progress indicator. To reboot in normal mode, restart your Mac
again without holding down any keys.
A Safe Boot does a bunch of behind-the-scenes magic. It verifies
your startup disk and attempts to repair directory issues if needed.
Then, it starts up using only required kernel extensions while
preventing all non-Apple Startup and Login Items from opening
automatically. Finally, it disables all user-installed fonts and deletes
a bunch of system cache files.

Is your boot safe? Only System Information knows…
The moral of the story is that you should try a Safe Boot anytime
your Mac misbehaves, even if you don’t expect the Safe Boot to
fix anything. This wasn’t the first time a Safe Boot fixed a problem
that had stumped me otherwise and it won’t be the last. There’s no
downside, so before you start tearing out your hair, try Safe Boot.
One last thing: If your iOS device misbehaves, try a reset/restart
(similar to a Safe Boot) by pressing and holding the sleep/wake
button and the Home button simultaneously, and then releasing
them after Apple logo appears on the screen. Like a Safe Boot,
there’s no downside to a reset/restart and you’ll be surprised at
how often it resolves iDevice issues.
And that’s all he wrote…
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The following article was posted to osxdaily.com on January 17,
2016. tinyurl.com/jrcbbdo. © OSX Daily. Try the site. Lots of tips
and good info.

How To Empty Cache In Safari For Mac Os X

Modern versions of the Safari web
browser for Mac OS X oﬀer a hidden
feature that allows users to clear web
caches from the browser without having
to dump all other browsing history,
cookies, searches, or other website
data. This is a really useful feature for
web workers and developers who
routinely need to clear browser cache for
pages and websites, which forces the
browser to pull new data from the server(s) being accessed, but it
can also be helpful for some troubleshooting situations in Safari as
well.

3.

Back at any Safari browser window, pull down the
“Develop” menu and choose “Empty Caches”.

4.

Wait a few seconds and the Safari web caches will
be cleared completely, allowing fresh web content
to be pulled from the remote web servers without
having any local cache serving for that session.

In order to empty caches in Safari for Mac OS X, you’ll first need to
enable the Develop menu in Safari from within the apps
Preferences. This optional menu contains many developer centric
features, including the ability to directly clear cache from Safari
browsing sessions, which is what we’re going to focus on in this
walkthrough.
How to Clear & Empty Safari Browser Caches in Mac OS X
As implied, this removes all web caches from Safari, and it can not
be undone.
1.

Open Safari on the Mac.

2.

If you haven’t done so already, choose to show the
optional Develop menu by going to Safari menu in
the upper left corner, choose Preferences >
Advanced > “Show Develop menu in menu bar”,
then close out of Preferences.
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There is no confirmation or alert dialog notifying the user that
Safari browser caches have been cleared or emptied, it simply
happens behind the scenes.
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you’re doing with a strong SQL background, compared to just
using the Safari apps built-in Empty Cache function.

Empty Caches Keyboard Shortcut for Safari in Mac OS X:
Command+Option+E
Once you have enabled the Develop menu, you will also gain
access to a keystroke shortcut for clearing caches in Safari
using Command+Option+E, which oﬀers a faster method of
access for users who need to access the feature often without
having to pull down the menu every time.
Forcibly Refreshing Browser Caches for Specific Pages with
Shift+Click
Users can also force refresh and reloading ignoring cache with a
Shift+click on the Refresh page button in Safari for Mac if they
need to clear cache for a specific page only. The advantage to this
method is that it does not clear all other browser caches from
Safari, it focuses on that specific page only. That can also be a
disadvantage though, which is why many developers rely on the
previously highlighted ‘clear all’ features instead.
Note that older versions of Safari (pre 6) store the user cache files
from the browser at the following location:

Safari Cache File Locations in Mac OS X
For those who want to know where Safari cache files are stored
locally within he file system, they’ll typically be in one of two
locations in OS X, depending on what version of the OS is installed
on the Mac.

~/Library/Caches/Safari/
Again, while you can access the direct file system locations of the
Safari cache files yourself, they are not intended to be user facing
and thus are best cleared through the Develop menu and
accompanying keyboard shortcut.

Modern versions of Safari store browser caches locally at the
following file system location in Mac OS X:

For most users, there is little need to clear out caches in Safari, but
it can be a helpful troubleshooting trick for situations where the
browser is not behaving as intended. In addition to emptying
browser cache, clearing web history in OS X Safari and clearing all
cookies, or removing site-specific cookies in Safari for Mac can
also be helpful for remedying troublesome browser behavior. Some

~/Library/Caches/com.apple.Safari/
Most of the Safari caches are stored as a sqlite database file, and
while you can manually browse through it, view cache entries,
modify, delete entries, or remove the entire database file yourself,
that’s generally not recommended unless you know exactly what
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intermediate versions of Safari even included a reset option which
did all of this in one fell swoop, but modern versions have since
removed that ability for the time being, making users have to
individually empty out site data in segmented chunks.
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Security. Some sites require JavaScript so you have to remember
to turn it back on at times.
Reduce image size for printing. Open the file in Preview and
change the size. To print several images on a page, copy the
images to a Word or Pages document. You can also use Preview
to change the resolution. 72 dpi is acceptable for viewing on a
monitor, but for printing use 150 – 200 dpi.

For those who enjoy digging behind the scenes of the Safari
browser a bit with the developer menu, additional and more
advanced options are also available through the hidden Debug
menu as well, including a set of cache inspector tools.

PNG files. Pages changes most images to PNG format. It might
be because instant Alpha is needed. You may be able to keep
images in JPEG format if you turn instant alpha oﬀ.
Photo edits. Edits in Photos are stored apart from the original
photo. Adam discovered that when you are in the editing mood
mode, you can press “m” to switch back and forth between the
original and the edited photo.

MLMUG January 9, 2016 Meeting Minutes
By Mark Bazrod, Secretary
Maria Arguello, our President, opened the MLMUG meeting at 9:00
AM at the the Hershey’s Mill Community Center near West Chester.
There were about 46 attendees, including 6 visitors.

MAIN PRESENTATION
Maria introduced our main speaker, Mark Bazrod, MLMUG
Secretary and Newsletter Editor. His presentation was Podcasts 2016.

OS SIG
Adam Rice hosted a very informative question and answer
session. Among the items discussed were the following:

Podcasts are episodes of a program on the Internet. They can be
automatically downloading or streamed over the Internet to a
computer or mobile device. They are usually original audio or video
recordings, but also can be recorded broadcasts of TV or radio
programs, a lecture, a performance, or other event.

What has been the experience in using Solid State Drives?
They are much faster than hard drives. It’s best to use them for
operating system and applications. Although external SSD drives
are available, consider putting one inside your Mac. For
information as to how to do, go to ifixit.com or macsales.com.

Podcast files are stored locally on the user's computer or mobile
device (an iPhone, etc.) ready for oﬄine use.

How to delete multiple emails on an iPad. It's not easy. You can
click on Edit and at the bottom Trash All. This only works if you
want to delete all files, not some selected. It seems better to do
your deleting on your Mac.

Podcasts allow you to shift the time and place of viewing/listening
in a mobile and multiple device world.
There are thousands of podcasts available, many which will be of
interest to you. Mark suggested Stuﬀ you Should Know, Re/code
Decode, Fareed Zakaria, Knowledge at Wharton, Planet Money,
TED Radio Hour, MSNBC Morning Joe, MacWorld, Rachel
Maddow, and The World: Science.

Scrambled typing on AOL. This is not uncommon and is an AOL
issue. JavaScript is apparently interfering with the keyboard when
the screen is being refreshed. Adam installed Disconnect ad
blocker. An alternative is to turn oﬀ JavaScript preferences under
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Why listen or watch podcasts? They are a great source of
interesting material which will enhance your life, widen your
horizons, eliminate time restrictions, and a good use of time when
you’re not using your brain, such as exercising.
Mark highly touted TED Talks as one of the Internet’s greatest
benefits. There are more than 2,000 videocasts of presentations by
leading speakers at TED conferences worldwide. They are
generally under 20 minutes and are at ted.com/talks.
The best way to subscribe to podcasts is to go to the App Store
and get the Podcast app. if you click on the Featured icon at the
bottom, you will see many choices for apps. You can subscribe to
the series which will automatically download episodes to you or
you can just listen to one episode.
It's important to sync the podcast between all your devices. For
the iPhone, iPad or iPod touch, go to Settings-Podcasts and move
the Sync Podcasts button. For your Mac, go to iTunes Preferences
and check Sync podcasts subscriptions and settings in the Store
tab.
Other sources of podcasts are NPR Podcast Directory at npr.org or
podcastalley.com.
To set some properties of podcasts, open the Podcast app, click
on My Podcast and click on the gear icon toward the top. You can
set the play order, sort order, etc.
in summary, the great things about podcasts is that they are a
immense source of interesting material which you can listen to
oﬄine at any time and any place. Again, don't forget to listen or
watch some TED Talks and TED Radio Hour!
After a raﬄe of several items, the meeting ended at around noon.
Mark Bazrod
Secretary
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Rich Mogull posted the following article to tidbits.com on January
20, 2016. tidbits.com/article/16210. © Rich Mogull & TidBITS
Publishing Inc. With 17 years experience in security, he currently
works as an independent security consultant and writer through
Securosis.com.
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business compromises, but because of their business models, and
lack of demand from us, their customers.
(Apologies to our international readers, but this article is U.S.centric since the issues vary depending on where you live. That
said, a number of other governments, like those of the UK and
France, are dealing with exactly the same situation.)

Why Apple Defends Encryption
By Rich Mogull

Why Governments Want to Read Your Mind -- When we talk about
encryption and privacy from government surveillance, we’re really
discussing three separate, but related, issues:

The Intercept recently reported that Apple CEO Tim Cook, in a
private meeting with White House oﬃcials and other technology
leaders, criticized the federal government’s stance on encryption
and technology back doors (see “Tim Cook Confronts the White
House Over Encryption,” 14 January 2016). As it was a private
meeting, we don’t know exactly what happened, and The Intercept
is admittedly biased on this issue, but such statements would
certainly align with Cook’s previous public positions. This is just
the latest of Apple’s spats with the U.S. government over
encryption — I first wrote about them in “Apple and Google Spark
Civil Rights Debate” (10 October 2014).

•

Our right to use technology that keeps our data and activity
private from law enforcement agencies.

•

The legal right and capability of our intelligence agencies to
monitor our online activities and communications.

•

Intelligence and law enforcement agencies either mandating
or creating (legal or not) “back door” access mechanisms in
commercial products and services to monitor activity.

Encryption plays a massive role in each of these issues, but it’s
only part of the story.

Cook’s dustup with the White House prompted Daring Fireball’s
John Gruber to ask:

Civilian law enforcement agencies that serve “the law,” not
government leaders, are actually a relatively recent development in
the history of the world. The concept is “policing by consent,”
which comes from the Peelian Principles of policing. Law
enforcement is separate from the military and from intelligence
agencies. We give police extraordinary, but not unlimited, powers
to allow them to enforce the law and protect citizens. In the United
States, multiple agencies at multiple levels (local, state, and
federal) interoperate with the judiciary to create a series of checks
and balances on power.

This came up during last night’s Republican primary debate — not
about tech companies refusing to allow backdoors in encryption
systems, but about Apple specifically. Tim Cook is right, and
encryption and privacy experts are all on his side, but where are
the other leaders of major U.S. companies? Where is Larry Page?
Satya Nadella? Mark Zuckerberg? Jack Dorsey? I hear crickets
chirping.
These aren’t nebulous questions from privacy activists or Apple
enthusiasts. We are in the midst of fundamentally redefining the
relationship between governments and citizens in the face of
technological upheavals in human communications. Other
technology leaders are relatively quiet on the issue because they
lack the ground to stand on. Not due to personal preferences or

In America, law enforcement agencies at all levels have a long
history of accessing personal information as part of their
investigations. Police are accustomed to obtaining evidence from
nearly any source, with the appropriate legal authority, via a
process called “lawful access.” The police can crack a safe, tap
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your phone, read your mail, access your financial records, and
more, as long as they have the right authority. That may require
asking a judge for a warrant (to read your physical mail); in other
situations, the information is available using techniques with lower
evidentiary standards (tracking your car with GPS, since public
movements are… public). Regardless, all these situations are
within the framework of the law. There are even laws that mandate
telecommunications companies create back doors for lawful
access.
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nations and potential threats. But in recent decades they’ve faced
a massive legal and logistical problem — a large portion of the
technology they need to use relies on products and services that
originate in the United States.
If intelligence agencies need to tap bad guy email communications
in Europe, they often need to crack into the likes of Google,
Microsoft, and other services. Or at least tap them internationally,
since they are explicitly not allowed to tap domestically. But as
those who understand how the Internet works know, the lines
between domestic and international aren’t always clear.

The problem for the police is that new technologies block their
ability to access information they need (or at least think they need)
to do their job. Mobile phones, for example, have become one of
the best information sources in law enforcement history since they
consolidate a suspect’s communications and personal data into
one tidy package. Sure, police can get texts, call, and location
histories through a phone carrier, but it’s much faster and easier to
pull it from the phone, which also likely contains Facebook posts,
encrypted iMessages, email conversations, and a lot more.

And “tap” is a misnomer. Technology companies use encryption to
protect information and transactions from attackers. That same
encryption is powerful enough to impede intelligence agencies, or
at least increase the costs for them to crack it. So they may know
about some software vulnerabilities that let them break into
systems. Or maybe they look at putting in a secret “back door.”
Except there are no secrets, and every back door is a security
vulnerability just waiting to be exploited. Plus, deliberately
introducing vulnerabilities or back doors in domestic systems is
not only likely a violation of law, but also of the policies and
operating procedures of the intelligence agencies themselves.

This is the first time in history we have civilian communications
and information storage devices that law enforcement can’t
access, even with a warrant. That’s a slight exaggeration, since
you can be compelled to unlock your phone (your passcode can’t
be tortured out of you, but a judge can toss you in jail until you
give it up). And as I said, most — but not all — of the information
on a phone is typically available in other places, but getting it
elsewhere is far more time consuming than looking on the phone.

Both law enforcement and intelligence agencies face the same
fundamental problem. Any tool that enables lawful access also
enables unlawful access. There are no Golden Keys, only skeleton
keys.
Thus:

Law enforcement oﬃcers see strong encryption as a tool that
impedes their ability to do their job, using tools they have never
previously been denied.

• While we have a legal right not to incriminate ourselves to law
enforcement, law enforcement has historically had access
to anything we have ever recorded or communicated. Until
now.

Intelligence agencies are diﬀerent. They aren’t supposed to
monitor U.S. citizens (except for a few very narrow exceptions).
Even the bulk data collection that’s come to light in recent years
has limits and is predominantly focused on monitoring foreign
communications, including those into and out of the United States.
Intelligence agencies don’t enforce the law, they spy, on other

• Intelligence agencies are tasked with spying on foreigners in
order to protect us, but the lines between “foreign” and
“domestic” are blurrier than ever.
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Back door access for law enforcement (and, sometimes,
intelligence agencies) has previously been legally mandated.
But every back door is not only a vulnerability, but also
potentially a tool for abuse, from criminals or hostile
governments.

FEBRUARY 2016

Microsoft is fundamentally a software company. The firm already
oﬀers strong encryption for PCs (BitLocker), but it isn’t consumer
friendly and Microsoft owns only a tiny fraction of the mobile
market. Its biggest customers, corporations and governments, are
long used to monitoring Microsoft platforms for legitimate
enterprise security reasons. Of all the companies here, Microsoft is
in the best position to back up Apple, but Microsoft has such a
long history of working with, and selling to, government that the
company shies away from public conflict on this issue. Outside of
the public eye, Microsoft is currently being held in contempt of
court as the company battles the Department of Justice to protect
user data stored overseas in a case that could define the future of
cloud computing.

To top it all oﬀ, existing laws in many of these areas are often
unclear or obsolete, at a time when the ability to access our
devices and services is eﬀectively akin to reading our minds.
These fights over our online rights are fundamentally redefining the
relationship between citizens and governments.
Why Apple Takes a Stance Where Others Don’t -- Apple is far from
the first company to find itself in government crosshairs.
BlackBerry, for example, was forced to decrypt communications
for the Indian government in 2010 or shut down operations in the
country. Those same tools have since expanded and are used in
other countries to monitor BlackBerry devices.

Facebook and Twitter? All data in social networks is accessible via
lawful access (heck, most of it is eﬀectively public anyway). Like
Google, these companies are essentially ad platforms that need
access to our data. While Facebook CEO Mark Zuckerberg and
Twitter CEO Jack Dorsey may support strong encryption as
individuals, there isn’t anything their companies can do about it on
a practical level. Amazon? It doesn’t sell the hardware that
matters, and as primarily a retailer, it isn’t in a position to do or say
anything that will make a diﬀerence. (The exception is in Amazon
Web Services, which makes extensive use of encryption, including
government-proof options.) Samsung? Samsung is a foreign
company that the U.S. government would be unlikely to take
seriously.

Let’s go back to Gruber’s list: Google, Microsoft, Facebook, and
Twitter. I’ll add Amazon and Samsung. In each case, these
companies’ business models don’t give them the same freedom to
speak out as Apple enjoys.
Google is fundamentally an advertising company that collects data
on its users. That information can’t be encrypted so only the user
can see it, since that would prevent Google from accessing it and
using it for targeted advertising. Even removing the ad issue, some
of Google’s services fundamentally won’t work without Google
having access to the underlying data. Google is taking a stronger
stance with Android encryption, at least on the technology side
(slowly, because Google doesn’t control most Android hardware).
But Google isn’t vocal about this since all its data is accessible
with a warrant. It isn’t in the company’s interest to call attention to
this fact. However, I do know that Google does whatever it can to
prevent spying and other monitoring, such as encrypting all
communications between its data centers.

Massive tech companies like Cisco, IBM, Oracle, and even HP
simply aren’t in the right part of the market to advocate on behalf
of consumers, even if they wanted to. And like Microsoft, they
have a lot of government contracts.
All these companies place a high priority on the security of their
products and services, but, for the most part, they can’t build
things that allow us to control our information and keep it private.
And again, to be perfectly clear, any time you enable monitoring,
you reduce privacy and security. Every back door is a security
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vulnerability. This is the technology equivalent to a law of physics,
not some technical problem we haven’t solved yet.

known to our elected representatives, in order to determine the
limits of policing (and protecting) by consent.

Apple is nearly unique among technology firms in that it’s high
profile, has revenue lines that don’t rely on compromising privacy,
and sells products that are squarely in the crosshairs of the
encryption debate. Because of this, everything Apple says about
encryption comes from a highly defensible position, especially now
that the company is dropping its iAd App Network.

In fact, you have an opportunity to weigh in right now. A bill has
been introduced in New York State that would ban the sale of
smartphones within the state unless they can be decrypted and
unlocked by the manufacturer. It’s astonishingly misguided, and for
those who want to express their disbelief that elected
representatives could be so ignorant of technology (and
geography), you can set up an account with the New York State
Senate, vote against it, and even leave comments. The state of
California has introduced an equally asinine law, though there isn’t
any sort of feedback mechanism other than contacting your state
representative.

Not everything Apple makes is immune from monitoring. The
company must still comply with government requests for data that
can’t be encrypted and lives on Apple servers, particularly for
services like iCloud Mail, iCloud Drive, and iCloud Photo Library,
all of which are subject to lawful access. Wherever possible, Apple
uses strong encryption that even it can’t access, as long as the
technologies and user experience align.

Then, just sit back and wait for the next ignorant statement or
misguided piece of legislation, because these issues aren’t going
to be resolved easily, quickly, or definitively.

And Apple, like most of these companies, only provides data when
all the right legal boxes are checked. To do otherwise would
expose the company to lawsuits.
There’s probably even more to Apple’s stance on encryption than
the company’s business model and desire to promote a
competitive advantage. My opinion, without having ever talked
with Tim Cook, is that this is at least partially social activism on his
part. I suspect that this is an issue he cares about personally, and
he has the soapbox of one of the most powerful and popular
companies in the world under his feet.
We can hope that Larry Page, Satya Nadella, Mark Zuckerberg,
Jack Dorsey, Jeﬀ Bezos, and other tech CEOs will someday also
speak out on these issues. But their personal feelings aside, they
aren’t in the same position as Tim Cook and Apple to take a stand.
Now is the time when we get to decide if we have a right to privacy
and security, and the limits of our government for the digital age. It
won’t happen because of public statements by tech leaders. No,
it’s up to us to make our opinions about online privacy and security
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The following article was posted to osxdaily.com on January 28,
2016. tinyurl.com/hkrapwz. © OSX Daily. Try the site. Lots of tips
and good info.
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can the functions, but often you’ll find it’s one or more of the
following:
The permissions repair process repair_packages
Spotlight related processes indexing the drive, including index
agent, mds, mdworker, or related processes indexing a drive
iCloud Photo Library, photolibraryd, or Photos app completing
a migration
Various other system level functions or processes, whether
find, makewhatis, ac, kernel_task, amongst others

The “Optimizing Your Mac” Notification In OS X
Explained

Each of these will be going in the background and you’re free to
use the Mac as the task completes, but as the alert says some
things may be a bit slow or battery life may be temporarily reduced
as this occurs.
If you want specifics, the easiest way to see exactly what is going
on during this “optimizing your Mac” process is by going into the
Activity Monitor application and sorting by CPU or by Energy
usage, as long as you show processes by all users and system,
you should quickly be able to see what exactly is going on. But
whatever you do, don’t quit the process that is in use, you do not
want to halt the optimization process mid-task as it will either just
run again from the beginning, or could potentially cause a problem
with whatever it is attempting to do.

Some Mac users may see a notification alert pop-up from OS X in
the corner of their display with a message stating “Optimizing Your
Mac – Performance and battery life may be aﬀected until
completed.” While there aren’t any additional details oﬀered in the
notification, there is a “Close” button, which will dismiss the alert.
Typically this optimizing message appears after a system software
update has installed, logging in to a new user account, or if the
Mac has been rebooted after a long period of not being restarted.
So, if you see this alert message, what’s going on and what should
you do?

This alert dialog is visible in many modern versions of OS X though
many users will never see it at all, though it seems to appear most
often after updating system software to a new point release, or
going to an entirely new release version (say from Mavericks to OS
X El Capitan).

The answer is simple; do nothing, let the optimization process
complete on the Mac.
The optimizing process can take a few minutes to a few hours,
depending on a variety of things, including speed of the computer
and drive, and what tasks are being performed. And yes, as the
notification mentions, the Mac may be running slow as a result of
the tasks going on behind the scenes in OS X.

If you have any added details to oﬀer about the “Optimizing Your
Mac” message, or perhaps you know how to trigger it manually, do
share, or let us know your thoughts in the comments!

For those that are curious about what exactly is going on when
this alert message comes up, the specific processes can vary as
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Bryan Chaﬃn posted the following article to MacObserver.com on
January 29, 2016. tinyurl.com/h3q7rv6. © The Mac Observer Inc.
Bryan is the Cofounder of The Mac Observer and currently serves
as Afternoon Editor. He has coauthored Incredible iPad Apps for
Dummies with Bob LeVitus.
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especially for a project still in the early days. The question is what
does Apple want to do with VR, and what kind of product(s) does it
envision?
Some kind of headset is the first thing that leaps to mind, but Chief
Design Oﬃcer Jony Ive said in an interview with The New Yorker
that the face "was the wrong place" for a computer. That interview
was Apple Watch-centric, and it's possible that Sir Jony was doing
a bit of humble misdirection, but...

Apple Builds Secret Virtual Reality Team, But For
What?
By Bryan Chaﬃn

CEO Tim Cook said something similar in another interview, saying,
"We always thought that glasses were not a smart move, from a
point of view that people would not really want to wear them. They
were intrusive, instead of pushing technology to the background,
as we've always believed. We always thought it would flop, and,
you know, so far it has."
That was also an Apple Watch-centric comment, and it was made
in direct observation of Google Glass, which has indeed flopped.
But...
Apple has built what was a secret team to develop virtual reality
technology, according to unnamed sources cited by The Financial
Times of London. The team is comprised of hundreds of
employees from a series of acquisitions in the virtual reality (VR)
and augmented-reality (AR) space, as well as hires from outside of
Apple.

Steve Jobs was infamous for denigrating existing technology only
to release an improved version of that technology a little later. Tim
Cook and Jony Ive don't have a track record of doing so. Instead,
Mr. Cook's record is expressing some level of interest in
technology—or more often the underlying needs some given
technology is trying to address—when Apple is working in that
area.

The newspaper said Apple's most recent acquisition is Flyby
Media, a company with technology that allows devices to "see"
the world around them. Other acquisitions include PrimeSense, a
motion sensing company, and Apple has been poaching
employees from camera maker Lytro, Microsoft's Hololens project,
and others. Apple also hired Doug Bowman, a VR expert from the
academic world.

He did so just this week during Tuesday's conference call with
analysts, saying, "In terms of virtual reality, no, I don't think it's a
niche. I think it can be—it's really cool and has some interesting
applications."
When it comes to VR and AR, there are two ways to experience it:
through your eyes or being jacked in the hard way, meaning
through direct manipulation of our brains in some sort of science

Like the Project Titan electric car project, Apple has apparently
committed significant resources in hiring such a large team,
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fiction way that we are decades away from seeing. Which surely
means that Apple is developing some kind of headset-based
technology, despite the above-mentioned protestations.

report also said Apple's interests were reawakened in 2014 when
Facebook bought Occulus Rift, a VR headset startup that was
focused on the gaming space.

Apple's interest in VR began roughly a decade ago under Steve
Jobs, when Apple filed multiple patents in the VR space. Those
eﬀorts were shelved because they it was too early, but the FT

Which again makes me think that Apple must surely be developing
a headset.
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The following article was written by Stan Horwitz in December,
2015. A longtime Mac user and computer technologist, he is
responsible for disaster recovery at Temple University. He was our
Member-at-Large and Co-Chairman of the OS X & iOS SIG
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New apps can be
installed on the Apple TV
via the App Store app,
just like on iOS devices
and Mac OS X. Thus far,
the apps that are
available for the Apple
TV are mostly the same
video apps that come
with previous generation
Apple TVs, except that
you have to manually
install the apps you want
now. Out of the box, the
Apple TV comes with TV,
Movie, and Music apps
to play iTunes content
and the Airplay feature,
but that’s it. I subscribe
to NetFlix online
streaming service. I had
to install the Netflix app
from the tvOS app store.
Ditto for the YouTube app. No big deal, but it was something extra
I had to do.

A Brief 4Th Generation Apple TV Overview
By Stan Horwitz

On Friday, October 30th, I arrived at work to find an email from
Apple in my inbox, which advertised that the new 4th generation
Apple TV was available to order. So, I logged onto Apple’s online
store and I ordered an Apple TV for in-store pickup at Apple’s
Walnut Street Store. Ordering an Apple TV is a simple process
because only two models are available; a 32GB capacity model for
$149 and a 64GB capacity model for $199. No other options are
available. Both versions are only available in the same black color
as the 3rd generation Apple TV unit, which is still being sold, for
$69. I ordered the 32GB model, based on Apple’s guidelines.
I anxiously awaited quitting time, so I could leave my oﬃce at work
to pick up my new Apple TV. Upon arriving at the Walnut Street
Apple Store, my Apple Watch displayed a text message informing
me that my order was available for pickup. Way cool!
A few minutes after arriving at the Apple Store, I received my Apple
TV unit. The new Apple TV is an interesting device; it is slightly
larger than its predecessor in all dimensions and slightly heavier. I
set it up that Friday night, but I fell asleep shortly after I set it up
and I didn’t get a chance to try it out until until Sunday, November
1st.

Note that you need a TV that has an HDMI port in order to use the
Apple TV. There are no other video or audio output ports on it.
There is a port for a USB-C cable, but Apple says it is only there
for support and servicing. There’s an HDMI 1.4 also a port to plug
in a power cable, which is included in the box, and a 10/100MBS
ethernet port. I am using my Apple TV on my Comcast wi-fi router.
It also supports Bluetooth 4.0, which doesn’t appear to work for
me, but more on that later. With Bluetooth 4.0, the Apple TV can
reportedly work with any Bluetooth compatible keyboard; however,
there are numerous complaints that the Apple TV’s Bluetooth
feature doesn’t work. Considering it is a first generation product,

The new Apple TV eﬀectively turns an HDTV set into a giant iPad.
Unlike the iPad, the Apple TV’s operating system isn’t iOS; it is
called tvOS. Due to the ability of tvOS to run third-party apps, the
new 4th generation Apple TV has far more capabilities than the 3rd
generation Apple TV.
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running an entirely new OS, some bugs are to be expected. I am
sure Apple will issue an update to fix that problem.
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In order to download and install new apps on the Apple TV, you
must have an iTunes Store account and it must be funded with a
gift card or a credit/debit card. Most current iOS apps are not tvOS
compatible, but two of my previously purchased iOS apps are. I
bought the game Badlands a while ago for my iPhone, but I never
bothered to play it until I got my Apple TV. Badlands is a wonderful
game app that works fabulously on the Apple TV. It is a fun game
with amazing graphics! I also have the free Speed Test iOS app,
which I installed on my iPhone ages ago to test Internet speeds. It
works fine on the new Apple TV.

Included in the box with the Apple TV is a power cable and a USBC to Lightning cable. The purpose of the USB-C to Lightning cable
is a mystery to me, considering that Apple says the USB-C port is
only for use in service and support. Besides those items, is an
advanced remote control unit, which Apple calls “Siri remote.” This
Siri Remote is kind of like an Apple Magic Trackpad that you can
hold in the palm of your hand, but you can also talk to it via Siri,
hence, its name.

The number of tvOS compatible apps is very small right now;
however, I am sure a wide range of new apps for the Apple TV will
become available in short order. Right now, there are a variety of
video service apps, such as ESPN, Hulu, Netflix, as well as several
games that vary in price from $0.99 to $5.99. I suspect some
productivity apps will be available for the Apple TV, such as Pages,
Numbers, and Keynote. The Apple TV is compatible with iCloud so
it should be able to access whatever you have on iCloud if an app
is available for tvOS to do it. One iOS app I really hope is ported is
the Amazon Prime video app, so I can watch Amazon Prime video
content directly on my Apple TV. As a workaround, I can play my
Amazon Prime videos to it via my iPhone and AirPlay, but it would
be easier with a dedicated Apple TV app.

When I plugged my Apple TV in and connected it to my 48” HDTV,
it told me that it could use Bluetooth to automatically configure it
from my iPhone, so I followed the on-screen directions by holding
my iPhone (note: auto setup requires iOS 9.1) close to it, so it
could acquire all the relevant settings (e.g., wifi, iCloud, etc.). That
didn’t work. Nothing happened. I got curious, so I started to
Google the problem and I looked on Apple’s online Apple TV
community forum, but all I found was other people asking about
the same problem, but no solutions. The Apple TV refused to pair
with my iPhone via Bluetooth, so it appears that its Bluetooth 4
technology isn’t working properly at this time. I ended up setting
up my new Apple TV manually, which was easy. A quick Google
search and a look on Apple’s online community forum showed me
that the automatic Bluetooth set up feature isn’t working for a lot
of people.

The Siri remote control unit has an accelerometer and gyroscope,
so it can be used to play games, much like the Nintendo Wii does
with its controllers. The remote is also touch sensitive via a glass
surface on its upper half. The top is all black; the bottom is
brushed aluminum. The remote control is automatically paired with
the Apple TV unit via its IR-unit. Using Siri on it is as easy as on an
iPhone.

Out of the box, the new Apple TV has very limited functionality.
Only a few apps are pre-installed on it; most of which allow iTunes
content to be played via iTunes or from a locally shared iTunes
library. You can also view photos from your Photos library if you
enable Home Sharing. If you previously purchased an iOS app via
one of your other Apple devices, it will show up in the “purchased”
tab if its compatible with the Apple TV.

As you might guess from its name, the Siri remote has a dedicated
Siri button on it and a dual-microphone. Press the Siri button and
Siri wakes up. Hold down the Siri button to talk to Siri. You can ask
Siri many (not all) of the same things you can with Siri on iOS
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devices. On tvOS, you can also ask Siri to find whatever movies
and other media content you are interested in. Thus far though, Siri
seems like it only finds videos and movies in its iTunes Store, not
on Netflix, as far as I can tell, but I suspect that omission will be
fixed soon.
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All-in-all, I like the combination of new Apple TV and Siri remote
control unit. Despite the rocky start with the automatic
configuration feature not working, I think I will get a lot of good use
out of it. Since the value of this product depends on the quality
and availability of tvOS apps for it, it is hard to judge its overall
usefulness so soon after Apple released it, but I think the new
Apple TV has enormous potential once more apps are available for
it and the tvOS Bluetooth problem is fixed.

The Siri remote’s touch pad allows for easy navigation through the
various Apple TV screens and menus, as well as playing games.
The remote has a non-removable rechargeable battery, which can
be charged many times via its Lightning port. Battery life is, of
course, dependent on each person’s usage pattern, but Apple
says the remote control unit’s battery will last a month between
charges with “typical” use.

I rate the new Apple TV 4 out of 5 Apples. Were it not for the Apple
TV’s Bluetooth problem, I would have given it a higher rating. I will
give a demonstration of my new Apple TV at the February MLMUG
meeting, barring any snowy weather problems.

See the attached image on page 34 for a look at the new Apple
TV’s Siri remote. Note that I borrowed that image from Apple’s web
page.
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Tom Nelson posted the following article to about.com on January
28, 2016. tinyurl.com/j6glxl2. © About.com. He is a consultant and
writer providing Macintosh training, advice, and support. He has
written hundreds of articles, tutorials, and product reviews.

While you can format a drive to contain multiple file systems,
volumes, and partitions, our example will be for a run-of-the-mill
drive, with a single partition formatted with the standard OS X
Extended (Journaled) file system.

Format A Mac's Drive Using Disk Utility (OS X El
Capitan Or Later)

Warning: The process of formatting the drive will erase all data
currently stored on the device. Make sure you have a current
backup if you intend to keep any data already present on the drive.

By Tom Nelson

If you're all set, let's get started by going on to Page 2.

With the advent of OS X El Capitan, Apple made a few changes to
how Disk Utility works. The app has a new streamlined user
interface, but it's missing a few features that used to be part of
Disk Utility before OS X 10.11 came along.

Steps to Format a Drive with Disk Utility

It may be a bit disappointing to find that Disk Utility is missing
some basic features, but don’t worry too much. In most cases, the
missing features are no longer needed, due to the way OS X has
changed over time.
In this guide, we're going to take a look at formatting a Mac’s
drives or disks. I think sometime in the near future, Disk Utility will
have a name change; after all, the term disc, which refers to
rotating magnetic media, will likely not be the primary storage
method for Macs pretty soon. But until then, we're going to use
the term disc in a much broader definition, one that includes any
storage media a Mac can use. This includes hard drives, CDs,
DVDs, SSDs, USB flash drives, and Blade flash drives.
Formatting a Disk Using Disk Utility

The process of formatting a drive is often confused with erasing a
volume. The diﬀerence is that formatting aﬀects an entire drive,
including any volumes and partitions that have been created on it,
while erasing a volume aﬀects just that volume, and doesn't
destroy partition information.

Disk Utility supports many diﬀerent functions, all involving one or
more disks, volumes, or partitions. We're going to use Disk Utility
to format a drive, regardless of the type. It doesn’t matter if it's an
internal or external, or if it’s a hard drive or an SSD.

That being said, the version of Disk Utility included with OS X El
Capitan and later actually doesn't use the word format; instead, it
refers to both the formatting of a drive and the erasing of a volume
with the same name: Erase.

The formatting process will format the selected drive by creating a
partition map, and applying an appropriate file system that your
Mac can work with to the drive.
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So, while we're going to be formatting a drive, we'll use Disk
Utility's Erase command.
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9. OS X Extended (Journaled) is the default Mac file system, and
the most common choice. The others are used in specific
circumstances that we won’t go into in this basic guide.

Format a Drive With Disk Utility

10. In the Erase panel, use the drop-down Scheme field to select
the partition map type:

1. Launch Disk Utility, located at /Applications/Utilities.
2. Tip: Disk Utility is a handy app to have easily available, so I
recommend adding it to the Dock.

• GUID Partition Map
• Master Boot Record

3. From the left-hand pane, which contains a list of drives and
volumes connected to your Mac, select the drive you wish to
format. (Drives are the top-level devices, with volumes
appearing indented and below the drives.)

• Apple Partition Map

4. The selected drive’s information will be displayed, including a
partition map, capacity, and S.M.A.R.T. status.

11. GUID Partition Map is the default selection, and will work for all
Macs using Intel processors. The other two choices are for
specific needs that, once again, we won’t be going into at this
time. Make your selection.

5. Click the Erase button at the top of the Disk Utility window, or
select Erase from the Edit menu.

12. In the Erase panel, after you have made all of your selections,
click the Erase button.

6. A panel will drop down, warning you that erasing the selected
drive will destroy all data on the drive. It will also allow you to
name the new volume you're about to create. Select the format
type and partition map scheme to use (see below).

13. Disk Utility will erase and format the selected drive, resulting in
a single volume being created and mounted on your Mac’s
desktop.
14. Click the Done button.

7. In the Erase panel, enter the new name for the volume you're
about to create.

15. That’s all there is to the basics of formatting a drive using Disk
Utility. Remember, the process I outlined creates a single
volume using all available space on the selected drive. If you
need to create multiple volumes, see our Using Disk Utility to
Partition Your Drive guide.

8. In the Erase panel, use the drop-down Format field to select
from the following:
• OS X Extended (Journaled)
• OS X Extended (Case-sensitive, Journaled)
• OS X Extended (Journaled, Encrypted)
• OS X Extended (Case-sensitive, Journaled, Encrypted)
• MS-DOS (FAT)
• ExFat
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Bob LeVitus posted the following article to macobserver.com on
December 17, 2015. tinyurl.com/jgjumet. © The Mac Observer. Bob is
the author of more than 75 books, a computer columnist, and Mac
expert. He writes a weekly column for The Mac Observer and is one of
my favorite authors and speakers.
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means you can use the Displays System Preferences pane on your
Mac to change its resolution or alter its spatial relationship to the
Mac display.
Duet Display more than doubles my available screen pixels!

Three Extraordinary Apps For Your iDevice

Duet Display is awesome, doubling my screen real estate without
lagging, flashing, or other issues. It’s so good I won’t leave home
without it.

By Bob LeVitus
I test a lot of iOS apps every month and the vast majority of them
are garbage. I’ve collected thousands of apps in my iTunes library
but there are fewer than a hundred I consider extraordinary and
exceptional. So, here are three of my current favorites:

Pixelmator is my go-to image editor on the iPad or iPhone. It’s
amazing for retouching photos, while including a full set of painting
and drawing tools as well. Its single-tap presets make it simple to
correct flaws; its repair tool is far more capable than Apple’s
Photos app; and its layer controls are as good as or better than
any other iOS app I’ve tried. And it opens, edits, and saves
popular file formats including Photoshop (PSD), JPEG, PNG, and
more. With its filters, brushes, levels, curves, and dozens of other
high-end desktop image editing features, if you can’t fix it with
Pixelmator, you probably couldn’t fix it with anything.

Since my main Mac is a MacBook Pro with a 27-inch external
display attached, I’ve grown used to having a lot of screen real
estate and have wished for an external monitor small and light
enough for travel since time immemorial.
I finally found one created by ex-Apple engineers that’s called
Duet Display and it transforms your iPad (or iPhone or iPod touch)
into an external display for your Mac. Just launch the Duet Display
app on your iDevice, launch the helper app on your Mac, and then
connect your iPad to your Mac with a Lightning-to-USB (charging)
cable. Your iPad will now behave like an external monitor, which

If Pixelmator can’t fix your photo, chances are nothing can fix it...
I’m the kind of guy who likes to buy a guidebook when I travel and
I’ve got dozens of travel guides in my iBooks library to prove it.
They’re OK for electronic renditions of printed books, but I’ve
always wished they were more immersive and interactive. I
recently discovered National Parks by Chimani, which is the most
immersive and interactive travel guide I’ve seen.
With a clean, easy to use interface and lightning-fast searches, this
app makes it easy to plan, navigate, and discover our national
parks. Chock full of useful information, it’s thoughtfully designed to
work with or without a network connection (including its maps),
and provides detailed, useful information on more than 400
national park units. Best of all, it’s completely free and won’t
pester you with in-app purchases.
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Slide Over is really useful, particularly once you get the swing of
things, here’s how you can use it now on the iPad to improve your
on-device multitasking.
How to Enter Slide Over on iPad
This requires a compatible iPad with a modern version of iOS:
1. Open any app on iPad as usual, let’s say it’s Safari browser
2. Swipe over to left from the right-side edge of the iPad
screen to bring up the Slide Over panel

Chimani National Parks is beautiful, immersive, interactive, and
best of all, completely free!
Duet Display. $15.99 (but currently on sale for $9.99).
Pixelmator. $4.99.
National Parks by Chimani. Free.
And that’s all he wrote…

3. Navigate and tap on an app to open that app in Slide Over
view (if you already have an app in Slide Over, it will open
directly to it with the Slide Over gesture)

The following article was posted to osxdaily.com on January 29,
2016. tinyurl.com/z849alf. © OSX Daily.

How To Use Slide Over Multitasking On iPad
iOS for iPad has dramatically improved multitasking with Spit View
dual-pane apps and its counterpart, Slide Over. The Slide Over
feature lets you quickly reference, use, and access secondary
apps on the iPad without having to enter into full fledged split
screen app mode, and without having to switch apps. This feature
is great for quickly replying to an email, message, checking Twitter,
making a note, or doing quick tasks in another app where you
don’t want to lose the primary app focus on an iPad.
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AI and Humans

As you may know from using Split View, if you continue to pull over
to the left side of the screen from Slide Over view, the app will
enter into Split View instead.

Yes, No, Or Maybe
By Kathy Garges
The trend to using deep learning (neural networks) in artificial
intelligence and away from using probabilistic AI has been a relief
to many humans. Humans tend to resist the idea that intelligence
can be reduced to mathematical probabilities, and are
uncomfortable with the most successful AI probability method,
Bayes’ Rule.
Bayes’ Rule is often explained in a confusing and diﬃcult way and
used in trick examples to demonstrate how little we humans
understand probability. Even the explanations of Bayes’ Rule that
promise to show that it is really simple and intuitive can be
confusing for humans. (See the end of the column for some of the
best I could find.) But we have to admit that nothing in the real
world is 100% likely and that we do use probabilistic reasoning in
daily life, at least to some extent.

If you have a Picture in Picture video window open on the iPad,
that video will continue to work while accessing Slide Over and
Split View.
Switching Slide Over Apps on iPad
To switch apps within Slide Over view, you can pull down from the
top of the Slide Over panel to bring up the Slide Over specific app
switcher, choosing another app will open that in the Slide Over
panel.

Is Bayes’ Rule intuitive or counterintuitive to humans? How do we
know when we are using good, up-to-date input data (“priors”)?
How do we know when the probability output is not as good as it
could be or just plain wrong, with the error hidden by self-fulfilling
prophecy or the process itself?

Exiting Slide Over on iPad
To exit out of Slide Over view, simply swipe the Slide Over panel
back to the right of the screen to dismiss it.
Much like Picture in Picture mode and Split View, Slide Over
supports only the latest iPad devices, including iPad Pro, iPad Air,
and iPad Mini 2 and later releases. Earlier versions and iPhone
models aren’t supported with the great multitasking feature, even if
they’re running the latest versions of iOS, though on supported
hardware anything with post 9.0 release will have the feature.

Here’s an example. We can use Bayes’ Rule to calculate the
probability that a positive test for the Zika virus means that a
human patient with certain symptoms does in fact have a Zika
virus infection. The result will be a probability (maybe 2% in the
U.S.), likely a much lower probability than the intuitions of human
patients and medical personnel who are not familiar with the tricks
of human cognition exposed by Bayes’ Rule.
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Should we treat the human patient for Zika virus, assuming we
have a good treatment? If we do, and the patient recovers, or not,
it’s unlikely that we will review our original calculation to find
whether the overall results for all patients matched the prediction.
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Clark argues that prediction is the primary mechanism of
intelligence because it is eﬃcient – only new or surprising
information has to be considered. Our predictions are coded by
the brain and modified by incoming sensory information to cause
our physical actions, which instantly produce new predictions and
sensory information to adjust our next actions. This process
occurs mostly in real time on a subconscious level (which could
explain why we resist the idea that we rely on probability in our
thinking).

If we are in Brazil and we put in the incidence of Zika virus
infection in the U.S. as a prior in the equation, we will certainly get
a resulting probability that is much too low. But the incidence of
infection for a newly discovered disease like Zika virus, whether in
the U.S. or Brazil, and the accuracy of a test for it are uncertain to
begin with.

Clark is not particularly concerned with whether Bayes’ Rule or
some other process provides the best description or computation
method for how humans think predictively. But he is eager to have
theories of probabilistic embodied cognition tested, especially in
robot design.

Bayes’ Rule can give us a for-what-it’s-worth additional piece of
information and can correct for wrong assumptions and estimates,
but it’s often used in situations where we do not have a reliable
way to double-check our assumptions and our results. Issues like
these make humans skeptical of Bayes’ Rule.

A series of experiments by a team of U.S. and Canadian scientists,
which was reported shortly after the publication of Clark’s book, is
a step forward in experimental testing of probabilistic cognition
and AI, although not in robots. The researchers propose a new
model of probabilistic reasoning, which they call Bayesian program
learning (BPL). The results from their AI program outperformed AI
deep learning programs and compared well with human results in
the same experiments.

The exception was in artificial intelligence, where Bayes’ Rule was
accepted and championed because it gave better results than
previous AI models and programs -- until deep learning programs
pulled ahead. Now, in response to the challenge of competing with
AI deep learning programs, new research is being done that
provides insights into how humans might be using probabilistic
cognition in everyday thinking and how the probabilistic theories
represented by Bayes’ Rule can be used in better AI programs to
compete with deep learning models.

The research started with the observation that humans are able to
reason well from just one example, but that AI machine learning
programs need huge amounts of data and extensive training to
achieve much less impressive results. From one example a human
can often reason to an overall category, create new examples,
separate the original example into parts and relationships, and
generate new ideas. A cool illustration in the article (in Science
magazine) shows how a human might reason from a Segway, a
two-wheeled motorcycle and a human-powered unicycle to
envision a self-balancing, motorized unicycle.

University of Edinburgh philosophy professor Andy Clark has
written several books (discussed in previous columns) that link
scientific research in neuroscience and AI to the theory of
embodied cognition. Embodied cognition proposes that human
thinking is grounded and intertwined in the action of human bodies
immersed in the real world. Clark’s new book, Surfing Uncertainty,
explores research that indicates that humans use an embodied
cognition system that is based in predicting the near future.

In their experiments, the researchers used handwritten characters
from various human alphabets. They compared how well their BPL
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program performed against humans and AI deep learning
programs in several tests, including categorizing the example
handwritten characters and generating new examples. They also
used a modified Turing test to see if humans could tell the
diﬀerence between character drawings by humans and character
drawings by the AI program.
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a layered system (Hierarchical Bayesian Models), but this new
research and the BPL framework are significant advances.
The research also suggests similarities and interconnections
between probabilistic AI and deep learning. A deep learning
program is likely to use probability at some point, to choose the
best candidates to forward to the next neural layer, for example.
The BPL “learning to learn” principle is similar to the use of a
hierarchy of layers in a neural network to refine the results of the
previous layers.

The best results were obtained when the BPL program was given
information about how the character was created, what pen
strokes were used in what order, which the researchers suggest
may be the way humans learn to write a character. They call this
process “inferring abstract motor programs,” which means that
humans analyze a new example of a handwritten character by
imagining how we would reproduce it by writing it ourselves.

Far from vanquishing probabilistic AI, the competitive challenge of
deep learning has led to better theory, better AI programs, a
deeper exploration of probabilistic human cognition and a
framework for future progress in AI. We can only hope that a truly
simple, intuitive explanation of Bayes’ Rule, easily understood by
humans, will not be far behind.

The BPL researchers note that their experiments are just a
beginning step in better machine learning programs. Handwriting
is two-dimensional, and it is also a special case of visual learning.
The article suggests several new avenues for investigation, starting
with other human symbol systems like gestures, dance moves,
and spoken and signed languages. The article also notes that the
experimental results suggest a possible approach to helping
children who are experiencing roadblocks in learning to write new
characters.

Sources and additional information:
Will Kurt, “Bayes’ Theorem with Lego,” Count Bayesie Blog,
February 19, 2015,https://www.countbayesie.com/blog/2015/2/18/
bayes-theorem-with-lego
Eliezer S. Yudkowsky, “An Intuitive Explanation of Bayes’
Theorem,”http://www.yudkowsky.net/rational/bayes

Importantly, the article suggests a new approach to AI learning
programs generally (whether they use BPL, deep learning or other
methods) based on three principles: compositionality (using simple
“primitives,” like individual handwriting strokes, to analyze and
create images or other data objects), causality (which here means
the step by step creation of the image), and learning to learn
(building on previously learned information).

Udacity, “Introduction to Statistics (free online course),” https://
www.udacity.com/courses/st101
Andy Clark, Surfing Uncertainty: Prediction, Action, and the
Embodied Mind, Oxford University Press, 2015.
Ginger Campbell, M.D., interview of Andy Clark, “Andy Clark on
Prediction, Action, and the Embodied Mind,” Brain Science,
Podcast 126, January 28, 2016, http://brainsciencepodcast.com/
bsp/2016/126-andyclark

The BPL framework adds context to Bayes’ Rule -- structure,
causation and verification -- which seemed to be lacking in the
earlier AI implementations, which emphasized a computational,
data heavy approach. In his book, Clark discusses earlier research
along the same lines, using real-world learning (empirical Bayes) in

Brenden M. Lake, Ruslan Salakhutdinov and Joshua B.
Tenenbaum, “Human-level concept learning through probabilistic
induction,” Science, Vol. 350, pp. 1332-8, December 11, 2015,
(abstract available online without subscription).
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MLMUG PHOTO OF THE MONTH
Fireflies
Submitted by Deane Lappin
Deane submitted the photo of her 10-year old granddaughter
catching fireflies in San Francisco. It was taken by a
professional photographer for some sort of a technical project.
Very cute, but I think we all say that about our granddaughters
and our friends’ granddaughters.
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